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AU unslaonfaleiuas (Cyber Security #3® Cybersecurity) Tuaaumnung

¥ '
A )

NUgWngn vunede N551593NYIANENTRAINUTENTVOIN TAUMNALAL TE UUATAUNA

gulaun N13¥nwIANaY (Confidentiality) A11gNABIATUNIU (Integrity) kazAunoy

v
a a

197U (Availability) §9290153910150aEIVITWITATINAWI "CIA Triad” NTDULUIAAT

LY
v a

° v a g s a 1 & ¢y o Y
it ndwnaeidaduinsnisalladeidumgnisaliuanutiuasUasady ins1enAsi

! AugTIUINBIT99aNIANILAITIAMUNITIIINTDY, “N13Useiliuindid1unavedund (National Power) uazdiuanany

susuuly,” 1sansyuNesnNduns atuil 7 @guieu-nueneu 2564): 5-16.
JULUUMAL { )

2 npsgnnensinwianuduainiglusgerandng, gnsemansnesginiensinwmanuiunsnelusweaning we. 2560-

2564, [ooulal], 2560, unasiiun: https://isoc.go.th/uploads/ITA/O4/ O4_emseans_ne_suu.2560-2564 [12 #wmau

2569].
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(Internet of Things: IoT) 13 susiedeiususzULIATOY1Y @ansauaniUd sudeyanie
Jeuserulseg1edanioy uazsesfumsmuaudaludd (3) ilsuuduazszuufuanis
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M3SnwANNaU vinefis msvilianzdnldsusyaawintundfoyals
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dioddu nslaufuuuufiasnisliusnis (Distributed Denial of Service-DDoS) wazdauss
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Senenle (Ransomware) Wudivegnandnauiignresnisiatenuauifted insesaes
(Y 1

sUnuud e luinisveavednuinninygsluedoeys wazilousnsnveavedn lWuusng

A151304Y NANTENUHBNTENBAINTLAUDIANT bdeaUdinneg195Ins,
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Y 1Y

Aed duanaunisleiues (Cyber Threat) Asllenuladn Aa nsnsevile 9

wa a [ 1
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11997 3 wiansessdyaAnissneianutiunslasndeleiues w.a. 2562 A19UAI0

o

"seanaruneleiues” nuneaudn nMsnsevivisenisaiunisle o leedveulaeldiaies

AawTiMOIUIRsTUUADNNINasYIlU TN su LU A Tnaysmaneglminnisuseyuie

3 uumivendegluriesssunssn, muiuataendsuesssuuasaume, wnasn1saeuYn v 96101 wiieh 14, [eeulail,

2566, widsiin: https://www.stou.ac.th/Schools/sst/main/Subject96101/96101-14.pdf [12 &winay 2569].

* Usgwln, dayanulnevant 9 wihsnulnedgnlaudvin 1 9 3 Weu newadendt 2,700 A5y, [peulail, 2568,

undsfian: https://prachatal.com/journal/2025/04/112536 [12 &svay 2569].
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<3

' '
) I

Feyeynau (Signals Intelligence: SIGINT) Tugasasaslanafefians Wodeduiusiinsdng
WiBUaensadl Bletchley Park Tugangy \iononsaLAS 09 Enigma vadasuil wax
andgeusmanndanuannsauuifefuioatuayul jodnsgdnaedeuudiin
mnudifafainanaisuniFeudegmsamaniinnnenudsiagiiuassuszns Usensusn e
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Tuiluitlawesaudmniutl uazedueiivelannesnsesdygrueisdidnnunuiunag

WysYIRansgelusna (National Security Agency: NSA) wazdine1udea1ssguiaansiy

5 drdniavisnisaay Sguues, wsrsrlygiinisshwmanudunsasadulewes we. 2562, [eoulatl], 2562, nin 21-22,

wdaiian: https://www.ratchakitcha.soc.go.th/ DATA/PDF/2562/A/069/T_0020.PDF [12 &wnay 2569].

¢ dinauIBnIsAMESIIUAT, 91940 LW995907 5, Wi 28-35.
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T magie Twsnsal, “anudaundinmdauasluguieadensenans,” Msasunsesmuual adun 18 (nua1us-

NOWAAU 2568): 41.

s o o - o 4 o - . o o v <
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sgrdnalszneluanssuiauds,” MsansyuneInuiuas atudl 11 (Ra1ax 2565-un51A 2566): 32.
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Bend

e rivae, “asnuluvesiunisisuinivesmshasnsulunisdleseniialssmagasauads,” 315e53HNeIAY
ffupg atiufl 11 (ane 2565-un37A8 2566): 59.

10 pgyiie Jys1nsal. 919 \F9e55091 7, wih 48,

11 3Rue A3E, 9190 \Fee55091 9, i 60-61.

'2 The Telegraph, Iran shut down British power plant in unprecedented cyber attack, [Online], 2026, Available

from: https://www.telegraph.co.uk/news/2026/08/22/iranian-hackers-shut-down-uk-power-plant/ [2026, August 25].
* The Telegraph, $13u&1 13ses90il 12.
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typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/?msockid=
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of Information and Telecommunications in the Context of International Security, A/70/174, [Online], 2015,
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behaviour-in-cyberspace.pdf [2026, August 12].
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Cambridge University Press, 2017).
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https://www.ilaw.or.th/articles/3332 [12 &auax 2569].

35 ThaiPublica, 1.5.4. lwwuas: Wandnamnusiuadsuaseiiamuad “aanusund 0.4”, [paulail], 2562, wrasiun:

https://thaipublica.org/2019/03/cybersecurity-principles-lost-national-security [12 #1113 2569].

36 ANTN9NUANIAINNITUAILAIYNR, ULHUELALRHUIEAUIRAIMI8ANUT AR (W.A. 2566-2570), [paulall], 2566,
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https://www.bangkokbiznews.com/tech/gadget/1198511 [12 &Au 2569].



26

Yosinrindinunenedunniian® dnsulnetamiinnuuusdudieussnouiunisiion
wAnSusiuazuinsiueuuadluesinassemefouravan Feasneanuiiizus
Fagmsmanslusuiiinanuiseionseninuszimanieniamgaveinuosiaslaguniu
(supply chain)

Fod1iaUszn1saning ae Aulidnelavesarsisuei oy luseiunn

W N1l 0y aU U INa1INTTUVIBINUIBUS FE WA 29 1La1 Usenaudunisi

Y

CY a

mhenusginuastutusiunouazsousulunienas laduneunuieuves sz tuse

o«

o o 5

aa o v oo o 41 14 A &z o o ' o a
FTUUAINANIATTDYWUUYEALY ﬂ']']lll?')']ﬂ"\m@nuLUUQUﬁiﬁﬂﬁ’]ﬂ@m@ﬂ’ﬁ@’]LU‘UUI‘EJ‘U’WE’J

<3

[

Begnlusuian mszansmsiiieidestunaiiszimismadnfsdoyageundanns
sedu mnUszanvuldderiulunnuiuiaveuvesss
JodindeiugenndasiuauiuemiieuUoR e auy. ladnnis
Funundejoaniaienumuulovisfuaruiuadeivesauiumiisauiifsades
semineTudl 17-20 nguanau w.a. 25697 uagldunsrulymuazdadiindsaenadosiu
Fodunnves auv. ogetiovannUsznns Ussnsusn guymaninszyitnisfienansuleuny
fleimunieanistestudsgnly vilinewimlsidfansidaiauuas liannsaduiunsld
ogafiufl Usznsfiaes unumhsautsduldngmineuazmissnudnnseaiiunsaiuii

o w

msdsRuldngranesenszviranuiinfieglulseimaduiuFesvinneednads Insdsddny
mmﬁumLm'qmaaﬂuﬁalﬂmﬂﬁmmﬁﬂﬁ’igﬁuLwﬂiuiaﬁqﬁmmi (emerging technologies)
9g13911n Tneanzlgygussivguasnisussiianaliniousy Lﬁmmﬂ{]wﬁuﬁuﬂimg
Haymiuanutuaaesnseluuessuinnnmeluladfna1iuda

Tngagu Usziiufimsihludndunisdeluing wa. 2571-2575 Uszneuse
wi3oman lea msufunseunsuesiiymanidanedalugiBegnsenans nnsadrsnaln

Y3015 uniisnun tinistaase nswuddanisyalaivesidrluluulevisuazuny

60 1SC2, 1SC2 Cybersecurity Workforce Study (2024), [Online], 2024, Available from:
https://www.isc2.org/Insights/2024/10/1SC2-2024-Cybersecurity-Workforce-Study#KeyFindings [2026, August 12].

5! Hfocus. a5 .-anuy. wasteyadalaly as \Hululévisigentu gnérvian 7 miaesw, feeulat], 2567, undsiin:
https://www.hfocus.org/content/2024/03/30032 [12 &mnAy 2569].

% funumhenuiiieates Ussneuse funudrinauanznssunismsinvamsiunsaendeloe i (anue.)
NsEMTNMTIIUTEmA (ngunuANusiunIsEniasama diinulousuazian dnauudanssvsned nseniEniuay
wUFANT nsueBensiusen nsueldeld uaznsuglsy) dindinsequisni nssnaRdvialiieirsugianardennuriani
nsgnsanavy (@inauldnnsensen) nesdynnisnesinlne (mbetyuinisieiueivnms) nesinun newinise

NBeINEINA LazdtnauiITLing (nesdynsmnaduaiudeuauasyInssunamalulag)



27

[y a

SEAUBIRIINYANULTUALLAIIIRAU UYL NISWUIUNUINTERINgEenmsiulnenalsaulv
Faau wieunalnmiduguanazniswssusviladeandyyiusshviuavimaluladaeoudy
1 [
819 UUsSYUU
a vada

2.2.3 fedeUssmaniiuuUfURAR (best practice)

denlusidudregnanlndifesiuuiunvedlneunigaluwdvwinlssinauas

s a

Auiaganiisyamans mienuauduasasndsluuesvesdenlusandugnsaansa
WesNauN1IATuQualasaaseiiuguddgy (C) WidunsasieszuuinagnamnssuLay
4 1 & Y 1 A & A 1 & [ 4
nsyaloesegiuduienam fregrimidugusssune wuwiunanuduasasndielyiues
dmsumalulagiBeuusinis (Operational Technology: OT Cybersecurity Masterplan)
Suldnausnlu wea. 2562 wazuSudsslu w.a. 2567 wuilisenseauauiiunaredssuy
muANgaamnsTilunAdINdAYHIuaIEmMEN Ap AN NTEUINNTT Lazmalulag wiey
NANFUNANNIT "UanAsfauanisangs" (secure-by-deployment)®
uniseudrrgainderlusdmsulnede n1sndsalusidanutunslauasidy
A A W a s & 1% 1Y) = = % o
iAseadlennTymegedaay Aalusidudnninnisuserusguunsonde Ui uamtuag
lowwes Wuiidwesgudanududadiuanuduaivaendelsvesondeou-aaalls waz
NANAUNITTIAR ST LT Y sEAUTN1ATEI0WT 8 (ASEAN Regional CERT) ladu59
nsauluunuminidsanduduilaiedvsnagsgnsmansiidnlusliuinninfivuinves
UselnA9ELa08110eY
ansorandnsluiieg N Angavesnisutsunumsznininistesiuiu
a va a s o [y s ] a o v o & 1 I v A
N15UHUANSWeN audautiuasasnsdislaiuesunanivimimduniisnuiedesiui
Uamewazidnfald niaudniulasinis "n1stedugagn’ (Active Cyber Defence) lng
Tusn1sdnludfunniisaussuazysesou wu nsUanudulsdfuds (phishing) #3e
1% INTTUABN MBS Taanay lduneuiamesivinsevinisegdlaegranis welv

Wdsteyansedelilusunsuiigvaenargouliizuvinenu waznisnsesdelawuiidy

8% Cyber Security Agency of Singapore, Singapore's Operational Technology Cybersecurity Masterplan 2024

[Online], 2024, Available from: https://www.csa.gov.sg/resources/publications/singapore-s-operational- technology-
cybersecurity-masterplan-2024/ [2026, August 12].

6% Cyber Security Agency of Singapore, Singapore and ASFAN Member States Deepen Commitment to Enhance

Collective Cybersecurity in the Region, [Onlinel, 2024, Available from: https://www.csa.gov.sg/ news-events/press-

releases/singapore-and-aseanmember-states-deepen-commitment-to-enhance- collective-cybersecurity-in-the-

region/ [2026, August 12].
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%5 National Cyber Security Centre, Active Cyber Defence, [Online], 2026, Available from:

https://www.ncsc.gov.uk/section/advice-guidance/all-topics/active-cyber-defence [2026, August 12].

 Ministry of Foreign Affairs of the Kingdom of the Netherlands, International Cyber Strategy 2023-2028, [Online],

2023, Available from: https://www.government.nl/documents/2023/09/12/international-cyber-strategy-
netherlands-2023-2028 [2026, August 12].
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57 Australian Government, Department of Home Affairs, 2023-2030 Australian Cyber Security Strategy, [Online],

2023, Available from: https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber- security-strategy.pdf
[2026, August 12].
68 Stars and Stripes, Senate approves Joshua Rudd as head of Cyber Command, NSA, [Online], 2026, Available

from: https://www.stripes.com/theaters/us/2026-03-10/joshua-rudd-nsa-cyber-command-21018045.html [2026,
August 25].



30

wiivie aus. vedlvedndunsegud warmsldfumaaiunnudniau uazduiiaes o
mMadonmugnnseaifunuuftamsfearmisunalniiuguaisanu Wesnwanalinda
yosmAenvuazysyITuiideludeyatumenudhedeaiu

Juuesanig lugurquiadagvsmansuar fgiionsadiuiiudoanaiu
vandermmiuasloiuesrenu® lonasuardesunaiuemesnsiunaaniga 1ende
anuldiussumanaluladedunisaonuunnayaseudiiiuilaowes (cyber hegemony)
Tnoymhsausuanusiunsasadelsivesvesiuldinounsnenunanvmiesurnnges
Yo3avsEY MzsruLTesantiifouasmsnudduesdunansade” ludmdniey Su
Thimdnfunwnanesdlnglewes (cyber sovereignty) n1sitamauwasiumaluladndn
wagidvngnsifunAunsiunamislaues eagvounisuesin msianinaluladves
ansg JWumnuUzuTegvsmans

uniFousamanynUsemadisduiidusznis Usenisusn qausenadnang
msiuadlauedliluszdugnsmaniuni uagidoulosiuulourerisUssimasgedalay
Usgmsiiaes nnussmaLsunumsznimhsnuegstaaundounalnffugua Usenns
flany ynuszmaamulumsaisdanmamsanelulszmeiioannisfianiisnd way
Usgnsid nadsemaldanusmiiessvinssamaduiniosevoedvinadsgnsmans
fladisadunmsuaniasumamaie

viail ndsnitlveannsaadsdnaruanmsaniglulssnaliiisuitundls
uh asaedesandnnuannIntuiuA T diessuIUsEme 1wy Tunsevandeu lne
msdugudnananisiineusuwazimunmasausiiulsiuasveaginiaiiugug AJCCBC waz
Falhdimsindousudownsamdulszdr armudedudyumsens givannsiunis
Anausulugnisvauinangnsuarn1533esiu lnganiznisAuasesssuumalulagida
UURnisuazniseanuuunalnmiduguaufuiiin1sidein ausiudedveeainsideuas
Uszimafiduuidnlndldes 1wy ealus 1nmald uaganninglsy masjsnisuaniy dou
Imnsesfvanauegaluszuy Maisunesgudfiinemansadvialinan1sinseives

< a{' [ a ' a k4 '
11/]8L‘U‘L!‘VlEJE)&J?UIUL’JV]iSM’J’]\‘IUi%WIﬂ LLa3ﬂ’]iLiEJ‘L!Eﬂ61ﬂﬂ'1iﬂa’l'JIVIHLLamﬂﬁiﬂ’]iﬁ@UaUE)\‘l
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https://thai.cri.cn/2025/08/02/ARTI1754125188502254 [25 FIMAY 2569].

0 China Cybersecurity Industry Alliance: U.S., Threats and Sabotage to Global Cyberspace Security and

Development, [Online], 2024, Available from: https://china-cia.org.cn/home/WorkDetail?id=
663874690200340c642bdccd& [2026, August 25].
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" Foreign, Commonwealth & Development Office, The Pall Mall Process: Tackling the Proliferation and

Irresponsible Use of Commercial Cyber Intrusion Capabilities, [Online], 2024, Available from:

https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-proliferation-and-
irresponsible-use-of-commercial-cyber-intrusion-capabilities/the-pall-mall-process-tackling-the-proliferation-and-
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