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(5) swmuizaxnawﬁmiﬁmﬁmﬁd'ﬁaLﬁu‘w'mLwiaza‘lj"ué’waavi‘l,uamumw 9
(6) Wasuanugwladaidiums wu nuneny snidn gawe 19U wazssyimana
wSonuuulwdienansnisiasuaniuy (i) mudnsnsldauveniimini
(7) Sengdeyariies wazdeyanisdoinunie nieueansiealuguuuy PDF Ay
av3nnsldnuveadminiildodiatos fil
® Jpyariies
® MNENBUULIUAITBIY
® Joyafiung

LONEISALNUUSENBUATS DI

® NaNINTINERUYBNATIATIMUUVTs eV (1:1) uazwuuvilaanzds (1N)

4.2.7 SLUURNBUSUNNSIEUSEUUMISEDLAENNY
(1) FeflaNINLINABNINRBIMI NS LABIAUNT I TaNUTE UV
(2) Feaflszuuinfuanudaiunendanisineusy (Feedback System)

(3) 9935UNIHNDUIULUU e-Learning uaztuy Offline Training

4.2.8 32UV Resource Utilization

IAVILALLANING Performance Management %38 Performance Monitoring 84
gunsalinfednedeanslussuuindetne eey tail

(1) CPU Utilization
(2) Memory Utilization
(3) Interface Traffic
(4) Hard Disk Utilization
(5) Link Traffic and Link Status History
(6)
(7)

7

Concurrent Session

Database lock Session

4.2.9 szuvdniutayanielud1naiu (Branch Server)

(1) awsadafivdeyaiiisrdesiunsiiuinmilded umdunsdilianse
Jeusetiugudteyanisdodunn LLazﬁadﬁwdﬁa;&aImaﬁquﬁaLﬁamsn,%miaﬂé’mﬂuﬂﬂa

v
a A &

(2) annsaudlatguianudaugsvesdona (Data Conflict Resolution) i LA Ty
Wofimsthdsteyavindinausing  Tunafisasy

(3) LL'«J"@Lﬁau‘mﬂm'sﬁwa'ﬁagahiﬁﬁaLﬁaiﬁﬁmﬁwﬁmmsamwaauLLazLuﬂ‘uléf
Ui

(4) FPIVINITUKLUY High Availability (HA)

4.2.10 syuuiniiudeyassiasnsneufiunes (Log Management System)
(1) dnfivdoyarsnasmeneuiiumesluguuuy Centralized
(2) asrameuanuryesaUnIalfids Log 19mnindehaunazaiuisauanitoya

gavnefidndiunluszuy
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(3) ansadaivuasdududeya Log muiteulaiidmuals

(@) Tunsdifildaunsoid eusofusz UL Log Management System a4l Caching
Mode dwiudwndaya uazsonhdstoyalasdnluifdonsifonsonduduund

(5) ENTNDONTIBNULUUTIEATS T185U T1edUaIT S18Wieu waza1uYIeand
ANun

4.3 S¥UUUSUITIANISFIULDLALAYSEUULATEUNY

4.3.1 s¥UUTeNAuITUSIMIIAN1sTayantidauni1agedurius
4.3.1.1 \uszuudanisgrudeyalfsdunus (Relational Database Management
System) fiatfuayunisvhauiuy Multimodel #ifavavSgnsias
4.3.1.2 amsavneuuussuUUiURNS Linux waz Windows Taidust ey
1313 fudeyauasuanmaldianivilnowazninsange TnsfissuudnFom

NAUYNTY
4.3.1.4 ¥ In-Database Analytics Wi eadn Analytics Application Wi Querying
and Processing feyalngliifoandouteteyasenaingrutoya
4.3.1.5 ¥M91ULUU Query Optimization i a¥aeufi uusean3 armlunisvisuves
sruuguteya
4.3.1.6 s935umsiniudayaluguuuy JSON uazannsaisenlidayals
4.3.1.7 ¥msffugudeyslag Database Engine fiannsadounduluanaiifivun
(Flashback Recover) lovayszeu
1.3.1.8 firdesfloatuayumseauiuy Web Services ¥3e Web Browser ludnwa
Low-code Development Platform
4.3.1.9 sosiudnumseuiidu Analytic Workload
4.3.1.10 firdesionrslumsquaszuuysannisteyas 9 egrelien et
(1) ATIABUANIULVBINT NYINTA Y ) (Resource) LW U UTuunslg 91y
(Utilization) 499 CPU #u28AT7 thay Disk /O izw%mﬂauax Server, Uptime/Downtime 84
sruutaya NTIATIEY Performance YedszUUtaYa Top Activity U8352UUToyauazUaAINANIY
Web Browser luanweauzvansmla
(2) aTrasuLariTIEinIsiuYeIFds SQL fidamansenudensnenns
T8A301 LLa3ﬁ1ﬂ75LLfﬂﬂJU%UU§ﬂﬁﬁ'1§d sQL viheulsegeiiuszansnmlnednlula
(3) anwsodaiudoyatiymitiatususzuusing 4
4.3.1.11 ynaukuudnludAludnwaz Change Data Capture (CDC)
4.3.1.12 fipdasfiolun1suimsdanisnisvi Replicate Data warnisasraaeudoya
flainsefu (Out of Sync) ludnwazass GUI 3o Web Aflmuannsasgratios el
(1) UTM39mN15115%1 Data Replication
(2) Usuugaviaurlurnfngs (Setting) s q siumtinee GUI
(3) 15809 Log file WU GUI Taglidas Download Log File TRUITEGR

Local Administrator
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(@) nsrvaputoyaitliingaiu (Out of Sync) fivsdldfeszdumsns ues uas
rodutlfilinseiuseminegrudoyadumanazanenials
(5) asavaeutayaliviuil vieirunlinsnasudutiaiaild
43113 mssnwanudaensevestonyn Fesansasiumsifesiaies fail
(1) 5893U Authentication Wag Authorization
(2) annsaitrsviateya (Encryption)
(3) 9995V Audit Logging Lﬁamsmaamm%ﬁa%’aaﬂa
4.3.1.14 1onansiusosnInilveIndndueinioanvvesdnlulssmelnevesszuy
i el msusesatuauunisuinis saukanisusudse iRudssansam (1) arenszesiaan
mssudununlasims leegButeiauedesuuunisdeiusesfinaiduienarsiudeiauesie

4.3.2 szuuLinsyTaarusni1sinniseas e (Network Monitoring and Management

System)

4.3.2.1 973988 (Monitoring) aanugmsvnnurasgunsainehueieviels hidesnin
1,200 gUnsal wazsessumsueneldlaiosndt 5,000 gunsal savsuivsianegunsnieietnedeans
wuUsIAUE (Centralized Network Management) ¥ail ansnsauihssafugunsaliaietiediaue
0.3.2.2 pnasuaniuznsviuvesgunsal Kl
(1) gUnsal Network LW Router Switch
2) aunsaisnwiAuUaendiewnsetiy
3) Operating System 38 Server

5) Embassy Network Connect System 819 VPN, Zero Trust System
6) Firewall wag IPS

4.3.2.3 1 Network Configuration Management Wi vhnas Backup Configuration

(2)
(3)
(4) Application System
(5)
(6)

WAz Restore Configuration vasgunsaila
4.3.2.4 i Inventory Management Litegtoyavegunsal
4.3.2.5 Ianduvesgunsaliaievislavangsunuy
4.3.2.6 A1 UAINTULTY/AUEIRTY (Severity/Priority) UedunnIsala 85 ad

Funnenaiiu

4327 fwuaen Threshold vesgUnsailafotne uazudadsulonn Threshold iAundn
AN

4.3.2.8 99l LAaUANIUENITYNNUTEY Device UUNBBNIN Service

4.3.2.9 LANINANITATIVABUNITNIIUVDY Network Topology Iug‘ULLUU Graphic
TALuUMNLa1939

4.3.2.10 LAAIHANITATIEOUNITNUI UG NWUZVYDY Business View Iugmwu
Dependency Mapping 7¥#114 Business Service iU Object #3a Parameter ¥83gUnsal e
fuvnueInsliu3nsfiiaund (Root Cause Analysis)

4.3.2.11 uanana Dashboard leiunnnin 1 ninge IﬂammsaLﬁaﬂgmwummamma
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0.3212 wisdeulifdwiunnudeliddaunfniatutugunseiiname Emall wie SMS

4.3.2.13 pan31891ulugULUL PDF wag Excel

4.3.2.14 @i nsenununmuanailnesnluld@ (Scheduling report)

4.3.2.15 @11190753388U Throughput waranunaseTevesdineuiieldly
msuflatiymilunsfeusestuuiuguideyaviidaifumatuy Real-time

433 szuudaiuuaziuSeuifisuteyadiuins (Automated Biometric Identification

System : ABIS)
4.3.3.1 gavdwisatuayunsininudeyazuniwlumin
(1) nmdnefidaifuazsesfinaautfnim 1SO/IEC 39794-5

(2) ﬂiumumﬁmiaumwmmmuaumawﬂmwlummu (Face Matching)
(3) aregunmlumilaluriuiivas LLamiUmwwmam
(@) U
(5)

q VlﬂSUﬂ"lWIU‘Wu’WmWEJVLﬂLU‘ULL‘U“UEI

5) 1A wamasUmw‘lwummmwmmsmi FURMUMIIT I WA U FUA
fumsle

(6) FummLMUsiIranveIn1sae A AT UTERUR UMLIURINd B4
TWmnzay Tngszuunmundunuusalusd

(7) #eadsruugsiluminfiatmnsassyiyanadinmasluni (Face

2

Identification) uaziU3suiisugUluniifieudiusiyanaifiediu (Face Verification) Tunsdl fsil
® JUANIEURIATYEAITUBLNT +/- 5 BIAT UATNID BIRIATYE
AITHDYNTT +/- 8 DIA AINFIUNUIAIUNT
® N15LUABULUAIUDIVITIHLILAT LN
o Tduiuanen (Eniuliumvsswiuiuwnn)
o lamnnilaifinsUavuifoftdnlngedunt
(8) mstufinawluntn (Facial Image) Widulumuninsgu ISO/EC 39794-5
fussmaldaanneunsbuteiausfustwios
(9) fimsaadunislanfnasniidulunuanasgiu ISO/EC 30107-3
1.3.3.2 gowswiiaduayunsdnfivioyamefusiae
(0 maﬂmﬁaﬁaﬁﬁﬂLﬁuﬁanﬁﬂmauﬂ'ﬁmm ISO/IEC 39794-4
(2) sosfumsdmiuiia 10 fauuu 002 ussuuuiiasii ﬁfuazujﬁuaﬂﬂmi%’uﬁﬁaw
usiazUseiam

v v
=

(3) Sruaeiuiidieldluiuinasuansaaefuidafiofieuls
(8) Tuiinaefuritiiiedieuls

(5) srumeiusiindouaniviilunsdiisruuintade

(6) finsasradunislanfvasnimdulunmuinsgiu 1ISO/IEC 30107-3
4.3.3.3 gowsuisatuayunisdaiuniwaum (Iris)

(1) Yasiunmaiuauazusuaunmeesnnlagnluliflaeaiuise Zoom

WAL Focus MNUTUALUU Automatic Real-time
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) nastiunmarum b ulumuuinsgiu 1ISO/IEC 39794-6 (Iris Image
Interchange Formats for Biometrics Enrollment, Verification and Identification Systems)
fiusemeldagateunsiudeiauaifuagiees

(3) fimsnsrsdumslausinaenimduluauninsgiu 1ISO/IEC 30107-3

4.3.3.4 wavswidadvayunisnsivgeududu/szydrunna (Verification and

Identification)

(1) szysmudalusiPlaglddeyadaumsvesguio

(2) WRsudsuteyadunnsiudeyaiiiulilugnudeyenidoRumaiodudy
wazszyiyana laefinnuududuazanuiilunsieuiiey

(3) Wisuiivudeyadamnnslifenuy 1:1 uay 1N

(4) ansonsRIunTslanFivieenuaslayatms (Presentation Attack Detection)
i N1395293UN1551%3m (Liveness Detection) Tnediesesumnusiula (Confidence Level) gz
Lﬁ'aﬂaqﬁ’umﬂﬁmﬁwaaﬂmummgm ISO/IEC 30107-3 Information Technology — Biometric
Presentation Attack Detection %38 FIDO Biometrics Requirements

(5) M imaluladnsreaeududu/szydryanadiiiunisnageuain National
Institute of Standards and Technology (NIST) wuu 1:1 kag 1N v8sn wlunia (Face Recognition
Technology Evaluation) LLazmwmaJﬁwﬁﬁ’Jﬁa (Proprietary Fingerprint Template)

6) Wwelulagnsvaeud ugdw/seuaruanauuy 1:1 uaz LN 2890maum
Tunsdifinmluniiuasmefusiifiellaunsonoseuld

() awrsaddayatinnslugluuulnd jpg pdf .png tiff .csv wiau
Wivuiisuteyadusvuugudeyavisdeiiuni uazuaninaniugindeimun

(8) fimsusuUsmasiSeus (Learning and Improvement) WeRANTIUNTSAIITEN
Wisuisudeyadunestunseydimiss veadmifinsivaeudiies iU fuussuszansam
U94NNINTIVFRUEUTU/SEURIUAAA

4.3.3.5 lona1siusesannidnveswiindusivieanvvestinluusemealngvesssuy

el n1sfusesatuayunisuinis sausfanisusuuss wavszdnsam (§d) naenszezing
mssudunuanilasimsy lneiudeiaussuuuniidesusessinariduenasiudeiausse

4.3.4 53UU Next Generation Firewall #115UN13L18352UUAY 9 (Access Policy) wag

N1595333UABANANL
4.3.4.1 finalnnisudwiounazapuniuy W auluuuy Real-Tme i elvidoyauas

aaun Ly Applications waz URLs luusay Filtering Rule 16

4.3.4.2 @1150101%UR Security Policy @13 User, User Group %139 Machine A2t
Msuuangu Active Directory Tnglaifasfing sworsuasifiuiiinuy Domain Controller uaziAias
voaf{lden saukavins Authentication sy Browser lédnsugldannuildldoglu Domain vos
2IANT

4.3.4.3 WaAEDANITITIU (Hit Count Statistic) ¥aauaay Policy W3 Access Control
Rule uaz NAT Rule 19 .
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4.3.4.4 19974 Routing LUU Dynamic Routing la A OSPFv2 &g v3 , BGP, RIP,
IGMP uaz PIM lelluagatioy

4.3.4.5 vuludnvae ISP Redundancy 1o v awuy Primary/Backup wae Load
Sharing

4.3.4.6 ¥M91udu Intrusion Prevention System (PS) lngaunsadesiusoanai
IugﬂLLUUGiN 9 161 19U known exploits, protocol misuse, tunneling attempts, system vulnerabilities
Way outbound malware communications (Jusu .

4.3.4.7 #5793UVe (Bot) lalaeiSn13ms19a0u91n C&C Address %38 Website,
communication pattern Ua3UavLaz Bot behavior laiduseetiey

4.3.4.8 Josdunislaudnulusiamnea DNS luguuuy DGA (Domain Generation
Algorithm) Lag DNS Tunneling laun1514 Machine Learning lun1snsiaaaulauuu Real Time
Tnglurassariailunsswen lalluegrates

4.3.4.9 Jasumslaudluguuuy Phishing unislde web wia URL la

4.3.4.10 Yostufoana1u Zero-Day lnunisdsliddosasdvlunsraaauleii
Sandbox Uu Cloud wagsasiumsiausuiugunsallesiudennaiu Zero-Day wuu On Premise
(On-Premise Sandbox Appliance) %agﬂuqﬂﬂszﬁwﬁmﬁmﬁ‘éﬁaLamﬁuloﬁ‘luamﬂmﬁw

4.3.0.11 wAnf s lauadaadnaglungy Leader ¥94318911U Gartner Magic
Quadrant for Hybrid Mesh Firewall ¥ 2025 w3alagaduatstion

4.3.4.12 nansiusesannidivewiniaeivioavivesndnluusewmealnevesssuy
wieliinssuseatuayumsuinig sauﬁuqmiﬂi"wiq WisUszAvEnm (i) maemszezinans
sidunumalasinis lnedfudaiausdouuumisdefusesiinariduenansiutoiausse

4.3.5 szuutssiudsanaiuuuAsad Client

4.3.5.1 \Ju Platform ﬁ'ﬁmmmama’lumwmwwﬁ'mﬂmuﬁ'lﬁﬂ“ﬁ'yuﬁluadﬁni
(Threat Hunting) LLazmim‘ﬁam“ammLﬁmiawaaﬁaﬂﬂmmﬁlﬁmﬁu (Forensics) i mnwudlaym
msldau gudndesinmsunle

4.3.5.2 Agent Software G’faaﬂaqﬁ’uﬁaﬂﬂmw‘ffLﬁmﬁﬁuuum‘%awamﬁamai@ﬂ“U'WEJ (Client)

b

4
(1) JoafiunsTaufifidedlwivessyuy (Exploit Prevention)
(2) Yasiugiauns (Malware Prevention)
3) i’]aaﬁ’umﬂﬁmﬁﬁumﬁaLm‘ixﬁugaﬂ%m@ﬂhuﬁLLUUthﬂWa‘ (Fileless)
(@) Jastumslanflagldivatinues Al-Based
(5) YasfiunslandlaeldnisiimsnsingAnssu (Behavior Protection)
(6) Uasiudauisisenanla (Ransomware Protection)

4.3.5.3 Agent Software fa3Ua3riu Exploit waz Unknown Threat waz Malware 161
Tunsdlildansafinsefiu Management Console 1 (offline)

4.3.5.4 Agent Software mmmﬁmf&lﬁ”wqﬂﬂsaﬁmalu’amammwmamﬂmzﬁﬁﬁ
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4355 :u‘iv‘U‘U Detectlon and Response Tumwm%wmﬂﬂmm ISH mummaua
nAANTIUAN 9 MARTur numasTisety Tnefianuannsoedietion fa
(1) a529dunsland LLa:mauauaamamqmsmmﬂmu (Endpoint Detection
and Response (EDR))
(2) AisimavniiuiaiesdymiliAntu (Root Cause Analysis)
(3) wana Timeline vouMgN13aIIARTY (Timeline Analysis)
(4) msmmﬁ’aﬂﬂmuﬁﬁm%ﬂuaaﬁﬂs (Threat Hunting)
4.3.5.6 5035UN15 Query Lﬁ'aﬁum“ﬂ’ay‘aloﬁ"aEJ'NﬁiJizﬁM'é’mw 778 XQL Query
Language %38 Falcon Query Language %38 S1QL Query Syntax visaLigulyinle
4357 Aumlwd (Search) n3on5293UlNE (Detect) Midosasde warduhnanylng
A9Na17 (Destroy w58 Remove) #38 Quarantine Files 16
4.3.5.8 Auwndeya lnesessun1sasne Rule Lﬁami'sﬁuﬁaqﬂmmﬂ‘%‘aaﬂauﬁ'smai’gﬂﬁzha
(Client) 317 Indicators of Compromise (I0Cs) %5 ® Behavioral Indicators of Compromise (BIOCs)
30 Indicator of Attack (I0As) uSeifauivinlé
4.3.5.9 fAsmslumsnauaussdefoana (Response) agnstian fail
(1) usnu3 aian1sLd ous oia3 eanouiamosgnue (Isolate Endpoint %3
Network Contain %38 Network Quarantine)
(2) PIUANLATEIRBNRILADSYNU1Y (Remote Access Session) Ly HIUTFUU
Live Terminal #3® Connect to Host %58 Remote Shell LLﬂzﬁdﬁqmﬂﬁﬁNm‘um Process 1A384
anU1e (Terminate %38 Kill Process) 1ot
(3) \iurn Hash veslnidisesnistieatuld wu SHA-256 viawfiouwinly
4.3.5.10 ¥191u39u1U Cloud Sandbox 38 On-Premise Sandbox 1@ nsgivingau
334U On-Premise Sandbox TWilgue On-Premise Sandbox Lﬁmamlﬁﬂiamqmmmﬁmwacﬁamiﬁmu
4.3.5.11 YimMI3InMsINAudna (Centralized management)
4.3.5.12 ivium Password #38 Token %38 Passphrase dmsuneansanda Agent
37N Management Console dietloeulally User aaumiamé’ﬂ Agent software la
4.3.5.13 uandNa Dashboard wag Detection Details Inesiruanunsaoenatios fd
(1) wanesuIuAdosiinnds Agent gt
(2) ¥in MITRE ATT&CK Mapping #s8 MITRE Tactics maqﬁaqnmmﬁmmwu
4.3.5.14 ndnf s lauar o noylungy Leader 19931897 Gartner Magic
Quadrant for Endpoint Protection Platforms U 2024 w3eUanamiJuatintes

4.3.6 38UU Web Application Firewall
4.3.6.1 sroudugunuures On-Premise LUV Virtual Appliance Lag/15ou3n1s

AaNIA (Cloud Platform) Inedaeiinislwu3nis Content Delivery Network (CDN), DDoS Protection,
Web Application and API Protection (WAAP) ldagaiiuszansan fail lunsdiild Cloud Platform
pesaanuidouluwngindng

4.3.6.2 ﬂmﬂumﬂammﬂiumw DDoS (DDoS Protections)

] ko/‘ ]
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1) Yestumslavanlussiueietny (DDoS attack) fiszau Network layer 3, 4 uas 7
(2) Fosfindovred fianuamisalunistestumslandanlussiuesoye
(DDOS) ww1a 5 TB 1¥ustatisy
(3) sioail Point of Presence (PoP) ae1etios 50 9aialanuay PoP et wiae
1 yalutsewelveifimsifeudetulasstefiinsdeudefulassredumesidnseninsseine
(International Internet Gateway: IIG) Tuuszinelng
4.3.6.3 JosulTuwaundiadu (Web Security Functions)
(1) Wan9T18UVU Security Dashboard wuU Real-Time %38 Near Real-time
TmmmmﬁagaLmdaﬁmmaamﬂwﬁ LU IP Addresses, User Agents Way Countries
(2) darn Web Application Firewall (WAF) s (Custom WAF rules)
(3) marnstestunslondlagly Database 1P Reputation
4.3.6.4 Jastunslaufuszinnuen (Bot Management Functions)
(1) Tvziuazuenuezsewnveviuiyed Tnsaunsossyuvasiismeanslasd
WU IP Addresses, User Agents, Countries way ASNs Taiduaenation
(2) LLﬁN‘fJ’ayjauu Dashboard lagldnaila Heuristics, Machine Learning (ML),
Anomaly Detection (AD) #3® JavaScript Detections (JSD) Iaduaenetias
4.3.6.5 \nUsEAVEA ML IuLeUNALATY (CDN & Optimization Function)
) sidliusn1s Authoritative DNS Services @ w¥ulauuansisae
(2) 59e5UN13IUIMS Clean Bandwidth @eestios 20 Mbps ¥3e 6 TB siaifou
4.3.6.6 LANIT1847U Dashboard Functions lnsflanuanuisaegnades dil
(1) waP991897U (Analytic) Ul Dashboard Wuu Real-Time %58 Near Real-Time
(2) L%Hﬂ@ Firewall Event Log %39 Audit Log 1@
4.3.6.7 NAnS 9T LauaroadnoyTungyu Leader 18951897U Gartner Magic
Quadrant for Cloud Web Application and API Protection (WAAP) T 2022 n3elanaaduatiieisy

4.4 sEUUUIMSIANISNYUIAIS15E (Public Key Infrastructure : PKI)
52U PKI fiauesendulunudaimunuas ICAO Doc 9303 atiudran Tuade Machine
Readable Travel Documents, Part 10: Logical Data Structure (LDS) for Storage of Biometrics and
Other Data in the Contactless Integrated Circuit (IC), Part 11: Security Mechanisms for MRTDs L& ¥
Part 12: Public Key Infrastructure for MRTDs uazfasinnautfodatos il
4.4.1 iyuuaiwﬂmwmaﬂmauﬂa (Key Generation System) @ 43U Country Signing CA
ae Document Signer fifaualsitosnia ICAO Recommendatlon sasllosAdsznauatetey mu
(1) Hardware wag Software wmmsuamummiquymmaﬂwsauﬂamaqmwu
Jafiufivaensty
(2) maadrnguadidnnsedndezduiiunisiaedinine wisyanaigindreimun
uazFoanseviluanuiififinssnwanuasniuegradune

4.4.2 szuuuimanguadidnnsednd (Key Management System) Aa4d8eAUsenau

oteion feil iy
-/"’7('/"”" ’
1. W &\(V\, a, O 5. f~—
6. M 9. OA‘UX 10. W
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< a

(1) neywadLannsefnds 8991115 Roll Over m13 ICAO Recommendation i oan

ERe 7
a a

mﬁmﬁjmﬁqmmmaﬂmauﬂﬁ%gﬂ Compromise
(2) ﬁ’mWiﬂLﬁIN51UDUW]1u871TBQQiyLLR]ﬁLﬁﬂ%iaﬁﬂﬁ‘ (Key Length) I Wil (Jauly
mmeveLadidnnseinduareng delmduluniu ICAO Recommendation laii1azld Algorithm
Talunisidnsa
(3) maUnvienfunguadidnmseiinddiuynana (Private Key) vildlagidmiifives
114 3 e filssuneumngliiensesnyuavindu
4.4.3 Certificate Management and Distribution WiausnisTang Country Signing CA
Certificate wa¥ Document Signer Certificate d51wazidan il

(1) a3 Certificates A Profile wazanasgIuliivuaLazasNsaUSUWABY Certificates

i

Profile @13 ICAOQ Recommendation Tuauian
(2) dsyuumsdeneu Certificates sine 9 TUGas¥UU Inspection System uwag Public Key
Directory (PKD) w84 ICAO LLazWiammﬂ1Uuaﬂmuﬁ'rﬁiﬁwﬁmuoﬂéfaEmﬂaaﬂﬁmmzﬁﬂizﬁw%mw
(3) Tun1sd9 Certificate WU Online Process fa3iin15d99amuludnuuzss
Encrypted Message uagsiaaiauaisnisinfeouaznsinaauinssuufiazdu Certificate tuduszuu
193UTHNANUISY UaTTEUUNNSAS Certificate TR2@BIUENIINTLUUNITDONALDE 1415 A0
(Independent and Separate Process)

@

(4) Tunnsds Certificate WUy Offline Process #3U3199s A BalaUBNTTUIUNTUAY
BufuATiasiliiulaldiaensty
(5) fisyuuinnis Certificate Revocation vhuinfisnidnlususesilinsoenuiuda uay
a$73 Certification Revocation Lists (CRLs) Tunsdifinayuagniiame tnsuddliuszimaniig q wag ICAO
mumely 48 $alus vieviduuszsregationyn 90 Sudmiumsuantne CRLs TuAuszmady o
(6) Registration Authority (RA) ¥t velu§uses Document Siener Certificate
sesdlusunsumsveludusosanieusnsnemnain Certificate viindu
4.4.4 5933995V EAC (Extend Access Control) Wag SAC (Supplemental Access Contro
uag PACE (Password Authenticated Connection Establishment) @wsuviiadaifun1edidnnsoaiin
findnlulnsamst Wefieddlisudrsiuiums
4.4.5 9911 Web Application maié%LmumachﬁwﬁwLﬁ@lﬁﬂizmﬂﬁu 9 Download Neyua

v
i

duannsedindansisaz (Country Signing CA)
4.4.6 5933UN"1519 8ulB953UY Public Key Directory 31N 3831un U N oaduayy
MINTIRERUAINGNA B YDV IdBLAUN

4.5 szuudrsesuasAutaya (Backup and Recovery)

4.5.1 yimsiamsszuudseuayAuteyainguddeyara 2 ums (Centralized Management)
WU GUI uaw Web base 161
4.5.2 drspauaziAudeyaszuuiidu Physical wazszuuiidu Virtual
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4.5.3 drseuaziAudeyares Application Database 74 9 muﬁ@dﬁwﬁmumﬁlugmw
Online Fsag¥i19 Application ﬁwqwulﬁaaﬁw’aLﬁ'aﬁ:m'"mmsﬁwiaﬁagauaﬂ*ﬁ'qmﬁugwwﬂ'a;&a
NTLUUVIAN

4.5.4 derihudeya Backup Wunaunsel Tape Library faus

4.5.5 wihsviadoya (Encryption) lunmsdsfeyauavdrsesdoyald
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AMAKNUIN N 4.

manwummuﬂmauw PN H Laﬂﬂﬂmaﬂ‘t}m” LLaumu'maiJn'im

R3udnedesdangunsal (Hardware) dwiussuunifsdaiiuma Jedpsfivuinuaziun
igewedmiunslinunaenszeziialasinis uavsesdaliiinensinasuaniugnisldiugunal
A4 9 HUTEUU Resource Utilization AuA1ANWIN A 3. LﬁaGmfuaaumsu%mmawmiﬂﬁﬁﬁmu
Tiiluszavsnmgegn T%'«J maal:uwmﬁ CPU, Memory, Disk vasgunsalsing q gnldanuiusesay 80
ARBANTZUIUNTYINNU el TnnuuazaauiRvesgUnsalg 4 fsgyllunemuniidudervun

‘UUWWL‘WI‘L!‘U IGWEJIUTIEJEUL’E]EJW mu

1. gunsafiieadesiussuvAndmiudnineulutsamea stwalitesnda 30 yn

ﬁwﬁﬂmuiuﬂizmﬂwmm’qﬁmﬁLﬂ%"aﬂﬁaL.La‘vaUﬂmiﬁﬁw%’uiﬁmﬂmuwﬁq WosneALEznn
LLﬂ'E\J:%JUUiﬂ’l'ﬂUﬂﬁﬁ’i’JQa’aUaWﬂUﬂﬂ(ﬂaﬂ’mmﬂiwﬁ%ﬁﬂ’l‘w mwml,waiumwmﬂ%mmiﬁmmim
uazisunmlasgameauuasiivszdvinm lneiigunsaletnetios & el

1.1 wihasuanswavunliitiosndt 55 i1 (Queue Display)

1.2 gunsalenudnsuuveiunyUsyasd (Smart Card Reader)

1.3 gunsalonmdinaiFenadniuuinisdmsudming (Keypad/Soft key)

1.4 szuudsssendndrsuusnig

1.5 1A309natRsAI (Queue Kiosk)

1.6 gUnsaigu Barcode uaz QR Code

2. gunsaffudfesuuuinasegiuil (Fixed Unit) sauaulitiesndr 300 vm

LﬂuqUﬂszﬁﬁ’uﬁﬁaqﬁﬁmﬁyﬂmdugﬁé’uﬁﬁaq%"'qﬁmﬁmiaaﬂLLUUﬁmammLazﬁuaﬁa
mauaumm'aﬂ'rﬂfﬁmumaalﬁj”mﬁwﬁLLangT%’UU%mi Tnedasauisavhaulandulnuneoulatiay
oowlayl il elvanunsasidunszuiunisfud feswentsdoidumeldos oo §an15viney
vosgunsallulnumeevlaudeslmsdrsfadudeyasie q uardafiuaseiesuivie Branch Server)
awmumumﬂﬂuﬂiumm LLavmawauawuwLuauuamaamuwamamqaamumﬂmu,m Inedinauand
waAMAN YU mummaaaﬂﬂimamwaa il

2.1 M5uM3ese aunszurumsiismualunmanuan n 2.

2.2 ynnumnusEuUsumMSsavhmisdaiunisluneauwan n 3.

2.3 ImheUsznananan (CPU) laldfesnin 8 unwmdn (8 Core) way 16 wnwiaiiow (16 Thread)

2.4 fmheanusman (RAM) Aiflvunalaivosnin 8 GB

2.5 fimhedanuteyaria Solid State Drive vuiaAglsitiosnin 512 GB

2.6 5995UNITUINITUUU Interactive nadfe Intnasuaninin 2 H9 dmsudmeiniuag
Qﬁuﬁﬁaﬂ%mam%ga’tuﬁauﬁLﬁ'msﬁaa UAE/158 ATITADUTDLARN 7 MUV 9DLERIN WU UANE
(Touch Screen) w3outlufusi (Keyboard) waziund lnevihvsuansnwilvuislidiesnin 10 7 wie
wiiasuuududarualidesnit 10 T wagiauazBenlddosnin 1,920 x 1,200 Pixel

2.7 favfunwlumin aefissitafe uavnimgdium leipun1nsg1u ISO/IEC 39794-5
ISO/IEC 39794-4 \ay ISO/IEC 39794-6 pUAIAY

T M% PRV e

f—
6. M & 8. /{ 5. omd R e

1, 047\\?. Q-/ /%(Ns/ @%VV\ 15.
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2.8 dmfiuuarUuiinanedied o8 1dnusoiinduy Signature Pad 71 Hand Writing Resolution
laisndn 2,540 LPI S efiqunsainiadsudildemus i uminveuansnmuuududa (Touch Screen)
Y939UnIal

2.9 aunuenaslivnalidosnin A4 wiaugunsalfianunsaldausiufunios Scanner
Ingiinuazidualumsaunuluidesnda 600 x 600 dpi

2.10 figunsalgrutnsuuvaiunyUszasa (Smart Card Reader)

2.11 figunsaleutoya Contactless IC lumlsdaidumdidnnsetind

2.12 Higunsaignu Barcode %38 QR Code

2.13 Yufinmmuazmmedoulmansivieyadaunns

2.14 ynauswiussuuiuthsyduiareenluasasuludidnvseding (Electronic Payment
and Electronic Receipt) 1o

2.15 fniludies TuaSasulu wagluSuidumisdeidums wuuldanufou (Thermal Printer)
WIBUTLUUANNTZA WML UTR

2.16 figunsaivioanduiivmngandieanududiuim saiafissuulndesains uas/ue
mseupuuasseutefivnganlunsdniunmlunthausinsgiu ICAO Technical Report, Portrait
Quality (Reference Facial Images for MRTD)

2.17 fisaiensiasruuiedotny (Network Interface) wuu 10/100/1000 Base-T wi3ofnn

2.18 gnansaldanulalitosnin Wi-Fi 6

2.19 MszuudfiRmsiitiaeansgnioswmungvune

3. gunsalSumiasuuuuInIInuLes (Self-Enroliment Kiosk) $1uaulsitfasndt 240 ya
DugunsaliuAfeauuuinmemuesde¥uitssieeenwuiliasn wuale Jaeade way

wnzauiunsidanuvesdSuuims Tnedesanunsavnauldieulnneeulatuazeelay ioly
ansaddunszuiumsiviosventideidiunsliodeeiiies Fsmsveuvosgunsallulvua
oonlavdesdmadnaiaduleyasi 4 uardaifivasaieauitne (Branch Serven) fidnineniluussme
wiednivasgunsal uasdenhddoyaiuid oideurefugud doyandedaiiumialdud
TnefinauasdAnaandnumzdus fo

21 Lﬂué’ﬂmﬁammﬂaamﬁaLLasmmﬁJudaué}’a wiliduiiu fmefiunvaunasiisms
Hosfumsenudvi/musvesyans suiedestunisiintisdeya

3.2 T43uMdesue munszuunsiidinuslunianuan n 2.

3.3 ynesauiussuuiumsemevhvilsdainumedidnnsetinduuu Kiosk lunnarwuan n 3.

3.4 fwheUstnananans CPU laitfoundn 8 unuvdn (8 Core) uax 16 wnuaiiou (16 Thread)

3.5 fwheausmdn (RAM) fiflaunelaidesnda 8 GB

3.6 fimhedaiuteyauiin Solid State Drive suinAuglifiosnin 512 GB

3.7 fudaeuuuduiaunalitiosndt 15 7 ueriimuasBenlsitesndn 1,920 x 1,080 Pixel

3.8 daufunmlunt anefinvidaie wazamaiium lpun1nsgIu ISO/IEC 39794-5
ISO/IEC 39794-4 uag ISO/IEC 39794-6 MmuaRU

e

L 2. 3 W ) a. 0 ' 5 f—
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3.9 fafiuuartuiinaefied odid nwseinduu Sienature Pad i1l Hand Writing Resolution
laishndn 2,540 LPI viefigunsainadeuildausufumineuansnmuuududa (Touch Screen) vos
aunsal

3.10 fgunsalgmuUnsuuuaiunysyasd (Smart Card Reader)

3.11 figunsale1u Barcode 130 QR Code

3.12 figunsaidudoya Contactless IC Tumilsdaiiunedidnnseiind wazduiinmidoya
(Data page) Wubiluguuuuvedlndgunmn

3.13 tuinamuazamiedoulmansifvtoyadunas

3.14 vhwsudussuusuissRulageanluasasuludidnvselind (Electronic Payment
and Electronic Receipt) ¢

3.15 funlusumses Tuasasudu warlusuaumlsdaiume wuuldanusou (Thermal
Printer) WSausz UUARNIEATYORLULRA

3.16 fsvuulnldosaing uar/mie msmuguuasseuisiusnzaulunsdaiuninluni
ANUNINIF1U ICAO Technical Report, Portrait Quality (Reference Facial Images for MRTD) LAZIILIA
Uiuszaudunisvesgunsallivnzauivaiugavesaanuudmluf

3.17 fnpadousoszuuAsatna (Network Interface) wuu 10/100/1000 Base-T %aoRnin

3.18 annsalgaulaluteenin Wi-Fi 6

3.19 WssuufURmsitiavanignaesnungmane

3.20 Hszuulipnudiomaenislna (Remote Assistance)

3.21 ﬁis‘uuLﬁmﬁww%’uaﬁmasﬁv’umaums‘lsﬁmu@ﬂmzﬁ

4. gunsaldwmiuiudmdsuuuirdauilulsumelng

gunsaldmsusuitesuuiedeuilulsamdlnedediusmslidudeatugunsnisuses
LuuRnRsegiuil uagldsusdasnen munsruaumsidvusluniasuan n 2. weuiuhomsudy
szuviumieswerimisdeiiunsdunianuan n 3. lngdasansavhauldislulnuneeuladuas
oovllayl tielianusadudunszuiunisiumiomondadaiunsldegodies Feshauses
gunsallulvumeevladdesdnisidisiadudoyasiie q uazdaiivasgunsalsumies was foshds
Joyaviuiifiod suseruguitoyanisdeiunialduds Tavgunsaldmiusumsasuuindoui
luuszimelneusgneudegunsal dil

4.1 \w3093un¥as (Domestic Mobile Unit) Swwaulsitianndn 40 yn Tneflaauaudiuas

Al

v '
v o

Andnuauztush il

(1) ImheUszanananans CPU ldioandn 8 unuwan (8 Core) uay 16 wnuiaiiou
(16 Thread)

(2) fintheausvan (RAM) Aiflvunaliviesndt 8 GB

(3) fimhedaiudeyaviia Solid State Drive vunAmgladiieandt 512 GB

(4) 5935UNSUSMSUUY Interactive namAe Suthvsuansnm 2 Ja dwsudmiig
wargsuuinmsldnsendeyaluduiifetes uaz/mie ATIVABUTOLARN 9 HIUNTIDUARAIN TN UL

6. ,o(\ 7 8. v/

- aa @D(?( 10.
N

//\ 9
11. Q% 12.d>/*‘ 13. %‘/ 14.% 15.
¥
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duela (Touch Screen) visautlufisi (Keyboard) waziund tnevtnasuansnmilauslitosnit 10 i
viewiheeuuudiiarnalitesndy 10 d wasdiruandenlifosnit 1,920 x 1,200 Pixel

(5) dmfunlumh aefidiie wazamaiun WWausnasgiu ISO/IEC 39794-5
ISO/IEC 39794-4 wag ISO/IEC 39794-6 muanfu

(6) Safiunpztiufinaneilediodidnmsainduu Signature Pad i Hand Writing Resolution
laifndn 2,540 LPI v3efigunsaimadeuiildnusufumineuaninmuuudasia (Touch Screen)
1039Unsal

(7) aunwenansldnunelidosnit Ad viedugunsnifiannsoldousiutueies Scanner
Inefimnuazidualunisaunulivdfosnit 600 x 600 dpi

(8) HgunsnlsulnsuuvaunUszass (Smart Card Reader)

(9) figunsaignu Barcode 3o QR Code

(10) figunsaigudeya Contactless IC lunisdoiiumedidnnseing

(11) Sufinamuazaedeulmvasfvoyadmnng

(12) vnawsaiussuuiuhseRuiezesnluaiasuludidnmsetind (Electronic Payment
and Electronic Receipt) 16

(13) fuludrfos Tuasasudu uaglusuidumilsdaiiiums wuuldmudou (Thermal
Printer) W3auszuUAnnszATwoRLUTR

(1) fiszuulndesadne waz/mie nmsmuauuasseutsfimanganlunsdaiunin
Iuwﬁﬁmmﬂmgﬁu ICAO TECHNICAL REPORT Portrait Quality (Reference Facial Images for MRTD)

(15) fieufonsioszuuiaiotie (Network Interface) WUy 10/100/1000 Base-T #3e
A

(16) anansaldnulalivesndt WiFi 6

(17) ImvuuﬂgummimamawsmmmmmgumzJ

(18) aUﬂimwwmﬂ,umiaqiumiaumumaauu,ma‘v‘nﬁmmawmﬂuma’[,uusimm%
(case) gy lngussydnmidanuudsusmuniy ﬂmﬂumsﬂiwmmﬂvawal,awwmaaﬂﬂm
suvisifewndeudeliazan waziminsauliAy 30 Alanu

4.2 gunsaldmuatuayunisiudfesuvuindeuiilusamalne Yssnaude

(1) szuuAdalulAniduiudiuszuuaesiesulay stuaulidesndn 2 ve

(2) ’qﬂﬂizﬁw‘%am%mamﬁ’gma%ﬁm%’uﬁ”uﬁwsm'waﬁuLﬁﬂuﬁwL'EW@W%@;J@MM
Fauiuduan uaulidesndn 8 a

(3) w3esmeniiuaesliindn (Notebook) d@msurunsnasuloyauaruuIniseya
wilsdeLiuns dnuauliidesndi 2 4a

(@) 103 pe8 umilsdeLiuniedidnnsednd (Passport Reader) (AUFNYULAINTD 6.6)

Fuqulitiesndts 2 ym
(5) wspwsaslnih 1 KVA Sauuliitiennds 46 ya Handnuwazdum dsil
(5.1) fimastwivesn (Output) Litieenin 1 KVA (600W)

(5.2) érsaalninldlitdennin 15 wit Tngldvaniidndanuldiesndt 150 w

T e ’
L 2 W; W‘ 4. D A T

6. W R /7 8. /z 5. o2 10. WA

11. Q@A‘, 12‘Ci-/""’ 13, ()&\\/ 14, @M 15,
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(6) iSosiuitalmasd (Laser Printer) v Ad (AauanT Ruaza i nunzaude 6.5 $1uay
laitieend 6 ¥a
5. gunsnifuArfesdmiudiinaulusisyszina
aUﬂmwﬂwsaammumuﬂmu’tummivmwﬁmaﬂ,mimﬂmmemmuaﬂﬂsmumsm
wuufinsseg iufl uaeldsudiasmunssurunmsiituslunianuan n 2. wdeusiausufusyuy
fufSomewhnilidaiiumuazsruuiumsesveriienansiiunisgnidw/mildoidunagniduly
aranuan n 3. lngfesanunsavialdislulnunoouladuazesvlay ieliarursadiy
nszvIunssuifeswenisdeidumsldodiedaiies Fsmsviuvesgunsallulnumeenlad fosd
msisiadudeyanne q uazdnifivasgunsaliumies uasdesuhdstoyauiifiedoudafy
Qué‘ﬁa;&awﬂﬁa@umﬂﬁuﬁa Imaﬂwnauéﬁaaﬂﬂmﬁ ol
5.1 Lﬂimiumsml,wmﬂaaw (Mobile Enrollment Unit) 3nuaulaitiosndn 220 ya
Tneflnauaifuaranidnuastusi il
(1) TvheUszanananats CPU Litleendn 8 unuwén (8 Core)

o

(2) fivhsanudmdn (RAM) Aflvunaliitosndn 8 GB

(3) fimhedaiuteyauia Solid State Drive suiapughitdesndt 512 GB

(4) 5995UMSUSMSUUY Interactive naMAe Intiaawananm 2 i dmsudmindiuas
dsuusnslinsendeyaludiuiiientes uaevie avmaoudeyarie 4 dundmeuamnwiuududa
(Touch Screen) WiowluRiun (Keyboard) wazwwnd nenthesuansnmilauislidesnit 10 41 vide
viieenuududarualitiosnit 10 @1 uwarilnrwandealitosnin 1,920 x 1,200 Pixel

(5) Sonfunmlumit anefasidiaflo wazawainum Tdmunasgiu ISO/EC 397945
ISO/IEC 39794-4 way ISO/IEC 39794-6 AUE1AU

(6) FonfvnazVufinareded ed & nnsodnduy Sienature Pad A1l Hand Writing
Resolution laif1nd1 2,540 LPI vi¥eflgunsaimsifuildausmifunimeuamamuuududa (Touch
Screen) vesgUnsal

(7) TMeafenreszuuioty (Nenwork Interface) LUU 10/100/1000 Base-T YRaRnT1

(8) anunsalgaulalitosnin Wi-Fi 6

(9) WsruulfuRnsiiiiavavsgnaesmungmine

(10) aunuenasliamnelivosnin Ad ielug Unsalfamnsoldausmiuiedes Scanner
lnednnuazidealunsaunuliitesnit 600x600 dpi

(11) figunsalgudnsuuvaiunyszesh (Smart Card Reader)

(12) flgunsaleudeya Contactless IC luntlsdainundidnnsedng
(13) flgunsalg Barcode %30 QR Code
(14) ﬁuﬁnmwLLazﬂWWLﬂﬁaulmammzLﬁuﬁaga%amwmi
(15) vhawswiussuuiuthszRulazosntuadaiuliudidnmseiing (Electronic Payment
and Electronic Receipt)la

(16) Wuwlud3as Tuiadasuldu uazlusuaumisdadums wuuldausou (Thermal

Printer) W’i@lli‘”‘UU(ﬂﬂﬂi ATYORIUNR

%M W ol : () _ 5‘

— -
6. 1Y) . £F 8 /{ B 6. omeX 0. QA

1. Clﬁﬁ 12. é——""/m. D%‘i,\/ 14.(51\"/" 15,
v
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(17) fszuulnidesaine uas/vie msmursuasseudeimmzaslunsdaiiunmlunt
AUNINIZIU ICAO TECHNICAL REPORT Portrait Quality (Reference Facial Images for MRTD)

(18) qﬂﬂizﬂﬁwmﬂuLﬂ?aq%’uﬁﬁaqLLUULﬂ?{auLLdassqmﬁé’mﬁumsﬂumsqﬁmﬂ (case)
Wiy Ineussyfuridanuudusmunu Jesfumsnssunniinzdsnademesiogunsal saviiide
indeutneldagann uarddhwiinsaulsiiu 30 Alansu

(19) gunsalismuadesannsadisunlfizuasdsziunuganzdmiunisldau

5.2 gunsalfuArieuuunni (Portable Enroliment Kit) Sruaulaifasndn 110 va lne
lnaumniFuasananvuzus fadl
(1) SmheUszanananans (CPU) litoandn 6 wnundn (6 Core)

(2) TneAuman (RAM) fitlunalidtiosnin 6 GB
(3) AnheanudvuInkitesnii 128 GB
(4)

2

i
4) dndnaeduda Multi-Touch vunalidaenin 10 97 wazdmuavidealitasnin

1,920 x 1,200 Pixel

(5) danunmlunit aefinsidaile uaznmsitum Iawsnsg1u ISO/IEC 39794-5
ISO/IEC 39794-4 uag ISO/IEC 39794-6 mua1siy

(6) dmAunazTuiinaneiiodedidnnsetinduy Sienature Pad 71 Hand Writing Resolution
laishndn 2,540 LPI vi3efigunsaimadouiliasuiumimeuansnmuuududa (Touch Screen) vas
aunsal

(7) annsaldanulalidesnin Wi-Fi 6

(8) MszuudfuRnisiiavansgniiosnunguane

(9) aunuenanslivunlitiosnin A4 vieiugunsalflannsoldorusiutuedes Scanner
lnedmuazidealunisaunuliidesndi 600 x 600 dpi
10) flgunsaignudnsuuveiunyszasd (Smart Card Reader)
11) flgunsadeu Barcode %38 QR Code
12) Suiinamuazamiedeulmunsivatsfiuiaie

)

v a

)
(
(
(
(13) vhauswiussuuiuissRusazeanluaiaiududidnnseiing (Electronic Payment
and Electronic Receipt) 16t

(14) fuiludsas TuaSasulu wazluSuidumisdefiunie wuuldaudou (Thermal
Printer) W3NS UUANNTEANY

(15) gunsalvimumlunesiudmisauunnmsosdaifiuneluussgias (case) iy

ee S,

logussytasidamuudusmuniu Jestunisnssunniiezd mademeregunsal sau

v
a o LY

Ioagann wagiihwdnsauliiu 10 Alandu
5.3 i3 asWuvilalwesd (Laser Printer) au1n A4 (Aaandiuaznmudnvuznude 6.5)
uaulivaendy 95 wh3ag

sdanmanusny

=
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6. gunsaldmiumaviauvesdiiney @Emiudnauluyszne)
6.1 aUnimmwsumsuawuaaa[,ﬂuwmaLa nseiind Suaulidesndn 14 ya TaneuiFuay

ﬂmaﬂwmvmum ool

(1) InureUszanananaly CPU NU18A11u91Man (RAM) Lag wiledniiudeyaiiaans
Tgunsaivhauldegesindiuazdula

(2) fonmvideivtheedudaruelitosnin 10 T wasiimuandenliiesndy 1,920 x
1,200 Pixel

(3) aunuenansldvunlidosndn Ad wiedugunsaifianmnsaldousutuaies Scanner

Ingiinnuazidenlunisaunuliiesnit 600 x 600 dpi

(@) Tufinnmgunsuiau

(5) fis¥UUMINTIIEOUNMIBTU Contactless IC ludunilsdaiuniedidansedndiionsivasu
ANNYNABIYBINITINBLEN

(6) ansadenadoinumedidnynsetindilungu (Batch) 1§

(7) figunsaignu Barcode %130 QR Code

(8) fgunsalguinsuuvaiunUseasd (Smart Card Reader)

(9) anusalgaulaliteenin Wi-Fi 6

6.2 E)Uﬂim’\]ﬂLﬂULﬁNWUQﬁ@LﬂUVﬂ\?E}Lﬂﬂ‘VI‘J?J‘Llﬂﬁ 3uubidesndi 3 IR} mmawma“

Audnwzu il
(1) asnsadaniuuazdurmisdodumeuuusnluid lnsussysumidoiumdEamseing
lalfeendn 1,000 1w TnesfesannsadafiuuaAumlusuuuuiieuaznauls
(2) fiszuuinwianudasadslunisdafudunisdeidunididnnsednd lnvauise
Auunlidisloiomedldauiiams

6.3 1A33ABNRAADT Allin-One Sauaulsitiasnda 90 Y Iﬂjawmmmmwaawamu,a~

nuvimsdeyamisdodumaveadmihiivesfinig IﬂeuﬂmammLLavﬂmaﬂwmvmum il

(1) dnuleUszuiananais (CPU) ladosnin 6 unundn (6 Core) war 12 wnuiaiiou
(12 Thread) LLaxﬁmﬂiuia5Lﬁmﬁ’zyzywmmﬁmlﬁiuﬂszﬁﬁﬁaﬂ%mmamﬁfﬂ,umﬁJizmawaqq
(Turbo Boost 38 Max Boost) Insfiaausideyeyrauuniinagean lutfosndn 3.6 GHz waxdead
WIEAMUTIMUY Cache Memory Talusesiu (Level) Wenduvuinliitosnit 8 MB

(2) fimhwaudmén (RAM) vdin DDR4 vSefinin Svwnalitesnin 16 GB

(3) Smhedaiutoya ¥iln Solid State Drive vuinammaliitosnin 256 GB

a )

(4) Tepudeusioszutiaietne (Network Interface) WUy 10/100/1000 Base-T
(5) fouTeuse (Interface) LUy USB 2.0 Wiadn luidfosn 3 dos
(6) findunnnnazind
(7) fesuananmlus uaiivuelitos 21 §2 mnuazdeauuy FHD (1920x1080)
(8) anunsalraulalitesnin Wi-Fi 6 wag Bluetooth
——
W WW ] O o e

orzX 0. QW

Q@y CS_J—-' ”&J W e
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6.4 guUnIniFURULAzAURY (Cash Drawer) AuAudssUUSALNR S1uanlitiosndn 60 va

fnnauiRuarandnunedum &

(1) 5833U Multichannel POS (Point of Sale) systems

(2) fnenmelivihveduiavunsliidesntt 10 i uaslrruandenlidesndt 1,920
x 1,200 Pixel

(3) wasiluiasa wuuldnanudeu (Thermal Printer) wiouszuudansyawsnlugdd

(@) fgunsaiguundldn anunsnewldis 10 war 20 Tuguuuusineg W Code 39, EAN-13,
QR Code, Data Matrix Code, kg PDF417 Ieiluagratio

(5) fivosldsutnsuazdedldutsgyuuunentes sesiurunndunsivesiveynauin

6.5 \speiAYilaIaTE (Laser Printer) vw1a A4 S1uaulidesndn 90 wSae @dldidugunsal

oW msUURTIEeUdeyauazuUI s toyavilsdaitumemendmiinfivesingv) Inellnuaudd

o

wazAuaNYETUA fieil

D

a

(1) Iauazdualunisiunladssnii 600 x 600 dpi
(2) daudalunsiuivisnduezd laidesnia 20 wihdewdt (ppm)
RuNONE1INAUNNSRLUL AL

(3)

(4) fmeAudn (Memory) vunlitioandn 128 MB

(5) fiveuTeuse (Interface) wuu USB 2.0 viednin s1urulsitfesnin 1 vod
(6) fiveadousosruuaiotne (Network Interface) Uy 10/100 Base-T
(7) annsalgdeulalddesnin Wi-Fi 5

(8) fimaldnszmulasiuiulaitiosnin 250 weiu

6.6 wisess vildaifiumBianvseling (Passport Readen) Srulsitiaendy 30 4n fnneTA

uagAnAMYzIe il

(1) 81uLeNaANs MRTD MuNRs§IU ICAO Doc 9303

(2) 8mudoya OCR Tu MRZ uaw Contactless IC uazlBeuiisutoyalu MRZ way Contactless IC
Trsmsnmdadefumaiissniaies

(3) 81udeyalu Contactless IC wuu EAC uag SAC (PACE)

(@) fiauazideatunisdanulivesndt 400 DPI

(5) duvasnuilanasiuu White light %38 IR dusuasiaaeuienans

(6) e (Capture) i doyamiideidumsiisuivlilusuuuulndguam vie

=

Ia PDF wetuiinasluiIasgninenseniviy

6.7 1A% 83ABNTLABST LYY (Server Branch) F1usuliifasnda 28 ya fnneiAnay

v v
LY [ v a

AANwTUA f9i
(1) fwugunsaiimunzauievinauwuy High Availability Tusesiu Physical
(2) TmheUszanananans (CPU) wuu 10 wnuvidn (10 Core) ¥isannin davsumeuiimesialane

(Server) lagiang uazlinnusidygyrawinmiiugiulddeenit 2.2 GHz S1uiulidesndi 1 wise

A R P .

=,
11. Qé?ff. 12, é—r—’—la /)t\‘\/ 10 vV 15,
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ADI5895UNITUTBUIANALUY 64 bit kazduiieaudiwuu Cache Memory sauluszau (Level)
Wennulddesnin 16 MB

(3) flymieaudivan (RAM) aila ECC DDR4 visadnin auasiulitiesnin 32 GB

(4) Inredaiudaya viia Solid State Drive w5ofin31 vuiaauqlivesnd 512 GB
uuliidesnin 1 wile

(5) fivoad susaszuuLAS a8 (Network Interface) WU 10/100/1000 Base-T %3 o N1
Tulitesnin 2 ¥es

(6) 31 Power Supply kUU Redundant ¥5afni

7. aunsalszuuinsadiedeansdmsudinalulszme

(il aﬂnsmns maammﬂm (Access Switch) 31uauliaanidn 56 Y0 mmamml,au

°

ﬂmaﬂwmumum il
(1) Wugunsalilviharuwuy High Availability
(2) Lﬂuqﬂﬂidﬂszawaﬁmmmﬁﬁwa%muu 10/100/1000 Base-T atiuayun1sdngluaiy
W1915§7U IEEE 802.3 af, IEEE 802.3at 31uauliitiosnin 24 waie
(3) gunsaldasdiwesauuu 10 Gigabit Ethernet wuu SFP w3afinin duiulidaenis
2 wase wieviaudu Uplink Port
(4) §i Throughput Forwarding %38 Switch Fabric Capacity Witlagnaa 80 Gbps
(5) atuayun139a1u Virtual LAN (VLANS) a1usaisgnu IEEE 802.1Q e
(6) 11 Access Control Lists Tuszau Layer 2/3 @i Source and/or Destination MAC
address, Ethertype, Source/Destination IP address 1% wagimum Access Control List (ACL) amubaante
(7) ﬂa@ﬁuﬁaﬂﬂmmwum%aﬁdmﬁw Broadcast Storm Control, DHCP snooping,
Dynamic ARP Inspection wag lpva/6 ACL ailuedetios
(8) amnsauiwsiamagunsal Tneflnauaudfodation feil
(8.1) Zero-Touch Deployment
(8.2) @11150v9UIMAUIBUUEN T2 Tz UINI S9N TATOUNEAUAIANLIN N 3,
9) ﬁﬁmmmlmamamuwaqmi‘vhmusziaaLﬁ?iamiaﬁzwm'%asd’]wmiaq
7.2 aunsaldunidunianiating (Router) S1urulsivasnda 56 ya flauaudfuasaniinuuy

£ ' v
[ V] v

YUHT AU

1

( uaﬁﬂmwmmmwu High Availability
(2

(

(

9

ENLsuamaiuwmama (Network Interface) Uy 10/100/1000 Base-T #i58fn3
af zymIWLLamamumaqmiwmuﬂnmLsuamaiuwmiamwnsm

NI8ANALUU Flash (Flash Memory) ) vunaliitoanin 512 MB

)
a4

(5
OSPFv3, RIP-1, RIP-2,RIPng, Static Ipv4 Routing, Static Ipvé Routing, BGP, IS-IS way PBR (Policy-

)L
) 314
) 4l
) 4l
) ansaru U aasevelagldlusianea (Routing Protocol) laun Static, OSPFv2,

Based Routing)
(6) NW@?@LLU‘U Ethernet L‘WE’]L‘U@N@E]ﬂUquULﬂi@ﬂ78ﬂ781u1@

~
1; i D, 5. T\N\A \}.) a, C r‘ 5, Ve

/ v
6 }‘b 7("“(\"'\6“6—}/ A// 9. OaaX Y g

Q{?‘- 12. @’_"15 V,y:,/‘_J . 14.(\:}&/\/\/ 15.
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(7) aﬂ’uaqu@mamﬁ’aéfmﬂmmJaamﬁaﬁugmas}mﬁaaﬁwialﬁﬁ

(7.1) ¥ Policing %38 Rate Limit maﬁagaﬁﬁﬂﬂ% Control Plane %38 CPU 14
dietlasiumslanfiLuy DoS Attacks figunsal

(7.2) udaifteudlofinisldau CPU uag Memory vasgunsalifueniiimuald

(7.3) Routing Protection Lok MD5 Neighbor Authentication wag TTL Security
Check #38 HMAC-MD5 Authentication

(7.4) Access Control List (ACL)

(7.5) ax13aUe9iuN15¥I Reconnaissance %39 DoS Attack E})Uﬁimﬂléf

(7.6) Unicast Reverse Path Forwarding (URPF), Role-Based Access Control (RBAC),

SSHv2 thay SNMPv3
7.3 aunsalllasiiunading (Next Generation Firewall) 31uaulsidasnda 56 ya flauauis

Lgax@mé’ﬂwmzﬁﬁu’uﬁw il

(1) WugUnsalfivihauuuy High Availability

(2) \Hugunsal Firewall %iin Next Generation Firewall wuu Appliance

(3) 1 Firewall Throughput liitfaanit 2 Gbps

(8) fidoundousassuuiaiats (Network Interface) wuu 10/100/1000 Base-T v3afinin
dnulddesnin 5 deq

(5) flaosdmusassumsiieusassuunIavie (Network Interface) WUy 1/10 Gbps
(SFP) aruuliidasnin 2 deq

(6) avrvaounazaatunisyngnguuuusing 9 agtieeld #4il Syn Flood, UDP Flood,
ICMP Flood, IP Address Spoofing, Port Scan, Dos or DDos, Teardrop Attack, Land Attack, IP
Fragment, ICMP Fragment e

(7) AU [P Address lag Service Port thuu Network Address Translation (NAT) wag
Port Address Translation (PAT) g1

(8) Routing WU Static, Dynamic Routing 161 «

(9) Usmsdnnisgunsalinuanmsgu HTTPS wie SSH lsiluegrades

(10) iiuuavdsneaziBunuazasadounside (Logsing/Monitoring) Tuguuwuu Syslog 6

(

11) Mausuaasgu Ipvé 1o

8. Audndanisdaifuniaunad 1 uaz 2
AUGNAITIERIFUMMAT 1 Uag 2 szdelgUniainsesiumandnlitesnituisas 7,500 1
sodu neilgunsaliieitesed1atoy Aall

8.1 1n389AaURAS All-in-One (Aaaudfnazaadnyzaude 6.3) 9uaulidasnd

52 e Iaeuu9auIu A9t
(1) szuuuImsdamsadmdsdaiiunaauan wiaslidesndt 2 ya

ﬂﬂi@ilﬂﬁ@ﬂﬂﬂéﬂ’]W‘U@ﬂ%Uﬂﬁ@L@‘LW]’N (QC/QA) wisazlaltioandn 12 Yo

/_>—-=‘= }W W\\) : (MS e

6. M i NQ‘Y\&Wsa P /{ 5. 00 TR Gl

11. @J 12.Q"“L—1? #ﬁm\/ 14.(,5°’\/V\/ 15,
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(3) MInTIvdDUANGNABIVDIMLINERIAUNY Witazlidosnii 2 ya
(4) msinsesauntdofunng uwisazlidesndt 5
(5) nseuauaNvELAuNe wivarlitdeundt 5 an

8.2 1A3 a9 uW/00nwa untiad alAun98i18nnseiing (Passport Personalization Machine)

fnaauiRuayandnvagtui fail

(1) fani/eendumidoiiumdidnvsednduazlnudnunziuanuaenisuazaumain
mawﬁfq%maumamuﬁﬁ%’uﬁwLauasl,umﬂwu'm n 5.

2) Wavthwmladaiunididnnsetindlagdnluli@ (Booklet Opening)

(3) lsudieyalu Contactless IC lfmalaseadnail Compliant susnmsg1u ICAO Doc 9303

(4) as29@oUANgNR e lnan1seudeya MRZ uay Contactless IC USauLinuiy
uteyals

(5) fivedlavtiadoiiunis (Passport Input Module) fildldlsifosndt 100 Lau

8.3 m%am’mﬁavqmmwuﬁ'ﬂﬁatﬁume5L§nmaﬁﬂé (QC) wuUAlulR J1UIULKIaY

lition 1 ym lneilnnuautfuasaudnuasdu feil

(1) asraaeuiuwdawes MRZ Tilszuzuazauiamuiituusly ICAO Doc 9303 Machine
Readable Travel Documents Part 5 atfua g lagg umilsdeifunadidnvsedndnniay ieileuriu
svesdl ICAO fvun

(2) asdeuAgnFesasnsiafideyadiuyana asvaeushyszimell viiedeya
fmglusninnsdafiusideyadiuynnaa

(3) n3vapUTayAluY Contactless IC Wonmegeulieudisuiudumidainumd dnmseling
el

wntideiAumeiianzusuuniimiideidums (Visa Pages)
BUNTAFBLAUNIIUUTNUTNEDLAUNIY (Observation Page)

sUnwlunth
Jeyadiuynna taun Fo/ uwana/ dyvid/ Jwie/ edszanidssavu/

RY 9

(3.1)
(3.2)
(3.3) iavnivdeifuvnauar teyauunintdeyayana (Data Page)
(3.9)
(3.5)

we/ anuiie/ Juiieen/ Tuivuneny

8.4 1A%09UsT9YRSAUIIR (Mailer Machine) huruuwsisaz 1 ya loeilnneudAuayauanyig

Fush oteil

(1) psreseuANgnios laesuteya Barcode uaz Contactless Wapuisuiugudeyald
2) mwaauammwﬁwﬁwﬁﬂ (Check Weigher)

(3) fiasldndadoiiuna (Passport Input Module) #ldlslsitiosndn 100 idu
@ W

i ‘wuﬁ%aLLaz‘ﬁagjawusuawwmw%ammmzﬁmuw&awwmﬂé’

8.5 \A3asRuvilaLyadd (Laser Printer) vuna Ad (Rasandfiuazandnumyaide 6.5)
uuusazliitesndt 50 ya
8.6 \A3assuntsdaiiunsdiannsaling (Passport Reader) (AauanUALaYAMANBMUEAY

79 6.6) IuUIULsazliitiaandn 12 ua

1. 2. 3,
5769 10. N\/

11. «

-
6. o s 79 8. / 9, O
7 =
o 4 13, ):\m/ 10 € POy 15.
7 L4
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8.7 4A3 8981U Barcode %38 QR Code F1uruuisazlivaandn 22 ya finuandduaz
ﬂmﬁﬂwm%y’us?ﬁaﬁ
(1) @115087U Barcode wuy 1D kag 2D wuuu1nTg U Code 39, Data Matrix Code,
EAN-13, PDF417 uay QR Code leiluststion
(2) ﬁ’]ﬂJ’]iﬂLLﬂmNamié’mﬁamyjimﬂlﬁﬂﬂ‘g\ﬂuwi’]‘UGI,u;j‘LJLLUU“ZJENL%ENM%E]LL?N
(3) sesdun1sidousiauuy USB

9. AUINANMINTBLAUNIYALALTIVANT
Audrdmmideniunmyauwsesnsagiediguniniisesiumssdnliosmiwias 500 wuseiy
Inafigunsaiineitetedatioy fail

9.1 sesan/sandavitlidaiumndidnnsetindvwain (Compact Passport Personalization
Machine) $1uu 1 1A384 ﬁﬂmamﬁ’auazqmé'ﬂwmz%’uﬁw il
(1) anunsafiusi/eandundsdounisdidnnseidnduasinudnuvuzaiuanulasaiy
wardumpilaveamisdoiumsliuuuiiviiueiosiu/eenidufinudndnmideiiunis
(2) annsnifeuteyalu Contactless IC ldmalasadneil Compliant A1asAsgIu
ICAO Doc 9303
(3) aunsansIsdeuANgNAee tnennseudeya MRZ uag Contactless IC 1U3suLfisy
Augnudeyals
(4) fivedldvadoiuma (Passport Input Module) ldlalsitiosnin 20 idy
9.2 1AedRBNNUADT Allin-One (AnauTRasAuSNYAEA YD 6.3) S1UU 5 1384
9.3 |A%p81U Barcode W39 QR Code (Aaantfuaznndnunzaude 8.7) $1udu 5 1n3aq
9.4 \nesduvtisdaifunnsdiinuselind (Passport Reader) (RauanURuas AnudnynEn1Y
#9 6.6) S1uU 5 1AT8S
9.5 1T 0eNUWIALYTH (Laser Printer) vunn A4 (uanUfnazqudnuuzaiude 6.5)
$1uau 2 1AT8g
10. uddayaniiedaiiunns (Passport Data Center : PPDC) uvisii 1 uaz 2
Auddayanisdaiiunisdeniuiuy On-Premise Tnsgunsaifiavunfesannsavhauiuy
High Availability (HA) suMsIATIERLALRRNIUUTBET U TneflnouaiRuasnndnunsdus feil
10.1 ivdpsnariunadusivng Sruauuisaglaitiondn 1 sy Tnefinaasiifodialien fail
(1) Svheuszanananans (CPU) wuu 16 wnuudn (16 Core) lagmntuausly
sUWUU Hyper-Converged Infrastructure (HCI) FTrnuknunanfinanfesduiuIuTINYeWNLIIUA
(Node) Tnausiaz Node fiosfintheUszinananardbitesnit 16 unuwan (16 Core)
(2) fineanudmén (RAM) awnsidlitdesnit 512 GB
(3) fmhedaiudeyaiifivunauglitesnda 200 T8
10.2 gunsaliesatie Srusuwisazlidesndy 1 szuu lesiinuandfetiey ol

(1) gunsainszaredaygraunumdn (Core Switch) Sruuliitiosin 1 ya
(2) gunsalnszedyaradmiudeuseiuiniousitng duulitdesndt 1 aa
(3) gunsainszawdya udmsugeusoiuniasgnine Suulidesndt 1 g

S = s
1. 2. 3. m\& i 4. O X 5.

- M
6. 7. ” 8. / 0. g 10. W

N
11. Q@u’, 12. Cb”'/ 13, /)%W\/ 14% 15.
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(4) gunIniAuMENIBATeYIe (Router) F1uaulidosndt 1 ga
10.3 gunsalnszaremahaudmiuesstneuaziei ssnauRmasiuitng (Load Balancer)
uauwidazlitieendy 1 suy
10.4 aunsailasfiuAiatne (Next Generation Firewall) $1uauwisarlitiesndt 1 seuu
10.5 aﬂnsmamn‘u Log File szuuLA3adne nuluusazlivesndt 1 ¥a dnnaudd

warAmAn T feil

(1) ugunsnl Appliance vi¥ogunsninoufinnosiiliunsgiu amnsafiusiusa
Wn1308d (Logs or Events) ﬁLﬁmsﬁulquﬂimiﬁLfJu Appliances waz Non-Appliances 1u Firewall
Network Devices f19  53UUU{URNS s¥uU Appliances szuuip3atneg wagsyuugutoya [usu
eegnatos 15 gunsalsoszuu tnvauisouaninaegnelasuLuy (Format) Wearule

(2) fiszuumsidnsiadeyaiioldduduniugniowesteyad dafumuminsgiy
MD5 138 SHA-1 v30AnI

(3) @1u13504A U Log File TugUuuu Syslog vasgunsalle 1y Router, Switch,
Firewall, VPN, Server WD

(4) @u150UIMITANITRUNTlILNINSEIU HTTPS, Command Line Interface Way
SsH 1a

(5) @1u13adaLAu Log File laignsies assmunsys1odya@dinaien1snsevinie
Aenfunssiiamesatuiifinadsduld Inlisusesnasgunsinfuiassnwemiulasefves Log File
fildnmsgu 1wy wmssuvesquididnynsednduazaouiiumesuviennd (uee. 4003.1-2560) Wudu

(6) awsavinisdrsestoya (Data Backup) ludtgunsaidaiudoyanieuen wwu
Tape %39 External Storage Hueu

(7) annsedmnuteyaimnmsalieiui (Events per Seconds) laliitieendt 20,000 EpS

11. gunsaldmiunsivdeuyanaiilnseds (Watch List)
11.1 A3 asnaui wnasa s usunsIasauyAnaliiseds Inurulidesnd 25 ya laeil

qmamﬁ’mazﬂmé’ﬂwmz‘ﬁy’uﬁw il
(1) fvhgUszanananas (CPU) litianin 6 unumén (6 Core) waz 12 unuialiou (12 Thread)
wazfimaluladifudygranninlalunsdiideddanuarunsalunisusyananags (Turbo Boost
w39 Max Boost) Inefinnnus dyayrauiinigean laidesndn 4.2 GHz 91U 1 v wagded
n28UsTUIaNana (CPU) Anu28A1NT1WUY Cache Memory 3auluszau (Level) haafu
unliitosnil 8 MB
(2) fimbeusznanaiteuansnn Tneflandnuaredhdlnegnemils vidednd ded
(2.1) Juwnnasitouaninmuemamdnifivhenui aunelitdesndt 2 GB
(2.2) ﬁwmwﬁzmamau?‘\iaLLam,ﬂwwﬁm&?@ag'ma’lwmaﬂszmawaﬂmq WU Graphics
Processing Unit fianunselduieanus ndnlunisuansnmawalidesndn 2 GB
(2.3) finurpUszunanali ouansn i 4 anuarunsalunisldnitsausmdn
’Lummamqmwwmmhiﬁaaﬂdw 2GB
mmammmwaﬂ (RAM) viln DDR4 %3adnan fvuinlivesnin 8 GB

W»Waw(” 5 e

6. M T 8. EL.S 10. W/

1. Qﬁg_f 12.©“’" 13, 9@,\/ W 15,
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(@ dndredaiutoyasida Solid State Drive vu1aad 1wy lidaundn 256 GB
UM 1 B

(5) flvpadousaszuuiniotng (Network Interface) WUy 10/100/1000 Base-T #3ofnin
Puulitesni 1 993

(6) flvaiiousa (Interface) WU USB 2.0 3adni1 litfesnin 3 %aq

() Fudufuiuazind

(8) Souansnm vuelltesnda 19 92 $1uau 1 mie

(9) MszuuUftRnmsitavansgnaeanunguune

11.2 1A389 Scanner 31uduliitaendn 25 ¥a Wielddnsunuiuenasdigssuy lngdes

arunsadeunszawuuin Ad 8nlullh (Auto Document Feeder) lalitiaendn 30 uku uagauny
wnanslél 2 wiuuudalud? fauavdealunsaunugean lidasnia 600 x 600 dpi uaefins7
lumsaunulidosnin 23 ppm

11.3 13 aeiuialwa’d (Laser Printer) yuna A4 (AaiandRuaznudnuazaiude 6.5)
uulitissndi 25 ya

12. gunsaldmiunsiadaudiies (Adjudication)
12.1 3esnauiiames All-in-One (Aauauluarandnunsaude 6.3) Srunlidesndt 20 ya
12.2 \nSasiuvilawwesd (Laser Printer) wuna A4 (aniandRuarandnuaznude 6.5)
31uaulaitiennda 5 ¥

13. gudaruaunsufuneu

13.1 1A309ABNAUADY All-in-One (AnaLTRLAzAMANYNENYe 6.3) dmTunuaun
mMsufURnu uaulsivdesndt 5 ¥a

13.2 \n3assuniisdaiiunisdidnnselind (Passport Reader) (RasuUfuasqudnuue
aade 6.6) I1ululitesndn 5 Ya

13.3 99nm (Commerdial Display) sunalsidfeendn 50 12 swoauliitent 4 ¥n

13.4 A3 osRuiaLwaid (Laser Printer) u1n A4 (AasanUAuazaudnuvayn1ude 6.5)
ulitiesndt 2 ¥a

13.5 1304 Scanner (AauauTALavaudnvazamde 11.2) shuaulidends 2 ya
14. gudineusumsldszuunsdnvimilsdoiaunig (e-Passport System Simulation)

Asuhaeierawisuauduargunsallineusumsldssuumsdaimidsdoiiummnnszuiunis
fufgtos mumslinseiuazeenuuureiuse $1uu 1 ye

B e s S s S S

1

6. M} ‘ 7. 0)/ 8. '/( 9. Q\MG< 10.
1, Cﬁy& 12.§:5"——' 13, ok,.,\/ i TBvn, 15,
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aseasUTuIugUnIaltuaisaiuayuNsYineuvasszuumaluladansaume

fduil 579N13 $rurudusi

1 | gunsailiAeadesfuszuuArdmiudinaludssve Lyivfoandn 30 g

2 | gunsafSusesuuiinisegfudl (Fixed Unio Lyivfosndn 300 ya

3 | gunsaiiumdosuuuusnsnues (Self-Enrollment Kiosk) Lyivfosndn 240 um

4 | wdesumfouurdewiiluusamalny (Domestic Mobile Unit) hideenin 40 ym

5 | ssuudadeludRdmiuiudfesuuuindeuiiluussmealng Livosndt 2y

6 | gunsnivieirsesmeniiumeidmiusutisrisssuieniaetuan Liveundn 8 ¢
wievgunsaifaiviuan dmiuiuddeuuuedeuilulsemelne

7 | iesmeniumeslinde dwiununsieseudeyauaseuuinig liitdeundn 2 4
Joyantsiaiiun dwiuiuddesuundoudilulsumelne

8 | wnFesdruntiidoiiumadiinnselind (Passport Reader) sy Litieandn 2 4,
Fudfesuuuindouiilusyimelne

9 | wiesdsadiih 1 KvA dmsuiudfesuuundeuiilulssmelne Livpendn 46 v

10 | wiesfunilairesd (Laser Printer) 1nm Ad dwiududndoauuuindou Liveundn 6 ym
Tulszmelng

11 | wissiuf3osuuuiadioud (Mobile Enroliment Unit) dwsu Titdendn 220 Am
dAinnulusieUssme

12 | gunsaiSumSosuuumnmw (Portable Enrollment Kit) dwsudwina | laideendn 110 g
TusinUseine

13 | inTesiuniiainesd (Laser Printen) wtnm Ad dwduddneily Taitipundn 95 ¥
AUsEne

14 | gunsaidwiudsauvldaliunsdiannseling Tivesnin 14 um

15 | gunsaldaiiuidumidsdoiliunnedidnnsedng Titeunii 3 Ym

16 | wnsmoniges Al-in-One dmsurunsiaaeudeyauazauuims iitieendn 90 ¥
Toyanidoiumsouiing

17 | gunsnifuiuuaziiuiu (Cash Drawer) AIUANAIETEUUSALUITH Tiwosnii 60 ¥

18 | widnsiiuniiainedd (Laser Printer) U Ad lsitfonnty 90 ieds

19 | indesduniledaiiumaedidnmsaiing (Passport Reader) Laidpundn 30 n

20 | inesmonfnesiusidng (Server Branch) liitlpundn 28 yn

21 | gunsninszanedayaynd (Access Switch) Laivlasnd 56 ym

22 | gunsnlAumiduniaeseve (Router) lyitlaundn 56 ¥

23 | gunsnilesriup3avie (Next Generation Firewall) hitleunin 56 4m

24 | wndespouiames All-in-One dwmiugudndnutdofumauied 1 Tideundn 52 ¥
wag 2

25 | w3nsiu/esnduniidaiunadidnnsednd (Passport fasmsudnlidesnin

Personalization Machine)

WY 7,500 laus ey

/’%MWW

I

6.

M/( Z 01 8. / 9.

orxzX

L

\ .
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A19UN 3IUN13 Sruanudus

26 | iedowmaseunummdeAums (QO) LuUSRlLTR dmSugudndn | wiarkidesndt 1 ¢n
yilsdeiumauied 1 uay 2

27 | dowussqresdlul@ (Mailer Machine) émsugudrdnmideiiums uwitey 1 YA
Wl 1 uag 2

28 | ivesiuniiaiwesd (Laser Printer) w1 A4 dusududidn wisazliveendn 50 YA
wilsFodumawied 1 wag 2

29 | idnsumilsdeifunadiinnseding (Passport Reader) dwsu Lyivesndn 12 4
dfurudndantdaiumaien 1 uay 2

30 | \n3es8u Barcode %30 QR Code dm¥UNudwmIUAUINER Laivoandn 22 4m
yildeiumauied 1 uay 2

31 | ipdesfins/eaniduntivdeiiuniaunaidn (Compact Passport 1 1A309
Personalization Machine) &WSUAUSNAAVTINE DAUN Y IMAYTIVNS

32 | indespeuiianes Allin-One dwiurudndnmmldeipummyauagsuns 5 1304

33 | \n3ee8u Barcode %130 QR Code dmugudnammisdeaiiiuman 5 1304
HAZIIIN

34 | ndeseruniivdeumedidnnsedind (Passport Reader) dwiugud 5 509
HARVILISE DAL YFLALIIWNS

35 | wResiuviiawesd (Laser Printer) vunn A4 dmsugudranmisde 2 1304
A A

36 | wResreufiunosusidedmiugus foyaviadaifiumania 1 uay 2 WA 1 99
iwauLasmqﬂnsmmaiuswmﬂulﬂmma 10

37 | insesneuiunesdmiununmvasuypnaisete laitaendn 25 yn

38 | w09 Scanner dmiununTnaouyARaLiisy T Litosnin 25 yn

39 | wiesiuriiawesd (Laser Printer) Ui A4 dMSUNUATINEDUYARD lyideenin 25 40
W58

20 | w3esrauiiaes Alllin-One dmiunsiaasumios Laitaendn 20

41 | wlesfiuriawesd (Laser Printer) wunn Ad dvdunsiadaudies Livosndn 5 ¥

12 | wiesweningos Allin-One dmfumudrmunamsu Uiy Liitlosndn 5 90

13 | idessrunideiRumadidnvseling (Passport Reader) dm3u Lddpend 5 90
AudmuANNMSUR TR

44 | 99a7m (Commercial Display) wunalsitionn 50 i dwiu lidpendn 4 g
AudmuAIMIUR TR

45 | \w3esiumiiawesd (Laser Printer) uin Ad dmSuAugmuaLs Liidoendn 2 40
UAURNY

46 | w30s Scanner dwfuaudmummsuitRnu Lyidpendi 2 g0

47 | gunsnldwiullnausunsidssuudavimildeiiunig 1 90

N Y
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NIANUIN N 5.

Janruanitlsialfunisuazniedorfiunisiana (Digital Passport)

nilsdaiunsvedlveuuady 2 Ussunn el (1) mildaiiumediannsefing 915 Contactless IC

loun wlsdeiduneya mivdaAunanuns wazmlsFaidunayananily uaz (2) woasiiuns
Usziandu Al Contactless IC louA ilsdoidiunianidu uasienansiiungniiy

1. nilsdsfunneBidnnsating
1.1 Yornuanaly

1.1.1 $wnuaundsdoiiunidBidnvselind (middeidunie nlsdelfunesianis uaz
wifdFedumayaraialy) AiFesdaeululasims saiulif 10 S Wil Avermamiisdafumame
wilsdeifumesunis uazniadaldumayanaiily %é’aummmﬁuuaxLﬁulﬂmwuﬁﬁdﬁwqﬁmuﬂ

1.1.2 wifsdaiiunmedidnnsedndazsoisiuiumin 64 win lidusiuniteyaynaa
(Data Page) lngnsdoidunisd & nvseinddedldnulifuiad ssgumisdaifunenuniatedy
(Mandatory) 484 ICAO Doc 9303 Machine Readable Travel Documents aﬁudwqm

1.1.3 mssenuuuuazmsaeaunsnaad nasumuUaenduluniidedumnedidnnsetind
) awﬁulUmmmmﬁadmmax;sﬂmuﬁQ’dﬁwﬁwum Vit 3w AUty eing 9 ARnTulumseenuuy
wundedaifumsdodunsnddumyavosinds

114 sg':’iﬁwﬁaammsammaaumzmummﬁwﬂ’aﬁmﬁumdLa'mL‘LJa'ﬂuvlﬂ“ﬁgumau
Faudsnmsasaouenansudngunsinanstagiimasldlunsndnduiifiudiduififesiae
e mndunsiddumidetunsnndndsama guiiediienansudngrunsiaiivingiu
Aldlumswarmidaiumaduar wazmsianetagumaelddmivihindunisasisasy

1.1.5 nsinunsussuutamifsdoidumaiindnnanslilasenisg §¥udradeeatuayy
ms?mmwﬁﬁmiLLazgﬂLLUUﬁwﬂaauLLanﬂ’aﬁaLﬁuma suwaiavennsnsudluazdosiu
n1sUaenulas T 9195 md s ud suniseenuuus UidunasUs uA sun i nsasu1sems
yndndu IngliAnalddeianiuiugindns

1.1.6 mymdunurssysuitdasldsunsasageuduuszimnl 1nvmiiesumeuen
ffindadiurey Jefsuiedostumsrarlisnsluding uasmnivsufusiensuuswas/meudly
WafuiiesnseiuautasnievoslsdalAums ssuUasaumA LarnsEUIUNSKER 43udneen
ausuruuLarUSuWAnlaslAad s efiudiu wazdosiidunisaglunsounanfimanzay
Aufigaiurey

///——><7-—r/”/.

g

I
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1.2 darmuadunasnuasdiunuUasnde (Security Features) uazdumaiiavawiisde

WunBidnnsaiind

[

1.2.1 audnvazduanulasndouasiumaiavemiidefunidiinansedndigiuing

thiauadediognatios fail
daudsenauves W2t AANEE AnauATa
NusdoLAUNIS fuanuUasnfie
diannseiing wazAumaila
Un (Cover) funtin 1. Hot stamped Gold or 1. sonduiandunsizut

(Front cover)

Silver foil letters and logo

on the front cover

2. UV response

3. Embossing pattern

'
a

AuANEINTANEanEY
NSLABUDIUNVIUNUAD
mMstatu Tnediyslaasy
VUUFRDNTA A LAILAR
n13g N13aUBaN d1TWen
PInariiaratudunse
2. mstuneed¥ou (Hot
stamping) TithsldFesd
AMNNEdaEAaslivgn
aanuardnanenelanisly

uluaniunisalund
AUNE Talriuun souluiandunse
(Back cover) WenAuunaIuRLn
unauluy Under UV

(Inside cover)

1. Security fibres UV
2. Rainbow UV print
3. UV printed passport

number on the front side of

inside cover
Without UV

1. Four colour Intaglio

printing
2. Intaglio OVI

3. Two-colour Guilloche

4. Anti - copy pattern

5. Micro text

6. Relief design feature

7. Latent image

. 0

4

.

r—

9

om&

10. W

(/9\/,\”/ 14(57’\"") 15.
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daulsznauvas Vel ANANELY AnauANLY
VDEGLOIOIWTRN guANUaniY
Sidnnselingd uazdumaila
8. Laser perforated
document number on the
back side of the inside cover
Data Page Security 1. Secure incorporation of 1 wﬁ'aﬂﬂizmwiwﬁ
features on data page by using security AISUBLUA
polycarbonate | hinge which incorporate (Polycarbonate) buu
features, such as UV light Soway 100 liazviouuas
sensitive feature (optically dull) haziau
2. Embedded optically Indansueiumiiinunld
variable features fowhlngIsdoutulu
3. Window or transparent Hu 9 (Laminated) lng
feature combined with laser- | lailtn1 awsadesiu
engraved image of passport nsuentueanaIniy
holder 2. WA suaiundianld
ADINUVUABLEAT VUFD
Security 1. Two-colour guilloche gaungillugie -20 e
printing background \wauded e 60 Bam
background 2. Rainbow printing wadealiiiuedrnloy
and text 3. Microprinted text MUFDLIINATY (Stress
printing 4. Latent image Tolerant) wagdo1gnsly
5. Anti-scan pattern nulideend1 10
6. Duplex security pattern 3. AnuVUTYes Data |
7. Relief design feature Page mwé’jmma%a?ﬁu
B e e NILUIUNSTIVLALAINDS
0. Thtile featits by 0.6 Tadlums
10. Multi-layer image or Tunsdlsiunianisil
changeable laser image Contactless IC uaz
11. Full UV color photo over aeemaliiun uazdes
laser engrave image wunldiiu 0.9 fadwnsly
QRO TRIRYRGRER
Contactless IC wag
awemelifimidoya
yAAa (eData Page) Wi

. b

M/W

i

8.

4

—b—

13;

§§
gf
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specification

2. Reactive ink

3. Metallic ink

4. infrared drop-out ink
5. infrared absorbent ink

Numbering

Printed and laser-engraved
document number during

personalization process

drudsznauves Wiade AANWE AnANATlY
nusdoLAUNIS AuauUaenfe
ddnnsednd wazaumaila
Ink 1. UV fluorescent ink mnwuwawﬁﬁaga

U310 MRZ azfasfivunn
firfuuwusldlaiAv 0.10
fadwng Ineause
81989t Uy
1BNA13 Machine
Readable Travel
Documents Technical
Report, Guidance
Document On Physical
Conformance -
Complementary Tests
To Doc 9303 Part 3 & 4,

Version 1.0

Paper pages

Paper

substrates

. Controlled UV response

. Two-tone watermark

. Chemical sensitizers

. Registered watermark

. Cylinder mould watermark
. Invisible fluorescent fibres
. Visible (fluorescent) fibres

. Security thread

O 00 NN O 0 A LW DN -

. Laser-perforated security

feature

Security
printing
background
and text
printing

1. Two-colour guilloche
background

2. Rainbow printing

3. Microprinted text

4. Latent image

5. Anti-scan pattern

6. Relief design feature
7. Front-to-back register
feature

8. Deliberate error

1. nszAuRoIllnMa MY
Guthuasiifnuniiuiod
NNz al (appropriate
absorbency and surface
characteristics)

2. NTEAEIAUAUN
laitfownin 80 wnsu way
Tdunauvsadulaiy
(Cotton) luiensyany
liiteaninSewvaz 50
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dauusznauvas Wada ARANENL AEsTAN Y
UG RIGIEE fuanuUasnde
diannseind uazauwmaia
Ink 1. UV fluorescent ink

Specification 2. Reactive ink
3. Metallic ink

4. Penetrating numbering ink

Numbering 1. Printed number on
observation page
2. Laser-perforated number

on all sheets

Binding 1. Interlock security sewing
(Lock stitched)

2. UV fluorescent sewing
thread

Additional features

3. multi-colour sewing
thread

1.2.2 ywasduamavaiiavamid ol unawseeasdsnmaveaiadvsunnuUasns sved
viidediundwinuniseenuuu nsudn nsius/eaniau (Personalization) seudulumudariinua
Tuienans ICAO Doc 9303 Machine Readable Travel Documents aﬂuﬁﬂqm

123 Arudnunzves Contactless IC Snmautitush fuolud

(1) IC(ntegrated Circuiit) Fdenlddoaiu IC Chip viim Contactless i F]m&“f nwmx‘ﬂu’uﬁ?w
Gulumunnesgu ISO/EC 14443 A Level 14 uae ISO/EC 18092 Inelsizumssusewnnsgiueuiaondie
Common Criteria (CC) EAL6+ %38 1SO/IEC 10373-6 ({Uuegwtloy

(2) f5udeamnsaiauaridayes Contactless IC 7 azuiunldarulwg 1197
Iauiiureulda Type A waz Type B

(3) Contactless IC flidaailnudoyaddvantreton 128 Alalustuly uas
farudilumsdwiudoya (Transfer Rates) aghstion 424 Kbps Fuly

(4) wuavadmiieAuswes Contactless IC Foafiveweiaguiintoyaisniu
Wanuan1udi 318 19mmun waziduluaiulaseadis Logical Data Structure (LDS) uaz5043u
mMaWaulaseaie Logical Data Structure 2 (LDS2) Tuounan audilsseyliluinnsgiuwes ICAO
V388N

(5) ffFudredpaaunsunienisils Contactless IC wazatsamalifiunnds
(Back Cover) n3anti1toyaynna (Data Page) Teamisdaiiun1adiinnseiing lnggedwnuunsgu

W

L M‘W— W\'\' a (-) ' R

6. M 9. 0510{ 10. M/




5.6

284 ICAO %dc"{iﬁwam15ﬂ5ﬁﬂﬁ3‘lﬁLU§WLLUaalﬁlumwﬁq TngasuddvigSuhmsuanntlides
AaT 1 v
(6) Contactless IC Aasthluglaivgunsaigmudeyamisdeiiums (e-Passport
Reader) nmmﬁmﬁﬁw?aa:ﬁl%ﬁalan wazldeu Weu waztuiindoyadimng iauﬁqﬁagaSuﬁﬁwLﬂu
adlu Contactless IC Insfimsidnsiauasnonsialiniuuinsgiues ICAO
(7 §3udi1adesdnidon Contactless IC A fiszuudf¥@nisuuuidn (Open
Operating System) waraNLIsYee Contactless IC LHuszuulln ﬁi@ﬁumsmumsﬁwmmm
11nsg1uvee ICAO 1o TneAndonaingudauinnda 1 seualuifin 3 578 wazazdesldu
AuiLEaURING TR ud Tty
(8) Tunsdifi ICAO fmualiinisswminsaszuvdfiRnisudsuazsenduasvedy
{3udnafosanunsndmnse Contactless IC Tunladaifiumaduid
(9) Contactless IC upazimedinueiauyszde
(10) Contactless IC fiDINIUNITNAABUAINNIATFIY ISO10373 — 6 N1TBTUUAL
Feudeyanddu Contactless IC assosilévidluuuy Sequential uaziuy Random
(11) minfaruianatnluniseunieleutoyalu Contactless IC TUN
awfesduiinveunnundemefiiatuiiae
(12) yaedeildly Contactless IC dadldlunszurunisnsranudnidesaina
(International Border Control) 1g1
(13) szuudfjiins (Operation System) uazaenAwIsly Contactless IC ApeTBTY
NTPUIUMSIIIURINLINTFINVD ICAO 1ol
(18) s1waziBeadunadnuzYas Contactless IC Fosdiaussaurdusiuly
auitsmuslAluenars ICAO Doc 9303 atudian dall
® Deployment of Biometric Identification and Electronic Storage of
Data in MRTDs (Machine Readable Travel Documents)
® | ogical Data Structure (LDS) for Storage of Biometrics and Other Data in the
Contactless Integrated Circuit (IC)
® Security Mechanism for MRTDs mﬁ"q Technical Report \igau LDS
ez Biometric Deployment
(15) 9995V EAC (Extend Access Control) wae SAC (Supplemental Access Control)
waw PACE (Password Authenticated Connection Establishment) mngfininedfsmslaidniunsiaeuuas
uiily v3eidn TngezudslidSuhmswamdilidesndn 1 ¥
(16) 5095UlAT9@T1 ISO/IEC 7816-4 anudariinuavas ICAO Doc 9303 Part 10
(17) 59395UN1581ULUU RFID (Radio-Frequency Identification) n3atnalulag
NFC (Near Field Communication) waziissuuinuwianasadsiia Jeaiutoyagnasitugunsel
grundainsesduitlillasuansnsdng

: ey
6. kF/’ . 6:7 8. // 7 9. 9&& 10. W
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(18) FOIKHIUNIINAFDULINTFIUVBY ICAO ANUTDAMUANITNATDU Machine
Readable Travel Document, Technical Report, Durability of Machine Readable Passport Version
3.2 Tneesu fURMIALASuLmsgIU ISO/IEC 17025 Fefiuszaunsaluaznanusunsnsiaouias
wifsdelfiunianiu DOC 9303 wiail FSudnesesdsduuilususesdanany Tigindnaniely 120 Ju
Hunniuiigiuiasudemeuiduanysalliginds

(19) Fosiun vidoRnannined v vumisdeRuma (Serial Number) uazunsléan
AUUUNA DL EUNTIFDLAUNN

(20) Foshdwldoiiuniadidnnsednddildunisind/eendumiisdoifums
(Personalization) 1l ansr9@auAmAMIaoIUFTAN59 LATUNIATEIY ISO/IEC 17025 &4
fUsraunsailazrauiunsTIvEs UL d IR un1eaN DOC 9303 Wiafinisiasuuuasiy
i’a&m?aﬂixmumiwﬁmﬁﬁﬂ’aﬁﬁmﬁaLﬁa;;Hﬁwél'ﬁmﬂﬁﬁﬂmwmaawﬁa%aLﬁwmﬁmﬁudw
d1lu %a;:J%’U%'Nﬁaq%'umsm’ﬂ%ﬁhU‘luehuﬁyl,l,a:ﬁaaﬂwﬁﬁwmuwam‘amsaﬁ]aauiﬁl,l,ﬁsﬁﬁwu,aﬂu
nsdifinutlgilunuamwesnisdeifundidnnsednddudneasdesdfuusinssutumndnuas

ANIUNITAINYD LauaLLuzLﬁaU%“UUéaﬂmnwwiuﬂﬂimﬁmluﬂ%’wialu

1.3 Fatvuaieatumalulaglunsiun/eeniduviisdaiiumedidnmseting (Personalization)

msfissi/eenidunlvdeiiuma (Personalization) Fsinaasti fedl

13.1 psRun/eonauniiedeiiuni1sluntn Data Page 929317 28n35035 Laser
Engraving Tufanuszinvindnisusiunuuusesas 100 laghildnsiuriadouuuianuddesnsevirly
LﬁmmiLﬂ?{auLLUaamduﬁﬁaﬁ]Lﬁa'lﬁt,ﬁmmww'%a%ammi'wﬁULwﬂIuIaﬁmiﬁuﬁ

1.3.2 n1siuna natevesy fomivdeidunielumin Data Page fauduninvnae
(Grayscale) uazdniliamnsaaueonlamevhavarsgnamnssy viedwhavareyiiala 9

1.3.3 lumsiiui/sonaumisdailiunn §5uiaedasdamuinmagvesd fevidadaiiunis
wuvdssmaluladnisfurifimunzasluming 3 (Observation Page) vesniisdaiiun1adidnnseiing
AusULUUTIE I aiurey

a

2. vilsdaLAun19gnLdu (Emergency Passport)

2.1 f¥uinedeandnanidsdeidunieanduliung19nelsiiiu 60,000 wau (waniiy) Tneidu
Aldinevegsuang

22 $rifnszezia1nslden (Period of Validity) vifsdeidunwanidu liifu 12 wou

23 ywnevsaauvideiAumgnidu Booklet Size) Wilulumummsgiures Machine Readable
Passports Lazdd1uIu 8 nun

24 msvanuuUIULEN (Booklet Designation) #@aiin1s Stamp fviunuisdeiAunianidy
11 “Emergency Passport” iieusuenitlllanilsdeaiiuniedidnnsednd

25 f35vyaTaA ULe uved el un1aq iy (Passport Booklet Serial Number) 1 uifi oy
wilsdanumsdiannseiing

/;._‘.—?-H/W (YN 4. O 5.

/ | |
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2.6 Tarnuad uAuaN¥EAUAINURBATY (Security Features) WaTA TULMATATDY

wiladeLAumngniadu

2.6.1 Qmé’ﬂwmzﬁwmmﬂaaﬂﬁaLLazé’wumﬂﬁﬂmawﬂ’qﬁmﬁumaqﬂLﬁu

1Lauoes 19Uy Al

P v

R UIABY

(Front cover)

Silver foil letters and

logo on the front cover

daulsznauves Wale AMANYME AnaulAvialy
REDIINTRR fuANaensY
Sidnnsaingd wazdumaila
Un (Cover) Auni Hot stamped Gold or | 1. sieadutandunsez

'
]

AMNNEITANLEANYY
ASTATHDIUNNUNIUAD
mstenu IneilyulAe
NUMUADNTA AN LA
n139 ATAUDBN @1TNBN
Yuarivazaiedunse
2. mstunesd¥eu (Hot
starnping) it ldeasd]
AN adLazaedlivgn
asnuardnananalanisld

uluanunisaiung
A1UNAY Taifviun souduiandunsien
(Back cover) e fuUnNATUUTN
Unaulu Under UV

(Inside cover)

1. Security fibres UV

2. Rainbow UV print

3. UV printed passport
number on the front
side of inside cover
Without UV

1. Two-colour Guilloche
2. Anti - copy pattern
3. Micro text

4. Relief design feature
5. Latent image

6. Laser perforated
document number on
the back side of the

inside cover

=

M{"’\'

oY

8.

hets =,
/ ol

| S
10. QA/

11. & .

12.

13.

15.

" 9. 2
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Data Page

Plastic laminate

Once the data page has
been personalized, it
should be protected by
a laminated plastic
sheet.

Laminated plastic sheet
should be embeded an
optically variable
feature.

Paper Data Page

1. Chemical sensitizers
2. Appropriate
absorbency and surface
characteristics

3. Security thread

Security printing
background and text

printing

1. Rainbow printing
2. Microprinted text
3

. Anti-scan pattern

Ink specification

1. UV fluorescent ink
2. Metallic ink
3. Penetrating

numbering ink

Numbering

Printed number

The Data Page Reverse
Side should contain at
least two features,
including (1) UV
fluorescent ink and

(2) two-colour guilloche
background

Visa Page

Paper substrates

1. Two-tone watermark
2. Chemical sensitizers
3. Invisible fluorescent
fibres

4. Security thread

Security printing
background and text
printing

1. Two-colour guilloche
background

2. Rainbow printing

3. Microprinted text

4. Latent image

5. Anti-scan pattern

6. Deliberate error

7. Tactile feature

v = v

NITATADIUAMANTALE
ﬁj:mﬁwl,l,azﬁﬁwmxﬁuﬂaﬁ
WAL (appropriate
absorbency

and surface

characteristics)

e s
1.

N

@.

6.

Mﬁ

/W
5

o2&

T

D Al

11.

Cos

12 Q”'—w.

%wr/ 14,(3%\«»'»)

15.
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Ink Specification UV fluorescent ink
Numbering 1. Numbering on all
sheets

2. Printed and laser-

perforated number

Binding 1. Interlock security
sewing (Lockstitched)
2. UV fluorescent
sewing thread

3. Multi-colour sewing
thread

2.6.2 AvasUnventsdoirunmnidulsiaaunniainmisdaiunayn nifsdeidung
s19M3 wazniisdaiumayanaily uasdulumaiigindatmun
2.7 sesilszuvansaumasesiuniseenisdafuvnsqniduiazinyigiudeyaniedodunig
anidu wieutstufindoyamseenuiisdeiiunisqniduadlu Passport Data Center (PPDC) wawsi 09
USuugeleyaliilutlagtuediaue
2.8 msRuvinmaslundryaralundideyavesfeniadaidunis (Data Page) soadu
MU (Grayscale) wazanunsaRuwiegunsaiiuAsesdmivdinanlusiaussine

3 Laﬂmilﬁu%wqmau (Emergency Travel Document)

3.1 fFuddeamdnonarsiiunanduliungindidliiu 200,000 atu (@osuau) Tasidy
AldTvegTuIg

3.2 wunvetenasiulumutauusiinluenans ICAO Doc 9303 Machine Readable Travel
Documents on Emergency Travel Documents aﬁua’wam

33 ﬂmﬁﬂwmsﬁwmmﬂaamﬁaLLaxﬁﬂumﬂﬁﬂmauLanmi@u‘wwqﬂLﬁUﬁé%’Ué’wﬁwmuaﬁMﬁ
athatfon §all 1) Anti - Copy pattern 2) Guilloche 3) Security Thread 4) Watermarks 5) Chemical
Sensitizers way 6) Rainbow UV print

3.4 éfaﬁzqLamé’ﬁé’ma‘uﬁLaﬂmilﬁumdqmﬁu (Emergency Travel Document Serial Number)
wWuigaiunilsdeiuniadidnnseiind

3.5 fesllszuvasauwasassuniseenienalsiummniduiasini g udeyaenaisiiun
anidundeuiatuiindeyanisesnienansiiunisqniduasly Passport Data Center (PPDC) wawsias
Usuusedeyalidulngtueyiaue

3.6 Msfiuiamdsuazdoyaveswdenisdaidunidlunii Data Page Aosidunimynam
(Grayscale) uazamnsafiuinapgunsaliudsesdmudinaulusinsseme

E

f——
6. M f 9. O&g 10. Q\/\/

] y .
11. O@S T e Tl ) [h\/ 1 TB] 15.
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%

4. MilNaDLAUN1IAING (Digital Passport)

J3udnedeniauesyuuAULUUTeY Digital Passport ANNIATEIU ICAO videdaimunueainine
Tneflosrusenau sl
4.1 yiladeliunan

o

a (Digital Passport) Aadldauntu Mobile Application lngana150n5I988Y

3
Joyaldegavasasibuarindefionuunsgiu ICAO uagll QR Code %58

wazdudumugneeves
Barcode dmumstutiufnuuenenansaara finssuaunsdistaiienulaense uazanunsoonlé
mﬂqﬂﬂ'ﬁﬁﬁsaﬁu

0.2 fFudeFamisuuiudsugiuuvvemivdeiduneidia Iiaenndestuulouisves
H31979 melddeulanarszaznaniisvun isliuulainssuvanansasesiunsiudsunlatuaz
mawaegrelomLmsg T AEdes




AIANUIN N 6.

FANUANTITIANILAZLATENAIUNTDUYARINS

né. -1

Fruinsreddamidwiiniiiieuf iR s drinmduusune audndmmidosiumuavauddoya
wideums Fadiedugninmessuinrhede lnsilsvazidunetietey Ml

1. Iauyaanslulasanis

1.1. dmsunmsufuRninfsun1suimiseulasinig deedidnuautumm il

v

ALY U (AU)
A3nn1slATang 1
Wmhiivszaueulasenis 2
FIobY 3

1.2. dmsumsuuRnid s ddnauluusene (Front Office) fasildnuiudusn
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