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(2) wansanuzveIMswAlgmiiuntiule

(3) degUuuuddasinms E-mail i eyatndssuuiundalgminednlugds

(4) annsoupumNEI (Automatic Distribution) Tidwiifivess|3udnei s uRnveuy
Uszianiu 4 Tneselugdh mudiy vieamnnseausds

(5) fsruuudadoulifudstigmnudledmiivesuindfsuteasumuuda uax
fissuuudaoudmifivesfFuiasiednsudsiymitunlussuu aunsafdnsudaiiousas
LLﬁlsugiJLLuumiLLﬁqLﬁaumu‘ﬁ'é’ﬁﬁwﬁmum

(6) thivmmsaifiiindugn q fusdiessimatvauasdiniswilawuuans

(7) wenUssavvesdgymuazdniuasszuy Knowledge Base Witeadagiuainug

4.2.4 syuununudeyalgmnslinussuundideiiung
(1) dosdniusiazidunvesymlidedatiey fail

® Request no.

® Yulazafiude

® SwazdunvIlym

® Fofjuds wasmneanlnsdny

o Fudlw/fuily/funazafiaunu

(2) awnsmhdeyainuranliliegilgyuesszuuieudlevdefiomanfifiluguuuy
Corrective maintenance wa¥ Adaptive maintenance LaLANUSEENSNINYBITTUY

4.2.5 s¥uuInNSULTENLYY

(1) Uimsdamsgildanld enii uiledeyagldmudowiu auviosnidinans/ daives
Ao Fudlesnidnuis szumu"lmaqzyw"luQ‘lmmmﬂma Log in i1seuulasn

(2 szuudosgililid i nulunsdilildidldnussuuiussosnaiigind
fvun uazansavesviaslminudesnaiginiisiiun

(3) fszuuluguuuy Single Sign-On wdemuiigindaiuaums e uuadns
gldaniluguuuy User Role ifmuatiyglénuidusenguuazsisyana Tnsfmundvsvesdldnu
lovanesgivuazimuamadifuuyesssuuluusiaznguansle

(4) \iuuseiinmsuiuusedeyanesgldau

(5) fvunnanGuduaziugaesdvilunmadildssuresifnuusasypnald

4.2.6 S¥UUNTIIERY Aanudayaniisdaiiunis (Tracking Systerm) dmiuidmihil

1) Waviidh¥esmisdedumwdomuusyiridszneuviode-umananiwing
uarnwaangulunsiuAuLaginam nsRasuamuzteyaris uasdoyamideinums

(2) 1 Dashboard wansnaan urAIsANluurmlidoiunislunsasdunou
FauAN15SUAMTae NSHAR NISTALAY Larn1sTRds WedTnaululseimauazdney
Tusnausema muiigindaimun

(3) wdnieuatineulusrUsznalunsdlaidos dndaq

(4) s1891uvsSHIuMTIAVuTEDRuNslulAaTa U wiazdaalaile
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(5) nermszeznam I mlideidumaudasatuategluaniugeing 9
(6) Wasuanugmiivdaiiumne 1y vuneny sndn gymie 1 wazszymamna

wauuuulwalonarsnisidsuaniue (i) audnsnisldanuveadvitig

(7) Bongleyarios uardeyantivdeifiunie niaueansieanuluguuuy POF a1

ansnslanuvasdntnileegntios fadl

® Jayariios

® ANANBVULSUAITDIY

® YayaTnng

® LNATALNUUTENBUANSDIM

v a n’.; = = = 1
® NANMIAIVEBUYDLATININTVINUUNAUINDUUY (1:1) HESHUUVINRBNGA (L:N)

4.2.7 STUURABUSUNSIUSEUUNTIADLALUNY

(1) dedlanmuindeusraseiiinalAsiunisidauseuuasa
(2) sosfisvuvdmAuanuAniuntendsnisiineusy (Feedback System)
(3) 5995UMIHABUTILUY e-Learning wazuy Offline Training

4.2.8 33Uy Resource Utilization

IRYIUAYULANING Performance Management %38 Performance Monitoring 284

gunsalinTetnedeansluszuuiniois edates il

(1) CPU Utilization
(2) Memory Utilization
(3) Interface Traffic
(4) Hard Disk Utilization
(5) Link Traffic and Link Status History
6) Concurrent Session

)

(
(7) Database lock Session

4.2.9 spuviaiuteyaneludinay (Branch Server)

(1) mmsm”mﬁu%’a;&aﬁLﬁm{faqfﬁ”‘ums‘lﬁu%msm]’aﬁa@umﬂuﬂsaﬁﬁlﬂmmsa

ewureiugudteyavtisdaiiunis wazdeahdvoyalaednluiRifionsidensdenduluuns

(2) mmmuﬁ‘l‘uﬁmmﬂmw At 99097 839 (Data Conflict Resolution) A WU‘U

LﬂJ oil msmawamamﬂmummmq J Tunadvaiy

YUY

(3) uiadeumnmsihadeyalidnsauieliidmihfiannsansivaeuuazuflals

(4) FBaYINULUU High Availability (HA)

4.2.10 izUU%’ﬂLﬁU%’ay’aQiﬁﬁ]im\mauﬁ’aLmaé (Log Management System)

(1) ﬁﬂLﬁuﬁaua%mﬂimmauﬁama'ﬂuimwu Centralized
) msmaauamumaqaﬂnimwm Log imnirduinnunazanunsanansdoya

ﬁﬂV]'WEMﬁ\iLﬂnﬂJ’ﬂ‘Ni”UU

1 "—3—‘ ”@' W i Mo

s
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11.
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(3) awnsadniuwardududeya Log muldeulviidvuala
(@) Tunsali luaunsaltausianuszuy Log Management System #1843l Caching
Mode dmiudsyndeya uazdeshdwayalaednluifidlonsweusenduduund

(5) @110 DBNTIVIULUUTIEATI 578TU S18FUAY SI0LA DY LALAINYINAN
ANUA

4.3 sxuuuimsdanisgiudeyauasseuuATetis
4.3.1 syuwgardnivivsdamstfeyanisdeiumadduiug
4.3.1.1 Wuszuudanisgiudeyaid sdunwus (Relational Database Management
Systern) fiatfuayun1svauLUY Multimodel filldvAvsgndes
4.3.1.2 annsavihauuuszuudURNS Linux wae Windows eiilusteise
4.3.13 uteyauazuanualdvaniwineuaznwdange Tnefissuuiadoamy
NAUYNTY
4.3.1.4 ¥ In-Database Analytics W easI Analytics Application Mo Querying
and Processing Yeyalneliifeandoutredeyasenanngrudeya
4.3.1.5 ¥191uLUY Query Optimization it a9 78t uUszans nwlunisviauves
RN RINIGHE
4.3.1.6 sasfumsiaiuteyaluguiuy JSON uaranusasenliteyals
4.3.1.7 yhmsifugrudeyalae Database Engine fiannsadoundulugaiandifvun
(Flashback Recover) lawangseeu
4.3.1.8 firResiloafuayunHuLUL Web Services 3o Web Browser ludnwaiy
Low-code Development Platform
4.3.1.9 s093udnunzaiidu Analytic Workload
4.3.1.10 fiirdosfletrclumsquaszuuysannisdeyarne q etson weil
(1) ATIFBUANIULVDIMTNEINTAN 9 (Resource) 19U YT unslg a1y
(Utilization) ¥89 CPU w118A21037 Wag Disk I/O szwﬁaa_gauaz Server, Uptime/Downtime w84
wuulaya N3RS Performance vessyuudoya Top Activity Tesszuudoyauazuaninaniu
Web Browser luanwauzaainsinle
(2) as1vdunaziieseinisieuresrds SQL Aidewansenusenineins
auATas warvhmsuiluuiuuglidnds sQL vhedlfethaiusyansnmlaosnlula
(3) aunsadaiudeyatymiiAndufuszuusg 4
4.3.1.11 yMuwuusnluiRludnwue Change Data Capture (CDC)
4.3.1.12 mLﬂsaqmalumsmmwmnwsmsm Replicate Data uazn1snsivaeudeya
filsinsai (Out of Sync) Tudnwaizwes GUI wie Web fiflmuansnsaethatfos fai
(1) UIM139AN13N1991 Data Replication
(2) U3uugevdeurludfings (Setting) #na « thumihae GUI
(3) 138ng Log file W1um1e GUI Taglsidias Download Log File 119iiA3 4

Local Administrator
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() mwaau‘ﬁagamﬁmaﬁ’u (Out of Sync) AUsEedesEiunse e uay
poduilinsefuszrinegudeyasumaiaguaemsld
(5) avraeuteyalaviui viiermualvnsivasulugsanle
4.3.1.13 msinweasnisvasieya Fesaunsadidunisldedien il
(1) 5895U Authentication wa¥ Authorization
(2) anunsaudrsiateya (Encryption)
(3) 9993V Audit Logging Lﬁamwaaumsﬁwﬁa%’a;&a
4.3.1.14 eAansivsasnnidvesdndusivsearvvesykinlulszmalvevesszuy
ielinnssusesaduayunisuinig smﬁgqmiﬂ%’ws,a WUsgansam (§ni) maensrariian

msauiunumulasin lnefiuteiauassuuunideiusesinaniluenansiudoiausde

4.3.2 32UULH13¥IILaEUSUNS9ANISIAS 81Y (Network Monitoring and Management

System)

4.3.2.1 a739d0U (Monitoring) annugmsviuresgunsalnelueiotiegle lidesnin
1,200 gunsal uazsesiumsueneldlaidonndt 5,000 gunsal musuImsIamsgUnsalinietredoans
wuuTIALY (Centralized Network Management) Vil ansnsauihseTefugunsalindetnefiae
4.3.2.2 psrvaevanugnsyuesgUnsal fail
(1) gunsal Network U Router Switch
(2) gunsaisnwimuUaensiewnsenie
(3) Operating System
(4) Application System
(5) Network Connect System 819 VPN, Zero Trust System
(6) Firewall wag IPS
4.3.2.3 § Network Configuration Management W YIS Backup Configuration
wag Restore Configuration ¥84gunsaila
4.3.2.4 i Inventory Management Lﬁ@@‘ﬁ'agammqﬂﬂsd
4.3.2.5 danguvasgunsalinietiglivatsguuuy
4.3.2.6 VAN UAINTULTY/AUERTY (Severity/Priority) VadLws N150i 0 1859l
Aumnsinaiy
4327 faviuan Threshold wa3gUnsalle3etns warudaidiouionn Threshold Aumin

4.3.2.8 FoaLINAOUANIUTNITYIINUTBY Device WUNBBNAN Service

4.3.2.9 LAAINANTTATINABUNIT91UY8Y Network Topology 'LugULLUU Graphic
TaLuumuaase

4.3.2.10 wanwan1snsI19@euNIsulud nwmzyes Business View Tuguuuu
Dependency Mapping ¥#319 Business Service fiu Object #38 Parameter ‘Ua\?qﬂﬂitﬁ Lﬁam
é’umg‘uaqmﬂﬁﬁmsﬁﬁmﬂﬂa (Root Cause Analysis)

4.3.2.11 uamawa Dashboard lasnnnin 1 vihae lagansadonjuuuunsuaning

1. f&__' 2 % 3, W Y h:“"n',/ 5 25 -

6. OIS 7. k‘( 8. r\«)w«\/ : /( 10. 2131}"
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432,12 wiadeulifiriresunnudletdRnuniiatutugunsalinm Email wie SMS

4.3.2.13 pans1wuluuwuy PDF way Excel

4.3.2.14 asnessumuivuanailagsnlud® (Scheduling report)

4.3.2.15 5833U31UIU Max Sessions lalitiaenin 150,000 sessions wag New Sessions
laitdeunin 10,000 sessions #IU

4.3.2.16 Jostunslandidandudiunisweanioris viadimuaung e
pauLmaslunsateldeg1eliuseansaw

4.3.2.17 @1150052988U Throughput karanuziaevisvesdtnauiieldly
msuf'ﬂ‘lﬁkwﬂumn%amiaizwﬁuquéﬁagawﬁaﬁmﬁumuwu Real-time

4.3.3 szyudaiivuaziIvuiiisudayadauins (Automated Biometric Identification

System : ABIS)

4.3.3.1 seWdwsatuayunmsiafivieyagunmlumi
(1) amenefidaiuasdesinuautini ISO/IEC 39794-5
(2) nszuvaumsilSuiisuauimilouvessun wlvinsiu (Face Matching)
(3) masﬂmw’twuﬂé‘luwummuLLamsUmwwmam
@) Uuwﬂsﬂmw’lwmwmaimLUuLLuua
(5)

13

5) udeyagunmlunimiinseiiaunsnszyfundsememuaz Ui
IRES o]
(6) FMyuadusmanrauveinIseten muarUSuUsEFURMuMLIeIndas
Tinzay Tngszuuiommafuuuusalu?
(1) doslszuviTlumiianunsassyfayanadaenmgrslumin (Face
Identification) uaziSsuiileugulumiiteduduiymeaiiedsu (Face Verification) lunsdl faif
® yuANLYYBIATHEAITHRENT +/- 5 99A uaryuIEnaveIdTue
AITUBLNT +/- 8 BIA IINFUNUIRIUNTI
o InmsAsuulaemsLLaLIN
o Tduiuanem (eniuwiumvisewiutuuag)
o lamnnitlifinsUaduiefidminguedumin
(8) mytuiinawlunin (Facial Image) Widulunusnmsgiu ISO/IEC 39794-5
wdsumﬂ‘lﬂvmamﬂaumsaumamuaLﬂuamauaa
(9) Tnsmradunislandivaentilulumuinasgu ISO/IEC 30107-3
4.3.3.2 geWduasatuayunsiniudeyaaefuvithile
(1) aefusiaflefidaiudesinuaut@niu 1SO/EC 39794-4
(2) ses¥umsdmifiuis 10 vy 442 uasuuuiiaria %ua;iﬁ’uqﬂnmii”uﬁﬁaw
whazUszLAN
(3) Srumeiuindleldluiuiuaruansians fiuidefieuld
(4) Tufinanefinvidaflorieuls
(5) SruasinatowanivilunsdifisvuuAndndos
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(6) In3nsradunslanivaeniidulunuanasgiu ISO/IEC 30107-3
4.3.3.3 gevdwisatuayunisdaiuninadium (ris)
(1) Fafiunmausuazuiugunmuennla snludAlagaiunsa Zoom
wie Focus NN NUAIWUU Automatic Real-time
(2) nsifiunrmsitum i duluauunsgiu 1ISO/IEC 39794-6 (Iris Image
Interchange Formats for Biometrics Enrollment, Verification and Identification Systems)
fiuszmeldaranneumsiudeiauaduagnation
(3) fimsnradumslandvesniidulunuunnsgu ISO/EC 30107-3
4334 e uiTadvayunisnsvaeududu/sryiyana (Verification and
Identification)
(1) svyshmudalulRlagliteyatunnsvesfiudiom
(2) Wieuieudeyatunmsiudeyaiiiviiluguteyanidodumaieusy
wazszyiyana laedanuuduguaranuilunsiuSouiiey
(3) Wisufeudeyadunasiévauuy 1:1 way 1N
(4) aunsormavumslanfvaenyesdeyalinng (Presentation Attack Detection)
U MInsITUNsTiTIn (Liveness Detection) TnefiAnsedumnusivla (Confidence Level) imanzas
Wi eosfunslanfvasnaiuuinsgiu ISO/IEC 30107-3 Information Technology - Biometric
Presentation Attack Detection %38 FIDO Biometrics Requirements
(5) Malulagnsavaeududu/seysyanatiniun1smaaauain National
Institute of Standards and Technology (NIST) wuu 1:1 uag 1:N vaan1wlumia (Face Recognition
Technology Evaluation) LAz RLETe (Proprietary Fingerprint Template)
(6) Iwalulag nsrvaeududu/syyudyaranuy 1:1 uag 1N vaan It 1w
Tunsaifinmluniiuazanefsiihiloliaunsonsieaeuls
(7) awnsad ey aduinslugUuuulng jpg .pdf .png tiff .csv wiou
WIsuiisuteyarussuugndeyaniidediuns uazuananamugindrafvun
(8) fimsusulsauaziieus (Leaming and Improvement) wainssumsiansas
Wisuiisudeyatunnstuniseulimies veadmihfinsiaeudien tieuuusassansam
YDITTUUNIATINEDUBUEW/ STyfyAaa
4.3.3.5 lana3ivsesnidvemaniusinseanvesnanlulsemalnavesszuy
Lwa‘hﬂma‘susaqauuauumsusmi sammmwiwﬂ WUszAnsam (§1) maoaszuziaa
MIAuUAINLATINIGY Iﬂacdau‘umauamamuwmaaiusadmﬂamﬂmaﬂmssumamuama

4.3.4 53U Next Generation Firewall @1%$UN156018952UU69 9 (Access Policy) way
N15915233UABANAN
4.3.4.1 dnalnmsududeunazasuniuy M nuluwuy Real-Time Lﬁ'alﬁ'*ﬁa:gdauaz
aunugldau Applications way URLs Tuusiaz Filtering Rule 1¢f

4.3.4.2 @au15aAMUA Security Policy @13 User, User Group 58 Machine #728
NMSNWINLUIAU Active Directory lnglifesfndswondwsifiusfuuy Domain Controller uaziA3og

~—2—. M 4,“‘3"' 5, =25
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voaf{lda1u safaviinis Authentication ri1u Browser @ miugldnuitlailéeglu Domain ves
DIANS

4.3.4.3 wansadanslgeru (Hit Count Statistic) ¥euray Policy W3 Access Control
Rule uag NAT Rule 16

4.3.4.4 19971 Routing WuU Dynamic Routing 1@ wn OSPFv2 wag v3 , BGP, RIP,
IGMP waz PIM Teilustevioy

4.3.4.5 vreuludnway ISP Redundancy Te ¥ auuu Primary/Backup Wa¥ Load
Sharing

4.3.4.6 ¥y Intrusion Prevention System (PS) Tnsaunsadasiufugnaiu
EL‘LJ'E‘ULL‘UUG]'N 9 19 1w known exploits, protocol misuse, tunneling attempts, system vulnerabilities
uwaz outbound malware communications tJugu

4.3.4.7 n15¥91uv84 IPS agdeadl Software Aivhanuludnweae Fail-Open wa
ruaiinumINsEAUYINISI9aY CPU uag Memory 1¢f

4.3.4.8 a5793uUeY (Bot) lalaeign1smsivaeauain C&C Address w50 Website,
communication pattern ¥8susviay Bot behavior tolusgatias

4.3.4.9 Yastumslaudsulusinaea DNS luguiuu DGA (Domain Generation
Algorithm) wag DNS Tunneling laen151% Machine Learning Tun15n5739aaulduuu Real Time
Inglirassenatiunmsdwan Iaduetadey

4.3.4.10 Youfu Spam Fnluguuuuves Email éulustnnea POP3 uaz SMTP uay
mmmﬂaaﬁuimal‘ﬁl‘gmwu IP Reputation Anti-Spam, Content-Based Anti-Spam, Block/Allow
List Anti-Spam 1 vsethiauegunsalduiisduiieviamidulunadersmunle

4.3.4.11 Jearfumslawdluguuuy Phishing funisidans web vide URL léf

4.3.4.12 Josusfvana1u Zero-Day lnunsdslnddosasdulunsivaauleins
Sandbox Uy Cloud wazsassunsyihausniugunsaldesiusunnaiu Zero-Day wuu On Premise
(On-Premise Sandbox Appliance) Fadugunsaindnsfusitvieideriulsluounandie

4.3.4.13 lnfumsiuseanasgiuanuasasds CB, FCC, CE uay VCCI iuatnstios

4.3.4.14 19 §un133U5839 Gartner Iieglunqu Leader vosndniuaiuszian
Network Firewall Yanaailustiatioy

4.3.4.15 nasiusesnnidinvasndndusvseanvvesindnlulssvalvevesssuy
dielimssusesatiuayun1suims saun1suulgs Wasyansam (G aasnsteziaains
sdurunulasimsy lnegiudelausdouuuntisdesusostindriiuenastutoiauaie

4.3.5 szuulasiufunnmuuuaies Client
4.3.5.1 \0u Platform Aifanuauisalunisasramdoanauiiiedulussdng

(Threat Hunting) uavmsmdeyamuiuilesvasiuanauiliindu (Forensics) sl wanuigm
nsldau gudnewinisuily
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4.3.5.2 Agent Software fipslasriusiunnAmuiiintuuuaiosrenianesgniie (Client)

(1) Yesfunislaufifivesiwivesszuu (Exploit Prevention)
(2) Uasiusiawas (Malware Prevention)
(3) Yesfumslandvesiouassefugaldivatalanfuuulldlng (Fileless)
(@) Yasiunstandlaeldinaiinues Al-Based
(5) Jastiunslandlagldnisimsizing@nssu (Behavior Protection)
(6) Yaarudawrsisanaila (Ransomware Protection)
4.3.5.3 Agent Software fastlaaru Exploit uay Malware Tunsdifiliaunsafinde
fiu Management Console 16 (offline)
4.3.5.4 Agent Software a1msaﬁﬂﬁalﬁuuqﬂnsaﬁﬂalaiammmw‘uamﬂﬂszﬁﬁ
ATUILEUD
4. 3 5:5 :U'i“‘U‘U Detectlon and Response ‘lumimﬂ%mﬂﬂﬂﬂﬂm LLauﬁ‘Uﬂmaua
NnRaNsIAe q AReTuanuvdsiisnaty Tasfinnuanunsoesnetion ded
(1) 539dunsland LLamauauaamamamsmwLﬂmu (Endpoint Detection
and Response (EDR))
(2) WrsrzvavefiuvisieestlymiiiAntu (Root Cause Analysis)
(3) uans Timeline aunANISAIAAATY (Timeline Analysis)
@) mnmﬁ’aﬂﬂmuﬁLﬁm%uuluaaﬁﬂs (Threat Hunting)
4.3.5.6 5945UN1T Query Lﬁ'aﬁ'umﬁayjaHaa’wﬁUsza"w%‘mw A28 XQL Query
Language %38 Falcon Query Language %38 S1QL Query Syntax
4.3.5.7 Aumlwd (Search) n3ons5293Ulnd (Detect) idosasde wazdovaneylng
Aanan3 (Destroy %38 Remove) %Sa Quarantine Files ‘¢
4.3.5.8 Aundeya esesiumsase Rule Lﬁ'amﬁaﬁuﬁ’aqﬂmmﬂ?amauﬁmaéqﬂﬂw
(Client) 310 Indicators of Compromise (I0Cs) %5 @ Behavioral Indicators of Compromise (BIOCs)
%38 Indicator of Attack (I0As) #3aiiguwinle
4.35.9 IBn1slunismevaussefunnau (Response) aeietioy fei
(1) wonvsedansid ousiein3 sanauiuneTq iy (solate Endpoint w3e
Network Contain %38 Network Quarantine)
(2) AruAuLAs pIABNRMDTgNT18H U Terminal (Live Terminal) w3e
Connect to Host %38 Remote Shell uasngan13v191u8 Process wm?amamﬁama%gnﬂhs
(Terminate or Kill Process) 161
(3) LA Hash voalwdigaanisiloatuls
4.3.5.10 ¥191u57uiU Cloud Sandbox 38 On-Premise Sandbox ¢ nseiineu
Sty On-Premise Sandbox T¥iiaue On-Premise Sandbox WisAslyirsauRRLLazIREWEs M
4.3.5.11 UsM3IAMsInAudnan (Centralized management)

(ﬁ-. 2. W— 3, Q\'\r\.\) a, D\;'y\/" 5, =TS
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4.3.5.12 v Password 138 Token w38 Passphrase d1v§uUnannsing s Agent
91N Management Console Litetaafulsll User naunisinsa Agent software 19
4.3.5.13 uanaua Dashboard waw Detection Details Inefimuannsaetaioy fail
(1) wanssuIuAiosiinada Agent 16
(2) ¥ MITRE ATT&CK Mapping %38 MITRE Tactics maaﬁ'ﬂﬂnmuﬁmiwwu
4.3.5.14 szuuiiiaues a\‘iaq"lu Leader Gartner Magic Quadrant Endpoint Protection
Platforms (EPP) Usingm

4.3.6 3¥uU Web Application Firewall
4.3.6.1 sioaduzuuuures On-Premise Wuu Virtual Appliance wag/v3ausnns
Aa127 (Cloud Platform) lne@asdinislsiu3nis Content Delivery Network (CDN), DDoS Protection,
Web Application and API Protection (WAAP) Tt nefluszansaw weil lunsdiild Cloud Platform
Apsameideuluuugingng
4.3.6.2 Joartunislanfiuszinn DDoS (DDoS Protections)
(1) Youfumslanfionlusyiuiaienns (DDoS attack) 7isesiu Network layer 3, 4 uag 7
(2) FesflinTovefifinuannselunstosiunslandanlussiuaiore
(DDoS) auw 5 TB 1Huseeties
(3) #isdl Point of Presence (PoP) ae1etfes 50 avilanuay PoP ag1aiiay
1 yiluvsanelneifins@ousofulaseiisfiinindousetulaswedumedidastuineUssina
(International Internet Gateway: I1G) Tuusewmelng
4.3.6.3 Yoatuuneundadu (Web Security Functions)
(1) wamIsIBUVL Security Dashboard wuu Real-Time #58 Near Real-time
Tneuansfoyauvaaiiunuesnislaud Wy IP Addresses, User Agents uag Countries
(2) faein Web Application Firewall (WAF) 1g1 (Custom WAF rules)
(3) sarnstostunisTauilagld Database IP Reputation
4.3.6.4 Uasfiunislansiuszinnuen (Bot Management Functions)
(1) Answiuazuanuezsewiteuaviuyed Tnsamnsaszyuvasiinvesnslauf
WU IP Addresses, User Agents, Countries ez ASNs ndustnatias
(2) LLamﬂ'J'ayJauu Dashboard laglgwasia Heuristics, Machine Leaming (ML),
Anomaly Detection (AD) %38 JavaScript Detections (JSD) loidiuagatias
4.3.6.5 Wisuszavsamiunoundiadu (CON & Optimization Function)
(1) 93l1iU3n"3 Authoritative DNS Services dmsulaiuansisoe
(2) s89¥uMsviU3nTs Clean Bandwidth laegatios 20 Mbps %38 6 TB dalfiou
4.3.6.6 uan331847U Dashboard Functions Tneilauanunsaethaties fi

(1) uameseau (Analytic) Ui Dashboard WUy Real-Time #38 Near Real-Time
(2) 3ung Firewall Event Log %38 Audit Log 161
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4.3.6.7 Nﬁmﬁm%éﬁaﬁﬁ%auaﬁmag‘lwamwa\‘i Gartner UBINENSUNUTZLAN AP
Protection Market #38 Cloud Web Application and API Protection Market I 2024 %3583 aﬁqm
WJuetaey
4.4 5zUUUIMIIANISNYUIATISME (Public Key Infrastructure : PKI)
seuu PK auedoadulunudermuaves ICAO Doc 9303 atiudnan Tuate Machine
Readable Travel Documents, Part 10: Logical Data Structure (LDS) for Storage of Biometrics and
Other Data in the Contactless Integrated Circuit (IC), Part 11: Security Mechanisms for MRTDs @ g
Part 12: Public Key Infrastructure for MRTDs uaznalinnanimageioy ail
4.4.1 sruvaienguadidnnsednd (Key Generation System) dw¥u Country Signing CA

LAy Document Signer #ifivwaliitosndn ICAO Recommendation #esflasduszneveisios f
(1) Hardware uaz Software iAgadasfunmsasrnauadidnnsednddosdszuy
Jafiufivaenss
(2) msairanguadidnnseiinderdudunisiaedindrs vieyanaiifindrsimun
wazdeanseyluanuifiinsinmamnuasnfvegadun

4.4.2 S3UUUIMIINQYUIBLanMTelnd (Key Management System) #aaflaadusznou
oty fail

(1) nrywadidnnsefindsaeiinis Roll Over mu ICAO Recommendation i aan
mmLﬁﬁdﬁquLﬁlﬁLﬁﬂwiaﬁﬂﬁ%gﬂ Compromise

(2) aansafiuduunuenveanyuaddnnseing (Key Length) ¢ sl Fouly
mmgvenyuadidnmseiinduareny Teliiluluanu ICAO Recommendation Taii1agld Algorithm
Tolunsidsvia

(3) MaUnvienfiunguadidnnselinddiuymna (Private Key) vildlngidminfives

1§19 3 Au fildFuLeUMmNelTonsoanuani

4.4.3 Certificate Management and Distribution 47 8US#158AANS Country Signing CA

B
v

Certificate wag Document Signer Certificate fis1oazideon §eil

(1) #3 Certificates sy Profile LLazmmgwuﬁﬁmumasmmmﬂ%’uLUéau Certificates
Profile @11 ICAO Recommendation luauian

(2) fiszuunmsdeueu Certificates 4 9 lUga52UU Inspection System wag Public Key
Directory (PKD) ¥®4 ICAO LLawu"JsmumsJuaﬂmuﬁﬁiﬁwﬁmuﬂlﬁadwﬂaaﬂﬁaLLazﬁUisﬁw‘Smw

(3) Tunsdy Certificate WUy Online Process A oiin15dedanuludnwuzves
Encrypted Message uarAauausisnisindeuarnsisdeuinsyuuiiozsu Certificate Huidussuy
193UTEIMAT U uAzsTUUNISAY Certificate § 9rFaLenaINsEUUNITOONENDE 1L AR
(Independent and Separate Process)

(@) Tunsda Certificate wuu Offline Process B TUT L ABILAUDNTEUIUNITUAY
Wuanashniulalainvasasie

‘ P’ff .

1. W g Moy~ 5, L
/
%1 .
11. Y\/ 12. &-‘
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(5) fiszuudanis Certificate Revocation Yiwtifisnidnluiusesineeenuiuds was
@574 Certification Revocation Lists (CRLs) lunsaifinauagnilewme Tneuddlsiuszmeasing q uag ICAO
vsumely 48 Halus videviuluussdegiedonnn 90 Judmsunisuaniie CRLs uusemedy
(6) Registration Authority (RA) yuiivelususes Document Signer Certificate
sosfilusunsunsveluiusesaniziuensnmnain Certificate ¥aindu
4.4.0 $933933U EAC (Extend Access Control) wag SAC (Supplemental Access Control)
uay PACE (Password Authenticated Connection Establishment) dvsunis@eiiunedidnnseafing
findnlulasansid Weffidnedeligsudneiuiuns
4.4.5 39vih Web Application mﬂ‘lﬂmuu’uaaﬁdﬁnLﬁ@’lﬁﬂizmvﬁu 9 Download Neyua
didnnselindansnsauz (Country Signing CA)
4.4.6 s935Un"154% euluaszuu Public Key Directory mrmu'wmumauamﬁ'aaﬂ’uauu
MIATITADUANUYNABIVRINTIFDLAUNIY

a5 muﬁﬁamasﬁﬁui@yﬁ (Backup and Recovery)

4.5.1 U%msﬁ’mmsswuﬁﬁsmLLaxfj'ﬁm’Ia:damﬂquéﬁagaﬁy’q 2 unis (Centralized Management)
WU GUI Way Web base o

4.5.2 drsowarifudeyaszuuiiiu Physical warszuufiiu virtual

4.5.3 drseeuaziAudayaves Application Database A 9 mammw I mualaluzuiuy
Online & 49g3il¥ Application vauld et 19l paszwinantsasesd auauaﬂmwunumu‘u G
INTTUUMAN

4.5.4 dsrihudeya Backup Wungunsal Tape Library fiaus

4.5.5 ihsviadeya (Encryption) Tun1sdsdayauardrsosioyald

B s e
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AMANUIN N 4.

‘UE)ﬂ’]‘Vluﬂﬂ’l‘UHiuaﬁJ‘Uﬂ N ﬂautaﬂﬂﬂmaﬂ‘b}mu LLauQ’]‘U'JUB‘IJﬂiCN

A3udnadosdnmgunsel (Hardware) dwiuszuumifsdeifuns Sadosdivuiauazsiui
Wemedmiunslinunaeasseznalasnisy uagsosdalilinisnsvasvaniuznisidnugunsed
719 9 H1USFUU Resource Utilization AuaAIANYAN A 3. Lﬁamsaﬁlaa‘umiﬁmmaxmsﬂ,ﬁﬂ’amu
iiusyavBnngegn lavazdeshinuin CPU, Memory, Disk vesgunsalsing 9 gnliuiiuiesas 80
ARBANTEUIUMTIY e TuiazuaiRvesgunsalse q fisrylilumanwaniiudarivue
Sushwindu Teefiswondon il

1. gunsefiiieadosiussuuAdmiudineululsama stuaulitosnth 30 ye
dinmilutsamemnuisiedisdoslouargunsaldmivlddansssuui Wesnemnuazenn
nstun1snsasuaruAllaegsliuseansam iwﬁ”ﬂLﬁa’lﬁﬁmﬁﬂﬁwﬁmsi’ﬂnwsﬁa
lepgramnzantariiuseansaim Imauaﬂnsmamauaa ail

1.1 wihasuanswavuinlitiosnin 55 63 (Queue Display)

1.2 gunsadeudnsuuvaiunUszasd (Smart Card Reader)

13 QﬂﬂszﬁaanﬁwﬁaﬂmL’%tmﬁ';L‘ﬁﬁ'w%ﬂ'ﬁﬁwﬁmﬁmﬁwﬁ (Keypad/Soft key)

1.4 szuuidsasunmntnsuusnig

1.5 1A389nATRsA7 (Queue Kiosk)

1.6 guUnsaigu Barcode way QR Code

3
WA %‘aﬂﬁ

2. gunsnifudnfasnuuinncagiiuil (Fixed Unit) $rurulifesndn 300 va

JugunsalSudfeii Andaneluysiumiesd sdosiimseenuuufiansnuuassiuars
novauasonslfurend ez suuinig Tnedesanmisovihenldfrluluuneeylatuas
pavlay ielwanunsaduidunszuiunisfumewentedaiunisldoseroior §en1svay
vasgunsallulnumeenladdesdinmsidrsiadudeyanie 9 uazdaiiuaunTousitne (Branch Server)
mmumumﬂuluﬂi"wi LLavmaa‘uamawuwmawamanumuwamaumaaLﬂumﬂ,ﬂLLm IneflnnauUd
waTANAN YL mumwaaaﬂﬂsmamwaﬂ il

2.1 [¥5um%ese munsyuiunmsiisvualunianuan n 2.

2.2 FnuuiuszuuumIsseynisdadunslunaruan n 3.

2.3 fivheUsvanaranans (CPU) liitesnin 8 unumdn (8 Core) waz 16 wnwadiou (16 Thread)

2.4 Tmheauivdn (RAM) Aifivunelidesnit 8 GB

2.5 fimhednuteyawia Solid State Drive vuinpuglitfesndn 512 GB

2.6 5995UNISUSNISUWUL Interactive nanfie fvtsewaninin 2 He dwsuidwinduas
feuriedinsentoyaluduiiindos uar/mie asaouteyadng 4 iumihsouansnmuuudua
(Touch Screen) vidautiufium (Keyboard) wagund lnevthvsuaninmilvuslitesndt 10 1 vide
wivswuuduiaualitesnin 10 in uasiimuandenlitosniy 1,920 x 1,200 Pixel

2.7 dafiuamlumin areRuviafie uasnmaium TinuuasgIu 1SO/IEC 39794-5
ISO/IEC 39794-4 uay ISO/IEC 39794-6 ANUARU
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2.8 Tnfunaztuiinaneiet edidnnsefindun Signature Pad il Hand Writing Resolution
laisindn 2,560 LPI vi3eilgUnsainisideudld s amsumieuananinuuududa (Touch Screen)
1999UN 0

2.9 awnuenanslvuwnaliidosnin Ad iiadugunsaifienunsaldonsautueies Scanner
Tnefimuazidealunmsaunulivosndt 600 x 600 dpi

2.10 fgunsaldudnsiuueiunuseasd (Smart Card Reader)

2.11 figunsalemdeya Contactless IC lumisdaiiundidnnseting

2.12 figunsag1u Barcode %38 QR Code

2.13 Juiinnmuazamedevlmvsiziiudeyatanes

2.14 yhawsuiussuuiuissRuazesnluadaiududidnnseling (Electronic Payment
and Electronic Receipt) lg1

2.15 Maludses luadaiudu warlusuidumledeiiums wuuldrudeu (Thermal Printer)
WIBNTLUUAANTZAENTULR

2.16 figunseiviomniufivnsauiienududinm iailsvuulndesaine uas/mie
msmuAuassauiimraslunmsiniunmluntiniusnsgiu ICAO Technical Report, Portrait
Quality (Reference Facial Images for MRTD)

2.17 fneudenrasEUULASETY (Network Interface) WUU 10/100/1000 Base-T y3ofni

2.18 anunsaldaulalaidesndt WiFi 6

2.19 WsruuljiRnmsifidvansgniesmungmane

3. gunsalfud¥eanuuuinisnuias (Self-Enroliment Kiosk) shusulitesndn 240 ya
Hugunsaifusienuuuinmsauesdefuinasdesoonuuulimeny ey Yaoade uas

mnzaufunislfouresf¥uuins Tnedesausavhaliislulnnesuladuazeonled ol

aunsadfunszuaunmsivdfesventidaiunldedieiaios Famsvinnuvesgunsallulnue

pewladdesdimadrsfaduteyasrng q uardniivasedesusitie (Branch Serven) idninnuludssina
niadaifiuasgunsal wavdenhdeyauilideodoudefuguddoyanisdeadunielduda
TneflnuantRuazaudnuartus i

3.1 \uglafiernuuasadsuasanubudiuis udlisuiiu Sowneflonnsauuasi3sms
ostunsandvs/musvewyara nufidestumadfedeys

3.2 145umdesen munssuaumsiiduualuniamuan n 2.

3.3 Mhnunuiussuuiumiewainisdeumsdidnnseinduuu Kiosk Tunaeuan n 3.

3.4 fmheuszsnananan CPU Litiounin 8 unuvidn (8 Core) way 16 unuiailaw (16 Thread)

3.5 Swheaudman (RAM) Aiflvunaliivesndt 8 GB

3.6 Imhedaiuteyaviin Solid State Drive vuiaAugliteosndn 512 GB

3.7 fimheewuududanunalivdesnd 15 1 uaviimuasBonlitiosnin 1,920 x 1,080 Pixel

3.8 datAunmlumin anefuniafe waznmaiunn IfnnasnAsgIu ISO/IEC 39794-5
ISO/IEC 39794-4 uaz ISO/IEC 39794-6 anudiu

e, . [ == W ey

/
3. / ;
5 (\)ﬂ'j 7 M/? g AP PW,. /{ 7)Y

11. (Y\/ 12. Cﬁr 13. O‘f k,/ 15,/5'9’/"/
v
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3.9 dnfiuuaruinaneded o8 idnnseiinduu Signature Pad 7111 Hand Writing Resolution
laishndn 2,540 LPI viefigunsalmsideuiildausiuiuminseuansnmuuududa (Touch Screen) ves
aunsal

3.10 Hgunsaignulnsuuvaiunyseasd (Smart Card Reader)

3.11 figunsaleu Barcode 130 QR Code

3.12 figunsaléuteya Contactless IC luniivdaiiundidnnseing uasduiinnirdoya
(Data page) Wiulilugunuuvasluazunm

3.13 Juitnamuaznmindeulmansiiuteyataues

3.14 yhauswiuszuusutseiuuazeanluadasududidnvsednd (Electronic Payment
and Electronic Receipt) 19

3.15 wilusudrdes Tuiasasudu warlusudumisdoiduns wuuldauieu (Themal
Printer) wiauszuusnnsea1wdnlulf

3.16 fsvuulndosadne uaz/vse msmuauuasseuiisimnzalunsiafunmlunii
AUUINI§IU ICAO Technical Report, Portrait Quality (Reference Facial Images for MRTD) LLazi’mﬁ"'ﬁ
UiuszausumisesgunsallinzauivdiugaveFasuudalud®

3.17 SeadensieszuuiAierns (Network Interface) WU 10/100/1000 Base-T v3ein1

3.18 awnsaldnulalidtesndt WiFi 6

3.19 W¥sruuUfuinsitidvansgnaesnungvane

3.20 dszvulinnutiewmdenialna (Remote Assistance)

3.21 fiszuuissdmiveduneduneumsldnugunsel

4. gunsaldwmiusudeauuuindauiilulsuindlng

gunsaldmiuiumienuundeuilulsemalvedediuinmsldidudoiuaunsaliumies
LLUUamﬁqagﬁ’Uﬁ warldfuiasuen munszurunmsiifiuualuniaruan n 2. wdeuahaus i
szuuSuiiewevimilsdeidumslumeanuan n 3. lngdesannsavhauldlulnunesuladuas
oovlay ieliannsadidunsruiunsiumiowenisdoiumildetrsaies fansvinures
gunsallulnuneenlatdedinisidrsiadudayase 9 wasdaiivasgunsaisuiies was fosids
Yoyaviuiidefeusortuguddeyamisdoidumslduds lavgunsaldwsususiouuuind eud
Tuuszwrlveusgneudegunsal dail

4.1 \A3p33u¥aa (Domestic Mobile Unit) S1uaulsitfosndn 40 ya Tnsilnnaudiuas

v '
v o

Andnwzdush fail

(1) fiviheyszanananats CPU lupenin 8 wauvian (8 Core) way 16 wnuailou
(16 Thread)

(2) fimheanusvdn (RAM) Aidaunaliitosndt 8 GB

(3) imiedninuteyasiin Solid State Drive vwinAwglitiosndn 512 GB

(4) 5995UNITUINITUUY Interactive Namfe fnthvauannw 2 fa dmsuidudi

wazRFuUInsldnsenteyaluduiifertes uay/vise nTI9a0UToYaR1N 9 HIUNTIRBUARIATHLUY

1. -___Q-\ B ‘4’/}‘ 3, W a w'\'"//} 5 S
G
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dufa (Touch Screen) viauiiufintt (Keyboard) wazwnd lnentiesuansnmivualiidesnin 10 &7
vidomiveuvududasunelitesndi 10 i weslinnuasdenlitiosndn 1,920 x 1,200 Pixel

(5) daAuninlumn aefuvidage wuaznwaiium TianunsgIu ISO/IEC 39794-5
ISO/IEC 39794-4 uag ISO/IEC 39794-6 AwanU

(6) Tnfvuartuiinaneiledodidnvsetinduu Signature Pad i Hand Writing Resolution
liisndn 2,540 LPI vi3efigunsainmsideuiildanusiufumiteuaninmuuududa (Touch Screen)
283gUnTRl

(7) auwnwenansifuuneliitonnin Ad viaiugunsaiftannseldausaiueios Scanner
Inedanuazidualunisaunuliivosnin 600 x 600 dpi

(8) figunsaisuimsuuuaunUszan (Smart Card Reader)

(9) figunsalenu Barcode #350 QR Code

(10) dgunsaigudeya Contactless IC Tunideidumdidnvseiing

(11) Yuiinamuaznwedeulmuaziiutoyadiunns

(12) yhuswiuszuuiutszRuazeenluadasududidnnseiing (Electronic Payment
and Electronic Receipt) 1g

(13) Aunlud3es Tuadasudu wazluiusumlsdaiumae wuuldamnuieu (Thermal
Printer) W3aU3UUAANTEAWENLUITA

(14) fszuvlnidosadine uaz/v3e msmuauuasseudemnzaulunsdaifunm
Tumimusnnsgu ICAO TECHNICAL REPORT Portrait Quality (Reference Facial Images for MRTD)

(15) dveuTouroszuuiniotne (Network Interface) WUy 10/100/1000 Base-T w3e

(16) awnsaldanulalitesnidn WiFi 6
(17) MWszuuuoinsiiavavignaesmungming
(18) gunsaivianunlundasfumisauvuindeuudazyaiidasdaiunieluussysios
(case) Weafu Tngussysausiiinnuudausaimumu desfunsnszunniiesdsnadomesogunsal
saisiideindoudnelfaznn warlithwilngaulidu 30 Alandy
4.2 gunsaldwiuatuayunisiuddesuvuindeuiiluuszmelne Usznaudie
(1) sruuidaludAfiduiusiussuuassiesulay Srurlitesndi 2 ya
(2) gunsaiudeinesnaniiumesdmiviutiseAsssuioudoiuanniongunsal
Jaiuduan Suubidesndt 8 e
(3) \3esneniameslingn (Notebook) dwiunumsisasudeyauaznuuinsdoya
wilddoiiiunie Iuruliitesndt 2 ¥a
(4) 13 s unsdoiiun1sdidnnseting (Passport Readen) (AuSnwAIzA TS 6.6)
ulaitesnd 2 yn
(5) in3esdsadli 1 KVA Stusulsidesnth 46 ya Tnadnunsdusi S
(5.1) #dslwinueen (Output) leitioania 1 KVA (600W)
(5.2) drsoslwildlaitosnit 15 wnit Ingldlvaniifwdsenlsitdesndt 150 w

1. '—‘Q’- 2 W 3 (\Y“’J ,,,.,-477“;“// 5 =&,

C\;VT..S M/-J " &!’7&‘”\ T:_:%&/ [ e gmx

11. (Y\/ 12, Oﬁ'r 13.@"14.-/2:.”/ 15. 00t
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(6) \ATLLABIE (Laser Printer) 2111A Ad (AauauURuwasAuanwurade 6.5) 1uau
Litjasni 6 ¥a

5. gunIndfudfesdmiudninauludisszmea
gunsalifumsesdmivdninauluinasemasadivimslawudeaiugunsalsumies
wuuRnsseg Ul uagldsusdosmunsruaunsiitvusluntanuan n 2. wientahnusuiusyuy
Suiemevhmididiaidumnarsruuiuieweriienarsiiungnidu/midedunignduly
aaruan n 3. lasdesansoviauldislulnunssuladuazeelay W eldamrsasniu
nszuaumsiuffoemldeiiumaldogiasieiiios dsmevinnuvesgunsallulvumeenlal fead
nsinsaduteyanie q uasdafivasgunsaliumies uardeuhddeyaviuiiliodoudofy
auddeyaviidaidiumaldud Tnsuszneusegunsel dail
5.1 Aspsiud3asuuuiaRioudl (Mobile Enrollment Unit) $1uauliitfasndn 220 ¥a

TneflnneaRuarandnunzaush fo

(1) fmheuszanananans CPU lidaendn 8 unuvian (8 Core)

(2) fmhemnusvan (RAM) iflvunalsitesndt 8 GB

(3) dmhedafiudeyaiia Solid State Drive vwinnmglitenndn 512 GB

(8) 5993UNISUSNIULL Interactive naMAe Iviaeuaninw 2 i dwiudmiiiiues
duusnsldnsendeyaluduiifendss uaz/mie smaasudeyarie 4 Humiveuansnwuuududa
(Touch Screen) vi3autufum (Keyboard) uaznd tnewthasuansnmilvuialiidesnit 10 i1 vie
wihseuuuduiavunaliifesnin 10 i uaziimuasBeslsitosndn 1,920 x 1,200 Pixel

(5) St unmlumin meRadade uaznmaium THasnAsg I ISO/EC 397945
ISO/IEC 39794-4 ua ISO/IEC 39794-6 AU

(6) SaAvuarvuiinansdod o8 dnnsednduu Signature Pad 7141 Hand Writing
Resolution isndn 2,540 LPI vi3efigunsaims@euiildanusufuntimeuansnmuuududa (Touch
Screen) va4gUN sl

(7) fideadanmoszUuLATet s (Nerwork Interface) WUU 10/100/1000 Base-T vi3gmirri

(8) anunsaldnulalitasnit Wi-Fi 6

(9) WszuvuFoRmsiiavansgnsesmungmane

(10) awnuenansldvunalivosnin Ad viedugunsaifiaansoldnusuiueies Scanner
lnefimuazidealunmsaunuliusenin 600x600 dpi

(11) fgunsaigrulasiuuaunysyasd (Smart Card Reader)
12) flgunsalénutaya Contactless IC Tunilsdaiiun1didnvseling
13) fgUnsalgnu Barcode %38 QR Code
14) Yuiinamuazamindeulmunsiiuteyatmns
15) vewusmduszuudutseRunaresnluadasududidnmseting (Electronic Payment

ey el s gy

" 5 v
and Electronic Receipt)lél
(16) Auwlursoe Tuadasunu warluSuannisdaidunis wuuldaiudou (Thermal

Printer) W3aUSEUURANSEAI YO ML ULR

1, -&— VW— 3, Q\M N"\;*/, 5, 25 -
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(17) fsvuulnideseing uaz/vde nsmuauuassautsimnzaslunsdadiunmlund
AULRTZIU ICAO TECHNICAL REPORT Portrait Quality (Reference Facial Images for MRTD)

(18) gunsaivanunluAosiumisuuundouudazyai dniunmeluussyiog (case)
Fenity Tasussafasifanuudusmunny destunsnssunniiavdemademedegunsal saalide
\dsudeldavan uariidmdnaliiiu 30 Alandu

(19) gunsaiiavuadosansafaulfzuazdssiuanugamngdmiunsldoy

5.2 gunsalfuA1aILUUNNIT (Portable Enrollment Kit) S1usulitiasndn 110 ¥a e

ﬁﬂmam]’?ma:qmé’ﬂwmz%wi"ﬁ o

(1) fivheyszanananan (CPU) lutssnin 6 unumdn (6 Core)

(2) Smioanusmdn (RAM) Aflvneliitesndt 6 GB

(3) fivthemudrvunlitssnit 128 GB

(4) Fwiirveduia Multi-Touch vwelidosnd 10 41 uwasiawazdealivesnin
1,920 x 1,200 Pixel

(5) Sfunwlunn anefuvidagle uazamium Wanuass 1SO/IEC 39794-5
ISO/IEC 39794-4 uag ISO/IEC 39794-6 muany

(6) Fafivuariuiinaneiiotedidnmseiinduu Signature Pad 71 Hand Writing Resolution
Taisndn 2,500 LPI viefigunsaimsdeuildnususumineuansnwiuudusia (Touch Screen) 79
gunsad

(7) anwnsaldnulalitdesnin Wi-Fi 6

(8) 45z uuUfuinsitavansgniesnungmaneg

(9) aunuenanslsunalitosnin Ad viaidugunsaifianansaldnusufuiaies Scanner
Tnefimuazidealumsaunuliiussnii 600 x 600 dpi

(10) flgunsalguinsuuuaiunyseasd (Smart Card Reader)

(11) fgUnsalenu Barcode %3® QR Code

(12) Tufinnmuaznwedeulmvagfiuaisfiundadle

(13)

€

a

13) vheusiutusyuusutiseRuuareenluaiasuludiannsedng (Electronic Payment
and Electronic Receipt) e

(18) fuwluasas lueSasuldu warlusuaumiseidums wuuldanusou (Thermal
Printer) W3aNSZUUAANTEANY

(15) gunsaivanusluiiesiusomuunnwidosdaiiumeluussaias (case) ey
Trsusssasidemudusmunnu Jestunsnszunniiazdwademesegunsal suvisdideindoude

v

loazmin warduvinsauldiu 10 Alansy
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6. gunsaldmsuNMsinuvasdineu @msudninnululssme)
61 gunsaldmivieidumilsdetiumianusetnd Sualitesndt 14 g fiqaafuas

ﬂmé’nwmx%’um ol

(1) dvrgUszanananany CPU ndieAuIman (RAM) uagnuisdaiutoyaiieame
Tigunsalviaildegnsniuaraulua

(2) feenmwideiintheeduiavualidosnit 10 1 warliauesduslitesnit 1,920 x
1,200 Pixel

(3) aunuwenansidvunlitesndt Ad vieidugunsaifianunsoldusiuiuedos Scanner
Tnefianuazidualunisawnulitssnin 600 x 600 dpi

(4) Guiinnwgnsuiay

(5) fszuumsmsrnaeumseu Contactless IC ludumisdaiiuvnedidnnsetind fiensanasy
AYINONABIYBINTTTBLEY

(6) amnsadnevilsdaiiunisdidnvsedndidungu (Batch) 1o

(7) figunsaignu Barcode w38 QR Code

(8) figunsaisuimsiuusiunyszasd (Smart Card Reader)

(9) anansaldanulalivesndt Wi-Fi 6

§ o a

6.2 aUnimamnmawuqaamumwLanmauna uulaivesndn 3 ¥a Tnuaudfvay
Ansdnwazdush oil
(1) amnsodmiuwazrunmisdoldunuuudnul® lnsussqaunidedumddnvsetnd
Whitlesndr 1,000 1y Tnedesannsadafuaziumlusuuuuieasnguls
(2) dsrvushwianuvasadtlunsdaiviaumisdeidundidnnsednd Tngaiuise
svualidrdsldiamggldanuifians

6.3 13 09ABNAAADT Allin-One $1uauliitfasnda 90 ¥a 'L%mwswumnaaumauau,au

mummwauamaaamumwaqmummaqmwmq IﬂauﬂmamumLLavﬂmaﬂwzumum el

(1) dwureyszurananals (CPU) laidaenin 6 wnuudn (6 Core) way 12 wnuldilau
(12 Thread) LLaxﬁmaiuiaﬁLﬁmé’zyzywmmﬁﬂwlé‘luﬂszﬁﬁﬁaﬂ%mmmmsa’lumsﬂsxmaNaqa
(Turbo Boost 38 Max Boost) lasfinasirdgygrauuniiniasga liesndn 3.6 GHz uazsiasd
WIALNIIMUY Cache Memory $auluszau (Level) Wenfuvuialitesnin 8 MB

(2) TreAnuIman (RAM) wiln DDRE 39N Jwuinlitsenii 16 GB
(3) fmhedaiuteya ¥lia Solid State Drive vw1nANglitasnd 256 GB
(4
(5
(
(
(

al

fldeadounaszuuadetiy (Network Interface) wuu 10/100/1000 Base-T
fpadoune (Interface) WUy USB 2.0 wiadni1 lultosndn 3 deq

6) FutuRuNwazNd

i

a

8

0WANINNIUM wariivuialiites 21 §7 ANuaLdemwuUU FHD (1920x1080)

)
)
)
)
)
) annsalgaulaliesnin Wi-Fi 6 wag Bluetooth

1. (_Q-“ 2 W 3. M A_MJ"’/‘ 5/¢//

6. (\(rS 7. M/\ SM““*’/;;"'/[/‘ I( 10. 052&

1, w’ 12 s 13./©”’E I&aj 15, S
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6.4 gUnInisuRULAzAURY (Cash Drawer) Aauawdeszuudmlul® Susubidesnds 60 ¥a

finnautRuavandnuaytus fail

(1) 59395U Multichannel POS (Point of Sale) systems

(2) fonmvdeiivtheedudasunlidesnit 10 B uwasilmnuazidealitosnin 1,920
x 1,200 Pixel
(3) fuwluiase wuuldmauseu (Thermal Printer) wieussuudnnseawdmlusi@
(@) figunsaiguunslén aunsasuldiis 10 uax 20 luguuuusneg Wy Code 39, EAN-13,
QR Code, Data Matrix Code, waz PDF417 loidusgratiae

3

(5) Hvasldsudnsuarvedldvivguuuientas sessuauniunswadveynuun

6.5 \W3nsianiiawwasd (Laser Printer) vuna Ad shuaulsitiesndn 90 was @4 dugunsal
sovsdmiununTseueyauaruuinmsteyamideiumemendmiinivewiiin) Ineflnnaudd
wazAndnardu Kal

(1) danuazidualunisiunlitosnin 600 x 600 dpi

InsAua (Memory) vualiivesnin 128 MB

fioadouse (interface) wuu USB 2.0 videindn shumliddosndn 1 dos
fioudeusiaszuua3otne (Network Interface) WUy 10/100 Base-T
annsaldaulalidesnit Wi-Fi 6

Y

aatdanseaulasiunulidesnin 250 Wiy

(
(
(
(5
(
(7
(8
6.6 WasseviFeRumMBidnyseting (Passport Reader) $tunulaitoendn 30 ya finauaA

LLasﬂmﬁnUms‘ﬁu’uﬁw ol

(1) 87uenans MRTD muamsgIu ICAO Doc 9303

(2) 8uteya OCR Tu MRZ waw Contactless IC wagiSauiisutayalu MRZ wae Contactless IC
Tremymddadumaiioseiuion

(3) 8uteyalu Contactless IC wuu EAC uay SAC (PACE)

(4) Gruazdealunsianulidesndt 400 DPI

(5) AurasnLialaauuu White light 38 IR d115UnTI9d0ULONANS

(6) A (Capture) Mwnihdeyandsdarfiunsiisuiuiluguuuulndsunm vie
nid POF iletufinadluir3ngninevieusiane

6.7 1A3 8IABNNILABT WYY (Server Branch) S1uaulaidasnda 28 ya finmaudfuas
Ardnuartum fod
(1) ﬁﬁwmuqﬂﬂsﬂi‘?‘immzauL'ﬁaﬁwmmwu High Availability Tuszau Physical
(2) SivneUsvanananane (CPU) Wuu 10 unuwdn (10 Core) vi3amnin dmsursuiamasuiiny
(Server) Tngianie LLaxﬁmmﬁaé'zyzmmmﬁm«?‘:ugwuhiﬁaaﬂiw 2.2 GHz Sruuliitesnin 1 wule

i —— - 2. ‘4/7/'—— 3, w a, “'-"“:/_, 5ﬂ/

6. i 7. M - 8NP ﬂ// /{ 10. er.x

A Y /a e Y




nd.-9

ADIT8I5UNITUTTUIONALUU 64 bit wazinreanudwuy Cache Memory 5uluszav (Level)
wennuliusenin 16 MB

(3) finheaudvan (RAM) wlla ECC DDRA wsomnin vwnsiuliteasnin 32 GB

(4) fivhedaiuteya ¥l Solid State Drive 3efni1 vuinAIuglivesnin 512 GB
Tuaulitssnin 1 wie

(5) fvaud ousiasyuuiasay1e (Network Interface) WUy 10/100/1000 Base-T w3 afinin
uliteeni 2 ¥o9

(6) & Power Supply LUU Redundant #3afn1

7. gunsalszuuieietnedeansdmiudtnauluuszme
7.1 gunsninszanadygyras (Access Switch) 31uduliaendd 56 ¥a dnaaudfvay
Andnwarus Kol
(1) Lﬂuqﬂﬂiaiﬁv?wmmmu High Availability
(2) Wugunsalnszanedygadiiinesauuy 10/100/1000 Base-T atfuayumsinglvaiy
WIMIFIU IEEE 802.3 af, IEEE 802.3at 1uiulitiosndn 24 wasn
(3) gunsaidasdinesmuuy 10 Gigabit Ethernet wuu SFP 38fnd1 d1wiuliivesnis
2 wasn ieviawdu Uplink Port
(4) § Throughput Forwarding %38 Switch Fabric Capacity lsitfosni 80 Gbps
(5) avduayuni1svau Virtual LAN (VLANS) m13snnsgnu IEEE 802.1Q g
(6) ¥ Access Control Lists lusgau Layer 2/3 #14 Source and/or Destination MAC
address, Ethertype, Source/Destination IP address 19 wazfinnun Access Control List (ACL) autaanlel
(Time based ACL)
7) YaeiudunnA1LsEUULAT Y180 18 Broadcast Storm Control, DHCP snooping,
Dynamic ARP Inspection wag lpva/6 ACL leilustnstio
(8) amnsauimsianisgunsal TneflanautRetaion il
(8.1) Zero-Touch Deployment
(8.2) @11150YNNUTINAUTZUULENTEIAaz UM TINNISATOUIEAILAIANUAN N 3.
9) ﬁé’zgqnmlwLLamamuwmﬂﬁv‘hmwﬁawﬂaum'ass‘uuLﬂ%@ﬂhanmﬁaa

7.2 gunsalAumidumaasatne (Router) 3uaubitiosnda 56 ¥a danuauTRLAYA WL
us

o

See
She

(1) Wua Uﬂsmwmmmmu High Availability

(2) ﬁ‘&aaﬁamammﬂsa‘ma (Network Interface) Wuu 10/100/1000 Base-T #58/An31

(3) 9 uzywmlwLLamamuwmmaﬁwmuﬁaw‘?ﬁamﬁaizwLﬂ%aihavgﬂ‘daq

(@) fvheAuswuy Flash (Flash Memory) aualitaenii 512 MB

(5) annsofundumaeseYelagldlusinaea (Routing Protocol) TauA Static, OSPFv2,
OSPFv3, RIP-1, RIP-2,RIPng, Static Ipv4 Routing, Static Ipvé Routing, BGP, IS-IS waz PBR (Policy-
Based Routing)

(6) ugunsalpumiduniaiuy Modular 3 Slot a1unsald Interface munsigaula
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(7) Swesauuu Ethernet iadeudefussuuindetansluly
(8) auayuanautRfuaIaenfuiuguetiosdselui
(8.1) ¥ Policing %30 Rate Limit vasdayaiiidnluds Control Plane %3e CPU 16
ialosriunslauAuuy DoS Attacks 7igunsal
(8.2) wiadeudlefinsléanu CPU way Memory vasgunsalifudifmualy
(8.3) Routing Protection lgii MD5 Neighbor Authentication waz TTL Security
Check 38 HMAC-MD5 Authentication
(8.4) Access Control List (ACL) waz IP Options Selective Drop
(8.5) annsateeiunisvi Reconnaissance 3@ DoS Attack aunsails
(8.6) Unicast Reverse Path Forwarding (URPF), Role-Based CLI Access, SSHv2 uay
SNMPv3
7.3 gunsnilasiuiATaune (Next Generation Firewall) $1uaulitiaendy 56 ¥a fnaudd
LLasﬂmé'ﬂww%y’us?w il
(1 Lﬂuqﬂﬂszﬂﬁv‘i’muuw High Availability
(2) LfJuEg’tJﬂsai Firewall ¥1i» Next Generation Firewall luu Appliance
(3) 4 Firewall Throughput laiUssni 2 Gbps
(4) fvouTeuraszuuiadetny (Network Interface) WUU 10/100/1000 Base-T n3efnin
Tuulidesnidn 5 909
(5) fpsdmIusessunsdensesruuAIevs (Network Interface) WU 1/10 Gbps
(SFP) arwuliiviosnin 2 ¥es
(6) msrvaauuarilasfunIsyngngUuLste 4 ag1aiesld il Syn Flood, UDP Flood,
ICMP Flood, IP Address Spoofing, Port Scan, Dos or DDos, Teardrop Attack, Land Attack, IP
Fragment, ICMP Fragment Jusu
(7) Muum IP Address wag Service Port WU Network Address Translation (NAT) wag
Port Address Translation (PAT) ¢
(8) Routing WU Static, Dynamic Routing et
(9) UdmsInMIQUNIBINUNASEIU HTTPS w3e SSH Teluatates
(10) WiuuardaswaziBenuaznTiaaeunsldau (Logging/Monitoring) Tuguiuu Syslog 1
(11) Tumuunsgu Ipvé ba

8. AudnAavsdaiRunauvieil 1 uas 2
AudnAnvisdeiiunnauiah 1 uag 2 avfesigunsainsesiumsndnlitesniuvsay 7,500 Lau
sodu lneilgunsaiifeitesednley fall

)

8.1 1A3BIABUNAABS All-in-One (AnvanURLazAuANwMEA1NTD 6.3) 31uaulsitasndd
52 9@ laguyIT LU il
52 40
(1) sruuuImsdanmsadanisdeidumaduan wisaylideunit 2 ga
(2) MInTIvARUAMNINYBIMTIFRIRUNIG (QC/QA) wivarliteunin 12 ya

i '—Q——‘ g W% 3 W\A a '\;";"'/, 5, —2F

6. (\lf«s 7 8. )')7 L"H/O:L\/&g_ - /[ 10. gﬁld

hD/
11. \W‘/ 12. &" w./Q__T M 15.QM/
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(3) MIRTIERUANNYNABIVBIIIITDIAUN wivazliitdoundt 2 ¥
(@) M3dnSudunisdeiuvng wisazlitsund 5 90
(5) msdaeulaNnisdaune wisarlidesndt 5 ya

8.2 \A3 aaMa/eanidunisdaiiunnedidnnsaiing (Passport Personalization Machine)

fnuauFuavandnunzdui fod

(1) Wuw/eendumisdaumdidnvseinduasdinadnuassimuemnaensouaziumeie
vowledoiiumemuitiuinauslunanuan n 5.

2) Wanthwildeidun1edidnnsetindlaedmnlus®@ (Booklet Opening)

(3) Beudieyalu Contactless IC Idmulassadre?l Compliant smasnAsgIU ICAO Doc 9303

(4) a579@UANINYNA DY lAuN158UTeYa MRZ uag Contactless IC WTguiigufiy
sutoyale

(5) Sivedlaniisdaidumns (Passport Input Module) 7ildlélsitionndn 100

8.3 103 8ansH9daUA NN VT o un1aBiannsaiind (QO) wuudalusid s1uiuuvisas

Litfeend 1 g lnofnuantRuaraudnumedui i

(1) psrv@euiuvtiswes MRZ ilszozuarauramudidimualy ICAO Doc 9303 Machine
Readable Travel Documents Part 5 atfuangn Tagsuniedeidumadidnvselindynay iawiouiu
szeel ICAO fvun

(2) psaraeumNNgndBsvIMsTnfiuideyadiuyara nsrmaushusEimely viedeya
fmgluszrinamsiafiurideyadiuyanaa

(3) snaeutieyalu Contactless IC ilenmameUSBUfiBUR UL sdeiAumaBidnvsetind

(4.1) ayvifsdoiiumsianzusuumihmicdeiiuma (Visa Pages)
(4.2) l@unilsdiunIsuunimuIdaIAun1e (Observation Page)
(4.3) wunlsdoiduniuaztoyauuvtiteyaynna (Data Page)
(4.4) juamlumin
(4.5) Yoyadruyana liun Fo/ uwana/ dyvid/ Juie/ wuuseadaussunmu/
e/ danudiiie/ Juflesn/ Suiinuseny

8.4 |ATBUTIYYRNDALLIR (Mailer Machine) nuduwisay 1 99 Ineilanafuasnnanyn
Tup Al
1

(1) asrdeuANgNAal Inesuteya Barcode uag Contactless wWisuWisuiuguteyala
) mmaauammwﬁwﬁmﬁﬂ (Check Weigher)
(3)
(@)

3) fvesldvsdoiiunie (Passport Input Module) Aldlalutssnin 100 wau
4) MunvouasNogasuugaRavIeviseaa nLazAnuureainyle

8.5 LA3anunIaLYesd (Laser Printer) vunm Ad (pauaniAuaraadnuazaude 6.5)
Iuuusazlitisandt 50 ym

8.6 tTRseuMsdeIiun1eBidnysalind (Passport Reader) (AauaudRLarAmdNYMLA1L
10 6. 6) uauursarlivesndt 12 ¥a

1 W’/‘ m T R ] W
s. I~

N

6. (\‘ :S %) QL"@/(/ /{ 10. gm&‘
11, VV\/ 12. Sr 13./CD"—T; [2:,.:“/ 15./DNA/

v



ng. - 12

8.7 1A% 8481 Barcode 38 QR Code $1uruwvisazlidannia 22 ya finmuauviuaz
ARzt
(1) @ 1u15987U Barcode wuu 1D wag 2D wuun1ns§1u Code 39, Data Matrix Code,
EAN-13, PDF417 waw QR Code ldliusgnatioy
(2) anusauanamanseuiianysalliglaunslugiuuureademouas
(3) see3umsidonsiouuy USB

9. AudnAnNTsFLAUNIYALAZIIVNT

v
§ a

ﬂuamawﬁqﬁa@umwwmLLaviwmiaazﬁaqﬁq*’dﬂsaiﬁiaa%'umsmamhiﬁaaﬂdWLLviaaz 500 oy

Y
l‘dd

Inefigunsainieitesetnatey fall

9.1 sasin/eenduviisdadumnedidnnselinduunadn (Compact Passport Personalization
Machine) $1uau 1 1304 finnaudRuaraninungtush fd
(1) annsafiun/esndunddoidunmedidnnselinduasiinudnuusauniulasniy
waziumaiavomdeiunslduuuieiueiesiui/eeniauiigudnamvisdofiums
(2) annsaudoudonalu Contactless IC Inulassadnadi Compliant muanmsgu
ICAO Doc 9303
(3) awnsanTIvERUAINGNARY lnennseuteya MRZ way Contactless IC W3iguiiioy
Augudeyala
(8) fioslavadoidiuma (Passport Input Module) Mldldlsitfesndn 20 i
9.2 \Aspenaufinmef All-in-One (AniautRkavandnnrLte 6.3) S1uay 5 A3
9.3 \3ae8nu Barcode Wi QR Code (AnautAuarANANYLLANTD 8.7) $1uau 5 138
9.4 \a3asdunilsdaidumedidnnsaiind (Passport Reader) (nauanURAuazAuANYULA1Y
19 6.6) 31U 5 1A384
9.5 13 aeNuWIaIwaTd (Laser Printer) vunn A4 (AuanUuazAudnvurnuts 6.5)
$1uay 2 1Aes
10. Auddayautisdoifuma (Passport Data Center : PPDC) Wil 1 uaz 2

v
L3

Audtoyanisdaiiuniaionduwuy On-Premise Imaaﬂﬂsmwwmmaammsammumu
High Availability (HA) milmi’:lLﬂi']"‘wLLﬁ”@’e]ﬂLLUU?l@QNiU‘\]’N ImammamumLLaUﬂmaﬂwmvmum mu
10.1 (P3asnauRanafuivne Sruruumisadlaitesndt 1 seuu lneflnmaudfodwios o ol
(1) fnreUsvanananas (CPU) wuu 16 wnuvian (16 Core)
(2) fweaudwdn (RAM) vuasalidesndt 512 GB
(3) Simhedaiutoyaiifiounamughitiesnit 200 T8
10.2 gunsalindevie Sruauuvisazhidesndt 1 szuu lasilnuanfodaes il
(1) gunsainszanedygraiwnuman (Core Switch) $1unulsitesdn 1 4a
(2) qUﬂsiﬁnsxmaﬁmmmﬁm%’uL*'i‘iamiaﬁumfﬁathha Tunulitusenii 1 4n
(3) qﬂﬂszﬁﬂsmwaé’agnpmﬁm%’uL"i‘iamiaﬁ'um%flaaqﬂﬂw Tuulivesnit 1 g0
(4) gUnsalAuEUNIUATENe (Router) Suuliidesndt 1 ya

i .‘Q—— 5 /% " ﬂan./ 54/

& (\JS 7. LO/ 8. VYT W . | /( 0. O&aX

11. W/ 12, Cﬁf 13, D—'ﬁ_ /k:.yj 15. %
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10.3 gunsainszmemahnudgmiueTevneuasassreLiAa iy (Load Balancer)
wuwisazlitipsnda 1 szuy
10.4 gunsnilasiuaiatie (Next Generation Firewall) $1uruwisazliviasndn 1 szuy
10.5 gUnsaldnLivu Log File szuuiA3avie Srurunvisarhivdesnds 1 ya damaud?
uaAnAnuatush il
(1) \ugunsal Appliance wiegunsaineuiumesilFiunsgIu aunsaifiusiu
Winn138d (Logs or Events) ﬁLﬁWﬁuthﬂmﬁﬁLﬂu Appliances wag Non-Appliances 1y Firewall
Network Devices #14 9 s2uuUfURNS sTuu Appliances svuulA3etne wagszuugiutoya {Wusu
peghaties 15 gunsalfeszuy lagaunsauanwasgnnglazuuuu (Format) weariula
(2) fiszuumadrsiateyaiteldduduninugniesesteyai dafununsgu
MD5 %38 SHA-1 vi3eRn
(3) a1u150Liu Log File luguuuu Syslog vetgunsalld 14y Router, Switch,
Firewall, VPN, Server WDy
(4) @1139UIMIINNTTRUNIALIWNINSFIU HTTPS, Command Line Interface @
SSH e
(5) awsadaiiu Log File lagnees asamunsesadgylAinaaenisnseyinia
Aeatureuiame fatuiinateiuld Tnglisusesnasgumsinfiviassnmnanulasnfeves Log File
Aldnmsgiu 1wy mespuvesgudBidnnsedinduazaonfiainesuviend (uAe. 4003.1-2560) {udu
(6) anunsaviinisdrsestaya (Data Backup) ludigunsaldaiudeyanisuen wu
Tape %38 External Storage Uusiu
(7) anansodiudayamnnisalse i (Events per Seconds) lnlitieunin 20,000 EpS

11. gunsaldwmiunsiasauyamaielseds (Watch List)
11.1 13 asrauiiamesdmivaunsiadsuyanaiiinss i S1uaulidesnds 25 ya Tned
ﬂmauﬂ'ﬁuazﬂmé’ﬂwmx%u@?w o
(1) Svheuszanaranans (CPU) laitlosnin 6 unuman (6 Core) wae 12 wnuiaiiou (12 Thread)
wagiimaluladiiudygrauniinildlunsditdedddanuainsalunisussunanage (Turbo Boost
¥38 Max Boost) lasfianusdygiauiniasgn lidssndn 4.2 GHz 91u3u 1 wide Loz ed
nawUsTInanNanans (CPU) duuasm1usiuuy Cache Memory 52uluszau (Level) taeaniy
w1 nlitaenin 8 MB
(2) SmbeUsznanaiiouaniniw lnelandnvaredidlaegnmil viein il
(2.1) Juwnaniouaninmuenamdniiimhemad tnelidesnin 2 GB
2.2) :‘Jml’;aﬂixmawaLﬁauammwﬁméfﬁaaﬂima‘luwmwszmawana'm WUU Graphics
Processing Unit fignunsaldviisainusmdnlunisuaninmeunalidtesndn 2 GB
(2.3) finirsUszananaii owanannd 1 anuaiunsalunisldnulsausvgn

Tunmswananmawnlidesnin 2 GB
(3) frUIBANNIIVEN (RAM) ¥iim DDR4 wSaAnin dvuialutsenin 8 GB
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(@) dnuredaiudeyasida Solid State Drive aunAuglaosndn 256 GB
w1 mie
(5) fvpadousioszuuiaiorns (Network Interface) WUU 10/100/1000 Base-T w3ofindy
ulitdsenit 1 veq
(6) iveadusio (Interface) WUy USB 2.0 wiofinin liitfeendn 3 ges
(7) Auduiuiuaziand
(8) fnouansam validesndt 19 1 1w 1 e
(9) MsruuutRnmsiinavavignaoamungmung
11.2 1A384 Scanner $1uaulsitfasnd 25 g tielddmiuaruiuenasidhgszuu Tasdos
ansatiounszawuuin Ad Snlusld (Auto Document Feeder) lolsidasndn 30 uku uwazawnu
wonansle 2 miuwuusnlul® Srvandealumsaunugean lifesnin 600 x 600 dpi uaxiinuii
Tunsaunuldvesnii 23 ppm
11.3 1A3 aeRuWLAIwR$E (Laser Printer) vu1m A4 (AuanUAuazAudnvuzaude 6.5)
uaulitioendn 25 ya

12. gunsaldmiunsavaauAiias (Adjudication)
12.1 w3esnpuiaADs Allin-One (ArumRuazandnuazaude 6.3) Stuahidesndi 20 ya
12.2 \A3esniuiaLgasa (Laser Printer) vuin A4 (aauanTRuazanudnuaznade 6.5)
urwlitesndt 5 0

13. gudaruaun1suHuRI

13.1 \A309ABURAILABS All-in-One (AuavdRuazAudnumrate 6.3) dmsunununu
msujufnu 3uaulitiesndt 5 ¥a

13.2 \n3sguviladaiAumsdidnyseiing (Passport Reader) (AauautuavAmudnumy
aude 6.6) uulivesndt 5 Ya

13.3 987 (Commercial Display) wunalaitfosndn 50 1 Srualaitiosnt 4 va

13.4 13 0eRuialasd (Laser Printer) yunn Ad (AaianTRuazadnvarnute 6.5)
duulsiviesnd 2 ya

13.5 1A384 Scanner (AnauTAkazAndnvraNde 11.2) Susulidesndt 2 ya
14. gudinausunsldszuunisdnvimiledaiAunne (e-Passport System Simulation)

Asuiasiedawieuguiuargunsailneusumslgssuunsdavinisdedunimnnszuauns
ffgates mumsiinnzinazeenuuureud S 1 ¢a

B R

1. " ’W’ 3 W 4 n\;e, 5. 7=
[4
6. 7. M/ 8. h/‘«% R /{ 10. Om&

s
11. QY\/ 12. Oéo" 13, /o"'—ﬂ /k;p[ 154/33“"/
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AINEFUTIINLRUNTAlTUANaRTUAYUN SYINUYasTTUUImALUla g saumA

fduit 518013 1uuTum

1 | gunsallieadesduszuuddmiudriinanluusane laivjosndn 30 g0

2 | gunsaifusSesuuuinieegfuil (Fixed Unit) Ladviaunin 300 g

3 | aunsalfudiaauuuusmInues (Self-Enrollment Kiosk) ldvpandn 240 ¥

1 | wdesiumiesuuundeuilulssmelng (Domestic Mobile Unit) lsieundt 40 ¥

5 | ssuuidnludidmiuiuddesuuindeuilulsumalng Tivesnit 2 4

6 | gunsaivieieResmouiamesdmiviudseasssudondeiuan Liitiesnin 8 ym
wiesgunsaidnifiuiuan dwiuumiesuuuiedoudilusymelne

7 | inSesnenfiumeslinga dwmsununsaeudeyauarauuins lideeni 2 yn
Foyamilsdaiiuma dwmiuiuddesuurdeuilulsumalng

8 | iedesunmiidaiiumedidnnsedind (Passport Reader) dmsu Liidesndn 2 ym
fudfeuuuindeuiiluysumelne

9 | inFesdisesliin 1 KVA dwiuiumfesuuidouiilulsemelne Lieundn 46 un

10 | indesiiuniaiwesd (Laser Printer) 1unn Ad dmiuiuddasuuuindoud Livendn 6 ¥
Tulszmelng

11 | indesiuddosuuindioudl (Mobile Enrollment Unit) w3y Tiitieundn 220 9
drinonulusinyseme

12 | gunsalfumsauunni (Portable Enrollment Kit) dwsuddnanu | Livesndn 110 g
TusineUszne

13 | gunsaldmsudedumisdeiunediinnsetng Livenin 14 e

14 | gunsaldaiuidunisdeiiunisdidnnsedngd Liveunin 3 ym

15 | p3esneuiiames Allin-One dwmsununsivaeudeyauaznuusnis Litdesndin 90 ya
Foyaviivdoldumevaadmini

16 | gunsaliuRuwaziNuldu (Cash Drawer) MUANMIETEUUSRLUITR Livesndn 60 Y

17 | inesiiuniiaiwosd (Laser Printer) aun Ad laitfaundn 90 3

18 | wRessunsdeiiunadidnvselind (Passport Reader) Litlosndt 30 g0

19 | indesnonimesuainng (Server Branch) Litlenin 28 9

20 | gunsninsyawdnyaynd (Access Switch) Livfasndn 56 4n

21 | gunsalAumiduman3evie (Router) lsivesndn 56 99

22 | gunsailasiuaIeyie (Next Generation Firewall) Liidaenin 56 4n

23 | inpspeuitanes Allin-One dfuaudndnmisdaifumauian 1 laifosndn 52 ym
wae 2

264 | \desiun/eanduntidefumedidnvseiind (Passport MM swdalitesni
Personalization Machine) wisae 7,500 ausiaiu

25 | irfewmsieapunumvmiEaiums (QO) wudalllR dmiuaudngn witarlitesnin 1 g

PUIADAUNIAN 1 Lhag 2

1. -~Q- - 2 W 3, M ¥ il M;/ 5. /47)/4
6. Cdj 7. M/Z 8. /m =y 9. / 10. a\mx
11, 0{\/ ., Br P a—— #}r«/ 15, TPV
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fduil 518013 1uuTUm

26 | 1wieeussquadilulfi (Vailer Machine) dwiugudnammsdaidiuma wisay 1 40
W7l 1 uag 2

27 | wReshaniiawesd (Laser Printer) wuin Ad dmiugududn witarlitesnin 50 g
vilsFoliuymnauial 1 uag 2

28 | rdessumiivdaiiunididnvselind (Passport Reader) @113y Liteandn 12 ym
dwiurudnammisdoRumawi 1 uay 2

29 | w3038 Barcode w38 QR Code dwiunudmiugudidn Lidesndn 22 yn
vilsdoliumauiad 1 wag 2

30 | iedesiu/eendunlidoidummunnidn (Compact Passport 11A389
Personalization Machine) dwisugudnanmmideiunayauazsums

31 | iwReseuitanes All-in-One dwiuAuskaamisdofumeauassoms 5 1304

32 | 30381 Barcode w30 QR Code dwiugukammidaiummn 5 1304
WALIIUNNS

33 | wlesenmiviedunidiinvseiind (Passport Reader) dwiupud 5 1A30q
KRV Y ALAYIIUNS

30 | wieduiiawesd (Laser Printer) wunn A4 dmiugudhammidie 2 \p3es
RYWALEESYMS |

35 Lﬂ?aaﬂauﬂaLma':‘t,ui°u'1&1ﬁw%’uguéﬁayjauﬁaﬁmﬁuwNLLviqﬁ' 1 uge 2 Wiz 1 9
wazdungUnIaineluszuuldulumude 10

36| wResmenimeidmiunuasivaeuypeaiiise T Litlaundn 25 a0

37 | 103 Scanner dmiununsivaauyraaingeds Litdeandn 25 yn

38 | iedesiuniiaiesd (Laser Printer) vunm Ad dmivnunivaauynng liiteundn 25 90
whseds

39 | i3esmauitanes Allin-One dwiunsaaaouddes Litiaundn 20 4

40 | wiesiuviaweasd (Laser Printer) vum Ad dwdunsavaeudides hidesndt 5 yn

41 | wheweuinwmes All-n-One dwiuaudenuaumsuioiom Litdesnd 5 4o

42 | wseseunilvieiiunsdidnnseting (Passport Reader) dmsu liitdeandn 5 4o
AudmuAMsSUURNY

43 | 99a1m (Commercial Display) vunalaitiounin 65 67 dwsu lideundt 4 g
AudmuANMIUURM

40 | wesiuriiawesd (Laser Printer) WA Ad AvsumUSmUALMS Lideynin 2 yn
UAURNU

45 | 1304 Scanner dwiuaudmuasmsuiRnu Livesndt 2 e

46 | aunsaldwiulnausumslgszuudavihmdsdodunis 1 %0

‘—&'~- 2. P%%‘ “’M:N;/ N e,
O i

11. Q/\/ 1;. =ty CD—’"_' M 15: e




n5.-

AANUIN N 5.

Jonvunuisdaiuniauasriedaiunnefdvia (Digital Passport)

LA R R RN NENENNENENENERENRNENERNENRENRRERRENNRERNRERRERRERNRENRERERRERRRRENRERNRRERERNRERRRERNNN]
wisdeiunmevesiveunvatu 2 Usaan dail (1) midadunmdidnvseting Al Contactless IC
loun misdaiiunye nidaiun1esvnis wasmidedumeyaaanialy uaz (2) woasliuns

Ussavigu 7lifl Contactless IC lauA viladaiiunimnidu uasienansiiunignidu

1. vilsdaiunisdidnnsaiing
1.1 Yarvuanaly

1.1.1 Snuauvtsdaiiunadidnnsednd (misdedumeys wilsdeduniesions wae
il deiRumeyaravialy) fisesdweululasims sl 10 Sudu o Fveumesmildedumme
widedumeuns waswlsdeiiumyanainly azdennmsiuwasBulumuiidindraiimue

1.1.2 niisdaidundidnnsefindagseaddiuiumin 64 win ldduniumideyaynna
(Data Page) Inewiisdaiiunisdidnnsefinddadldanuldfuinisssunisdadunimuniadedu
(Mandatory) 989 ICAO Doc 9303 Machine Readable Travel Documents atuagn

1.1.3 MsgenuuuLazNsaenuvsNAMan i uAnLUaendtluvtidaiiundidnvsedind

a Vo

FoadulumurmudesnsuarsUsuuiigindretmun sisd viwsaumstigne q fdatulumsesnuuu
wumdsdodumnadaduninddundygveaindng

1.1.4 {i1dedeeannsansavasunsrurunsndavisdaidumadua lunnd uneu
FesudansnseasuienansundngrunsvinmeTagimdeldlunisudnduiigiuinadinihiidesinans
fisd mndumsidudunddodunmamnnisume Sudnedesdiienarsudngiunsiniuingiu
dlunsdamideRumasuia wasmsvhanefanwdelidmiuiindlumsnsinasy

1.15 nsdinunisUasuuvamiedeifiunaiindnnieldlasenise d¥uindesaivayy
msAumunisnsuarsuuuuilivasuulamivdadume muishiaveinesmsuilanasoaty
nsUasuLUas f‘z'{qmmiwﬁdmsﬂé’uLU?{aumsaaﬂLL‘U‘UEULa'mLLazU%’ULUSauﬂmﬁﬂwmxmwszﬂﬁ
vy TnsliAnAldeiuduiuginig

1.1.6 mysilunuves sudndeddsunsnsinasululszdmnl :inviisnunieuen
fiffindariurey FefFuindesiunsearlddneludnt ussmniivssfiudiosiulsuas/miaudly

WD ENTEAUAMUUADAA BUDITIABIAUVNG SEUUANTAUMA LAZNTEUIUNITHEAR §3UT9H 09

AnawkuuLazUsSudsulagldAnanldemuiy wazdassndunisanslunsaunaifmunzay

dlll

V]']NV]F‘\JI'J'W'NLWU‘U?JU

. .___Qa— W- W o0 f\;«;-hl/ E S

6. 29 7. 8. Yk c-”’t\_/";/ /t 10. om
N~ 7 -~

11. W 12, c)é)" 13, -/Q""/m 15. oo 7%
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1.2 danmuaiuaudnsuziuaNuaanie (Security Features) wazdmumalinvasmisde

a a < a
Wumedannsating

v v

1.2.1 udnwaugmumUaeniouaziunalinvesmivdeiiunedidnnseindfigsudne

nausnediognaoy Al
dauusznauvas Wiada ARIANEY ANANUANILY
nilsdaiiung AuAUARAY
a < a v a
dianusatind uazAumAiln
Un (Cover) AU 1. Hot stamped Gold or 1. sipadutandansien

(Front cover)

Silver foil letters and logo
on the front cover
2. UV response

3. Embossing pattern

AN WISl Bavey
NI RYUYITUSD
msTavau loadyulay
NUNUABNTA AN LN
N139 N19aUDBN @15NBN
YMIMaEFNaraeBun3e
2. mstameeddou (Hot
stamping) Aitnsnldwaad
AMNNgLarsadlivan

aanLazdnenelansly

uluaaunisaiund
v o 1 o v [ o [ L3
ATUNAY laifvun rodludandaunsiev
(Back cover) WenuUnNATURLN
Unaulu Under UV

(Inside cover)

1. Security fibres UV

2. Rainbow UV print

3. UV printed passport
number on the front side of
inside cover

Without UV

1. Four colour Intaglio
printing

2. Intaglio OVI

1. 2. #% 3. T 4 -f“"‘,/ 5_%

6. /X‘T‘S i w/\ 8. /™ ;;,./f}r/s:- . 10. o&t
— =

11 Q"/ 12 cﬁr 13/;2"'14. A.__/ 15, LTIV
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duUTENaUVDY
WUSHDLAUNIS

a & a
dannsating

AMANYNLL
AMuAIUaanny

LAZAUWIATIA

AANUANIIY

3. Two-colour Guilloche
4. Anti - copy pattern

5. Micro text

6. Relief design feature

7. Latent image

8. Laser perforated
document number on the

back side of the inside cover

Data Page

Security
features on

polycarbonate

1. Secure incorporation of
data page by using security
hinge which incorporate
features, such as UV light
sensitive feature

2. Embedded optically
variable features

3. Window or transparent
feature combined with laser-
engraved image of passport

holder

1. I¥¥aquszianing
ASUBLUA
(Polycarbonate) wuu
Jovay 100 luagviounas
(optically dull) wagiuy
dansuaiuniivaunly
mosvinlnesgeunuly
u 9 (Laminated) lng
lalgnm anansadeeiu
nsuentueenIINiy

2. Wdnnsuaiundivhanld
AOIVIUTURDUAT NURAD
g TluY -20 29A

WALTEA 9 60 DIAN

10. 053X

15. O
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dauusznauves Velih AN AnauTATY
ndLAUNg auaMIaany
dannselingd uazdumaia

Security 1. Two-colour guilloche wadealalluegatios
printing background NUABLIINANU (Stress
background . Rainbow printing Tolerant) wagilo1gnsly
and text . Microprinted text nubivesnin 109
printing . Latent image 3. AMUNUIUDY Data

2

3

a

5. Anti-scan pattern

6. Duplex security pattern
7. Relief design feature
8. Deliberate error
9. Tactile feature
10. Multi-layer image or
changeable laser image

11. Full UV color photo over

laser engrave image

Ink

specification

1. UV fluorescent ink
2. Reactive ink

3. Metallic ink

4. infrared drop-out ink

5. infrared absorbent ink

Numbering

Printed and laser-engraved
document number during

personalization process

Page MEn&RNLESIAY
SEUIUNSHIUALEIFDY
vl 0.5 Nadluns
Tunsdifisumusnsile
Contactless IC way
aneo1neliiiun wazdes
wulaiiiy 0.9 Nadumsly
NSAAWMUINISEN
Contactless IC way

aga1NANTINtNYaua

Y

v
Y

ynAa (eData Page) ol
Auvvetndaya
U1 MRZ azdasdiaun
Fuwuslaladiv 0.10
faduns lngauise
DNBINLTBAUA LY
L@NATS Machine
Readable Travel
Documents Technical
Report, Guidance
Document On Physical

Conformance —

Complementary Tests

5,

0. Ob'a-i
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dauusznauves Velih ARIANYNLE AnFuTATY
NNFLAUNIS AuaNIUADaiY
diannseilind wazAUNALA
To Doc 9303 Part 3 & 4,
Version 1.0
Paper pages Paper 1. Controlled UV response 1 ﬂszm’mﬁadﬁﬂmﬁﬂwmz
substrates 2. Two-tone watermark é:mﬁmmzﬁé’nwmzﬁuﬂ’;ﬁ
3. Chemical sensitizers Wuzau (appropriate
4. Registered watermark absorbency
5. Cylinder mould and surface
watermark characteristics)
6. Invisible fluorescent fibres | 2. AsEAIBIAILNUN
7. Visible (fluorescent) fibres | litiasndn 80 unsu wa
8. Security thread farunanvoudulethe
9. Laser-perforated security | (Cotton) Tuilensvany
feature lddeeninseway 50
Security 1. Two-colour guilloche
printing background
background 2. Rainbow printing
and text 3. Microprinted text
printing 4. Latent image

5. Anti-scan pattern

6. Relief design feature
7. Front-to-back register
feature

8. Deliberate error

Ink

Specification

1. UV fluorescent ink
2. Reactive ink
3. Metallic ink

4. Penetrating numbering ink

A

s
M;_“ i e / 5%4

N

M»&A

. O2r

13. ). I\hIJ 15, COWWVY
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dauusznauves e AN AnFuTATY
nusdaLAuNIg AuanuUasany
didnnsadnd warAumAda
Numbering 1. Printed number on

observation page
2. Laser-perforated number

on all sheets

Binding 1. Interlock security sewing
(Lock stitched)

2. UV fluorescent sewing
thread

Additional features

3. multi-colour sewing

thread

1.2.2 avdsamavaliavemisdaiumniwarnsaudsamaveladmiumiuaons saes
wilsdaiRumniludiunisesnuuy Msudn nsiun/eeniau (Personalization) sipadulumudafmvun
Tuienans ICAO Doc 9303 Machine Readable Travel Documents atuanan

1.2.3 Arudnwairuas Contactless IC finnanutidusi dwiolui

(1) IC (Integrated Circuit) Fdenldsoadu IC Chip tin Contactless Viﬁﬁ]mﬁ nwz‘&gwi"w
Wulumusnnsgu ISO/IEC 14443 A Level 1-4 waw ISO/IEC 18092 Tnelii¥umsiusesnmsgumnaasnste
Common Criteria (CC) EAL6+ %38 ISO/IEC 10373-6 \Justiatioy

(2) §¥udreansatausyinues Contactless IC 7 azuunldaulig 7141
Tiauwiureulsin Type A uar Type B

(3) Contactless IC #ild#asfinuydoyarinasgieton 128 Alaluftuly uay
fimnusilumsdwsiudeya (Transfer Rates) agnatioy 424 Kops 3ulu

(4) vnaveaviemNEves Contactless IC foaflsmeiiaguiindoyad duy
quwummmﬁsﬁﬁwﬂ"wuﬂ wazidulumiulaseasne Logical Data Structure (LDS) wagsaa5u
n1swaLnlAssads Logical Data Structure 2 (LDS2) Tuswian auiilaseylilusmsgiuves ICAO
w39gendn

(5) #5udnadeaauasiumyanisils Contactless IC wazarsanalifiunuas

LY a a a ¢ a
(Back Cover) n3avundeyaynana (Data Page) vewmtsdainumsdianvseting laeandswnuunsgiu
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284 ICAO Beifirdreanunsodamsliiasuntastilunends TnsasuddliFuimsudamilsivos
m11d

(6) Contactless IC Apathlugulaiugunsaigudeyantsdeoidung (e-Passport
Reader) inwilafifivieazilldvilan uazldew Wou uarduiindeyaiaues snfedeyaduiisniy
adlu Contactless IC Inefinsiinsiauazaensialinuinnsgues ICAO

(7)

warranAwIsUes Contactless IC 1usyuuln (Generic OS) 7i5893UNITEUIUATTNUMUNINTFIU

o

UdABIAALEan Contactless IC AflszuuUjURAnIs (Operation System)

e3¢

194 ICAO 16 lneAmdonanngudnuinnii 1 seustliiiiy 3 18 wavazdedlasuiureuangi1dn
outanldu

(8) lunseiidl ICAO fwusliiinisdminsaszuuUfiRmsvieuazeensinivesdu
H3Udasaunsaswinse Contactless IC lumisdaifunaduyan

(9) Contactless IC wiazdaFpsivaneiavUse3iadsaonndosiununeiani
douliluidunidsdefumsdidnnsedng

(10) Contactless IC fiBHIUNITNAABUANNINTFIU 1SO10373 - 6 NTBTUUAY
Beutoyaadlu Contactless IC avspahlFluiuy Sequential wazuuy Random

(11) mnafianudanatalun1seunielisuteyalu Contactless IC 55U
wiosiuRnreummdsmeiiiatusisun

(12) yardsildlu Contactless IC Fosldlunszurunsnsivaududesaina
(International Border Control) 1¢1

(13) s2ULUURNS (Operation System) wazawswasu Contactless IC fia95845U
NTPUILMINOUMLLIATZILVE ICAO 1ol

(16) swaziBunsuadnuures Contactless IC Fosdianssauzdustniuly

auiitmusliluenans ICAO Doc 9303 atudran fail

® Deployment of Biometric Identification and Electronic Storage of
Data in MRTDs (Machine Readable Travel Documents)

® | ogical Data Structure (LDS) for Storage of Biometrics and Other Data in the
Contactless Integrated Circuit (IC)

® Security Mechanism for MRTDs S’):J‘V‘FG Technical Report \igaftu LDS

ez Biometric Deployment

: S 3 4}://- 5 W l__'aﬁ‘:‘r*// 5 =25 .
6 [ x\Sl 7. M/? s/&’mﬂ/ﬂﬂw / 10. ae&
i N‘/ 12. Xor 13./®’_7 Ak,,.,.,./ 15, C MW
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(15) 5893V EAC (Extend Access Control) az SAC (Supplemental Access Control)
uaw PACE (Password Authenticated Connection Establishment) inngindnadamsiisifiunsideuuas
uily videuudn Tnsasudsligiuhmmuamiilidesnd 19

(16) sos5ulasaaine ISO/IEC 7816-4 mudarimuaves ICAO Doc 9303 Part 10

(17) 5995UN15871ULUY RFID (Radio-Frequency Identification) #3einalulad
NFC (Near Field Communication) uagiiszuusnwanulasaseiia desiudeyagndaiugunsal
suvSaieieseuililasuavsnisidnis

(18) ABIHIUNTITNAADUNINTFIUVDY ICAO MINTBAIMUANITNAABY Machine

Readable Travel Documents, Technical Report, Durability of Machine Readable Passport

wa Yo v v [}

Version 3.2 lngviesufjufin1sniuseslag ICAO viall fSudnedesdsdiunluiusasdaingnligindie

Ayvy v a

mely 120 Ju TunnfungFuinasudaeuduanysalligindn

Y

(19) AasiuN wseRnaRnneas wUERUNTEDAUNIG (Serial Number) wazuslan
AUUUNUA VDI EUNTIF LAWY

(20) # WA MUIE DA UNNBLE NNTOTNAT LA TUNISRUN/09N18 UL IA DA UM

= v v

(Personalization) tens1vaeUAMNMInEVUIBUTSUTELlaY ICAO 1N 1 T FaSuinedasiunisy

Y

v
v

AnldIeludni uagdosthdsmerunansnsisaeuliungindng wazlunsdlfinudgmilununwees

v v

vilsdoidunedianvselind §3uisazdasdsuusnssviunsrdauazsniunsmudeiausuuy

v
v

WeuSuunaunmlunisuanluaissialy

1.3 dafmuaieaiumelulaglunsiani/eonidumsaidumsdidnvseting (Personalization)

msfu/eeniuntisdeifiuns (Personalization) Fesiinauant fail

1.3.1 nswun/eanaundsdeiiunislunin Data Page a¢Apaviaunssu3s Laser
Engraving Tuianusviavindensuaiunuuuiasas 100 nelildnisfiuiindeuuuianuadesnseyila
AmsasuasmeluiaieliAnnmuiederususumaluladnisiu

1.3.2 mswunawagvesy denisdaidunislumin Data Page Aosfuninaae
(Grayscale) uagsasliannsnausenlameiviazasgnamnssy wiesmvhazareiiala 4

1.3.3 lumsiu/eeniaumisdeidiun d5uinagieddaiunnwagvesdfondedoiiuni

s

wuudmemalulag msiuningeanluntafi 3 (Observation Page) vaantidaifuniedidnnseiind

'
al

AMUFULUUNE I AUYEU




n5.-9

2. nilsfaiiunenidu (Emergency Passport)

2.1 g¥udrefemdanisdoidunaaniduliuagindsliiiu 60,000 @ mnviv) Inedy
GRIERIAERE TR RN

2.2 IinsreziaIn1sldau (Period of Validity) wisdeidiuniagniau iy 12 weu

2.3 navesaNidaiAungndu (Booklet Size) Wilulununnsguues Machine Readable
Passports Wardd1uIu 8 i

2.4 msoanuuugUiau (Booklet Designation) #aafin1s Stamp Ainthunuisdeidunisanidu
11 “Emergency Passport” iiievsvenithilinisdedumedidnnseiing

2.5 fessyylavandud umivdeia unanidu (Passport Booklet Serial Number) 1w 8311y
widedumadidnnseiing

2.6 oMU AN NYMEATUAIINUABANY (Security Features) LazA1unALAY8Y
wilsdelAuniegnidu

2.6.1 AudnwugAuAINUaBATBuLazAUAT AT ITIEaIAUNIRNAu SUT 1R BY

1L@u0e89UeY 9l

dauusznauvas e AOUANEOL AuaNTANLY
nisdaLAuNg fuanuUasany
ddannsatind uazdrumada
Un (Cover) AUNTN Hot stamped Gold or 1. sosdutandunsien
(Front cover) Silver foll letters and | AN wgsTiaNEangu

9 Y

logo on the front cover | NsEAMWLITUIIMUNTUAD
M3TaYu ledyulAuy
VNUYIUADNTA AN LAILAR
N139 N1saueen a1swen
Ymuarmynaraledunsd
2. mstlumerdseu (Hot
stamping) 7l dead
AMNNEALABILINAR

aanuazdnaanulanshy

uluanunisalund

v s LK) v =3 L7 U 6

ATUNAY Taif1vun sanluiandunsiey
(Back cover) WEINUUNAUNATN

et '4%‘ W Lt “‘J“:'// 5. =22 .

6. (\" 7. M 8. fMpr~ o,,% / 0. @&t
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Unanulu

(Inside cover)

Under UV

1. Security fibres UV

2. Rainbow UV print

3. UV printed passport
number on the front
side of inside cover
Without UV

1. Two-colour Guilloche
2. Anti - copy pattern
3. Micro text

4. Relief design feature
5. Latent image

6. Laser perforated
document number on
the back side of the

inside cover

Data Page Plastic laminate

Once the data page has
been personalized, it
should be protected by
a laminated plastic
sheet.

Laminated plastic sheet
should be embeded an
optically variable

feature.

Paper Data Page

1. Chemical sensitizers
2. Appropriate
absorbency and surface
characteristics

3. Security thread

The Data Page Reverse
Side should contain at
least two features,
including (1) UV
fluorescent ink and

(2) two-colour guilloche

background
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Security printing
background and text
printing

1. Rainbow printing
2. Microprinted text

3. Anti-scan pattern

Ink specification

1. UV fluorescent ink
2. Metallic ink
3. Penetrating

numbering ink

Numbering

Printed number

Visa Page

Paper substrates

1. Two-tone watermark
2. Chemical sensitizers
3. Invisible fluorescent
fibres

4. Security thread

Security printing
background and text
printing

1. Two-colour guilloche
background

2. Rainbow printing

3. Microprinted text

4. Latent image

5. Anti-scan pattern

6. Deliberate error

7. Tactile feature

Ink Specification

UV fluorescent ink

Numbering

1. Numbering on all
sheets
2. Printed and laser-

perforated number

[

N3LAuRDILANAN YL

a a

guthuardidnuaeiuing
WnzaN (appropriate
absorbency
and surface

characteristics)

Binding

1. Interlock security
sewing (Lockstitched)
2. UV fluorescent

sewing thread
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3. Multi-colour sewing

thread

2.6.2 #v03UnvelsFalAunNgNIAUILA DILANANINMITIFBLAUNIIY A MTaFRLALNNN
5195 wazviideiiumaeyanaily wazdulumuiigitisimun
2.7 desissuuansaumasasiumseenvisdeiiunaniduiarinigiudeyamivdaiauna
andu wiousvuiindeyansesnwisdeidunsaniduadly Passport Data Center (PPDC) wazsias
USuuseteyaliiulagtuegaue
2.8 nmsiunamarslumityanalunindeyavedendidaidunis (Data Page) sy

MY (Grayscale) wazanunsafiunniggunsaifudiiasdmivdtinaulusiuseme

a

3. lNE1SLAUN19RNRAU (Emergency Travel Document)

v ¥ 1

3.1 giudereandaenarsiauninduliun

v

" v

A3141alaiAu 200,000 Aty (@esuau) lnaidu
AltAnevedsudn

3.2 awavsenarsiiulusmudewuziinluienals ICAO Doc 9303 Machine Readable Travel
Documents on Emergency Travel Documents aUuangn

3.3 qudnwaziumulasadsuasiumelaveaonansiiunanduiiguiainauedesd
athation &eil 1) Anti - Copy pattern 2) Guilloche 3) Security Thread 4) Watermarks 5) Chemical
Sensitizers uaz 6) Rainbow UV print

3.4 Fosszylavariulavtenasiiunisgnidu (Emergency Travel Document Serial Number)
Wudeaiunidedumadidnvseing

3.5 feailsyuuansaumasesiunseanienasiaun1gndunazinviigutoyaonansiiumig
anidundesistuiindeyaniseanienansiiumnsgniduaslu Passport Data Center (PPDC) uaz#os
Uiuugeteyalvdutagiuegiaus

3.6 NMINUNANEIBLazToyavaey fomisdeidunialumin Data Page Aauduninyiac

(Grayscale) waganunsanunssgunsaifudfosdmsudinaulusiaseineg

4. vilsdaLAun19AINa (Digital Passport)

R 3UARLEURTEUUAULUUYRY Digital Passport munAsg i ICAO viiederimuaves{indn
Tneilowruszneu sl

4.1 vilsdaliunehivia (Digital Passport) faslgaunu Mobile Application lagaunsansivasy

wazBudunnugnaesvestoyalietnuaenduuaringeiionuunsgiu ICAO uaxll QR Code %30

L Q—- W T s b‘;“z’l/ 5_//

O = 7. s.mwﬁ/ n/( n_omd
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Barcode dviiunstudiusinureenansidsia Inssuiunsdiswaiiennuvasady wazanunsasnuls
MngUnsaifisessy

4.2 fFudredemioudiudsuzuuvuvemidoiiunsidvia Wiaenadssiuulourgues
f31419 aeldideulunarsraviaandirnue weliuulednsyuvansesesfumsidsuulasuaz

Y

MBI IDINUNINTFIUTNEITD

R L s S s
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