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(5) enuszeznafimsinihvideifumasazatuegluanues 9
(6) Wasuaguzmledoium 1wy nuRa1y endn gauvne 19U wasssyvaEa
wiouuuulvdionarsnisiwdeuanus (G mudninsldvursadmii
(7) Fungioyadniosm uardayavisdaiiiune niausensieanluguuuy POF anul
avisnsldnuvendminildognaay Sl
® Jayaf13aeY
® N IMOBULIUAITDIY
® dayadiung
® (anasauNUUIENBUAISDT

® LaMsNTIARUTRYATNNASIUUMTREVTS (1:1) wazwuuvilssangy (LN)

4.2.7 szUURnausuMIIussuuvisdaifiunig
(1) AeaflanmwInaoudaelnaAeatunmsidaussuuads
(2) fpadlszuudnifuanudniiuntendinsiinousy (Feedback System)
(3) 5993UNSHNBUIILUY e-Learning wazuuu Offline Training

4.2.8 52UY Resource Utilization

v

IAYUaTLANING Performance Management %38 Performance Monitoring 89
sunsalinSetnedeanslussuuiriotny edelion fil

(1) CPU Utilization

(2) Memory Utilization

(3) Interface Traffic

(4) Hard Disk Utilization

(5) Link Traffic and Link Status History

(6) Concurrent Session

(7) Database lock Session

& v

4.2.9 3EUUIALAUTY 16lugdting rver
(1) awnsadaivdayaiifsadastunsivimsmisdadumalunsditliannse
Wewsiouguddeyamiedaiums uasfenidfoyalasdnlutfidonisifoudenduduund
(2) anunsoudlod gmianudaug swostoya (Data Conflict Resolution) 7 1A ndu
ijaflﬂﬁﬁ’\dd‘ﬁm&ﬂﬂ’mﬁ’iﬂ'ﬂﬂwﬁ’]\! 7 Tunafyaiu
(3) uiadeumnmsihddeyalidisaie i miiiawnsansivasuuazudlyle
Viuviaehi
(4) 9YNe UL High Availability (HA)
4.2.10 szuvdaiudeyassnasnsreufiumes (Log Management System
(1) Jauiudayaasrvsmemsuiimesluzuiuy Centralized
2) AvIv@eUan Uy Unsaifids Log iunindwhnuuasaunsauansdaya
ammuwaqmm'luiuuu

/—_1.>_—_€ 3. W 4. (){' 5. N—
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(3) annsadaifunazdududaya Log mudaulufidiuusls

(4) lunsdifildanunsad eusdefussuy Log Management System A o33l Caching
Mode dwiudsyndaya uasdasthdstoyalnednluffidlonisdoudandutuund

(5) AusaeEnTIBULUUTIEAT ety TedUn Seldeu uaaLYIa
QRIS

4.3 syuuuimsiamsgiudayauaysvuunzanit

4.3.1 szuugeiuiuimsiansdayantdidaiuniadduiug

4.3.1.1 WJusruudanisgudeyaidsduvus (Relational Database Management
System) fiatfuayunsviauiuy Multimodel fiffavavsgndas

4.3.1.2 @ansavhauuussunduRnns Linux way Windows Ieituaenaiae

1313 \ivdeyauazuansualiianwinsuazn mdingy Tasfissuudadosn
WAUYNT

4.3.1.4 ¥ In-Database Analytics 1 8d$79 Analytics Application L 8 Querying
and Processing Toyalnglifundoudradayasenangudeya

4.3.1.5 ¥191ULUU Query Optimization il 8928t ussans awlunisvhauvaes

RN INTGHE

4.3.1.6 saesfumsdaivliayaluguuuu JSON wasannsadenlitoyala

4.3.1.7 ¥ansfifugtudayalag Database Engine fianunsodaunduluganianiiiivun
livanessdiv

4.3.1.8 fimsesdloatuayumsyinauiuy Web Services 138 Web Browser ludnuniy
Low-code Development Platform

4319 sesfudnunzsaniiiu Analytic Workload
43.1.10 iLﬂéﬂﬂﬁﬁ)‘ﬁl’lEJI‘Uﬂ’]‘iQLLﬂ‘EBUUH‘S%\J’mﬁ‘ET’eJlJ“ﬁﬁ'N 9 adten il
(1) ATI9ABUANTUZYBINIWEINTAY 9 (Resource) 1u YTunmunsldau
(Utilization) 289 CPU #u781@317147 Wag Disk 1/O ixUU“ﬁ’l’ai‘J’aLLax Server, Uptime/Downtime 284
ssuutaya MTIATILY Performance v83TsuUlaya Top Activity 98¢ssuutayanasuansaniy
Web Browser ludnwazaainsmla
(2) asradunasiiasiein1sviuwasdd SQL fidwanszvudeninens
2831ATaq LLﬂzﬁ1ﬂ1‘iLLﬁL‘UﬁJ%@‘dSﬂIﬁﬁ‘]ﬁL& sQL viheulaadaiiuszandamlaednludi
(3) awnsadaiudeyadymitintutussuusig 4
4.3.1.11 ¥nukuuaalusifluanuway Change Data Capture (CDC)
4.3.1.12 fiadesiiolun1sudmsdanisnisvin Replicate Data waznisasiaaeudoya
laimsafiy (Out of Sync) Tudhweazvas GUI wie Web fifimawnsasgos et
(1) Us®M133nN13n19%n Data Replication
(2) U%’wqaﬁauﬁl‘uﬁhﬁmﬁa (Setting) #i13 9 t1uvtnae GUI
(3) L%'Em(f] Log file W1un13 GUI Iaglidas Download Log File TRCERR
Local Administrator

_ 3

KIS—S—‘:WW\J . m.g . I'h;n;f
6. M( 7. 8. j 9. E)Elog 10. (y\—/
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(a) asnaputoyadiliingefu (Out of Sync) st lddessiuasne und was
eduilinsafuseinegrutoyadunuazuanemals
(5) avvaeudayaldviuil vistwunlinsivasududiaaila
43113 ms¥nwmnasadsvesdoyn fesausasudunisiiediaios el
(1) 5845U Authentication wag Authorization
(2) ansauthsviataya (Encryption)
(3) 5995V Audit Logging Lﬁaﬂﬂ%aaumﬁlﬁwﬁeﬁaga
4.3.1.14 nansiusesnnidvesnindueivioanuvesiudnlulssmelnevasssuy
wWalimssusesatuayunisuinis saufen1sUsuse uUssansaiw (6n3) aaenszeziaan
nsiufiunumulasanst TnegBudeiausfewuunidesusesinaruduenarsiudaiauede

4.3.2 szuuiszdaazuInsianisaietis (Network Monitoring and Management
System)
4.3.2.1 Av19@BY (Monitoring) anugnsvihnuvesgunsalaeluaiovrsle liveaundi
1,200 gUnsal warsesiumsvengleibiviesndn 5,000 gunsel i'auﬁy’w%mﬁﬂmmUﬂinhﬂ%’a“u'm%‘aa'ﬁ
LuUTIAUS (Centralized Network Management) skeil anansnifihszdafugunsalindotheiiaua
4.3.2.2 as1vaouanuzmvhauvasgUnsal fail
(1) aunsal Network i%u Router Switch
(2) gunsal§nwanulasnssiniatie
(3) Operating System 3@ Server
(4) Application System
(5) Embassy Network Connect System 81 VPN, Zero Trust System
(6) Firewall wag IPS
4.3.2.3 i Network Configuration Management W aviing Backup Configuration
uae Restore Configuration ¥84gUnsaila
4.3.2.4 i Inventory Management Lﬁaqﬁagammqmid
4.3.2.5 YanguvatguniniiaIetglanaiegunuy
4.3.2.6 YRR UANNTULTY/ANUER Y (Severity/Priority) vaunan1Tainesiad

Funnsineiu

4.32.7 fmuad Threshold vesgunsniiaiedns uazududoudiosn Threshold unin
fifwun

4.3.2.8 6R4UIUABUANULNITVNILTDY Device UENBBNIIN Service

4.3.2.9 LEMIHANIIATITABUNITVIIUYDY Network Topology 'Lug'tJLLU'U Graphic
TauuumuIasa

4.3.2.10 WaAMIHANIIAIIVEBUNIIVINUlUF WU Business View Iug‘lJLL‘U'U
Dependency Mapping 581314 Business Service fiu Object ¥3@ Parameter 48%2Unsad Wi
Fuwmuainsliuinisiiiaund (Root Cause Analysis)

4.3.2.11 uanawa Dashboard l93nnnd1 1 wihae laganunsadianiuuuunsuwandua

e — ] f'ﬂﬁ
L W— W ) a (]‘ ' 5. o
6. M/q 7. ﬂ’- ot 10. W‘/
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6.32.12 Waeulifidrsunsudleliddauniifietutugunsalmume Email vie SMS

4.3.2.13 pans1eauluguuuu PDF uay Excel

4.3.2.14 adeseumuimuanalaednlul@ (Scheduling report)

4.3.2.15 @wn30A5I980Y Throughput uaranuzAietsvesdnineuieldly
msufledgmlunsideusessuuivguddayamisdoifumauuu Real-time

433 szvudniiuuasiiiauiioudayafiuins (Automated Biometric Identification
System : ABIS
4.3.3.1 sewdwiaivayunisiaivdeyagunwlumin

(1) nwdefidaiiuasdesdiamantfos 1SO/IEC 39794-5

(2) nszvIumslisuifigurnmiouvesgunmivinseiu (Face Matching)

(3) shegunmlumihliluiuiiuasuansgunmiidionn

(@) Tuiingunmlumhiienelfiduwuud

(5) ivteyasumwluniuiaseiiannsoszyfumisveanismuazuiud
Aunusla

(6) fvupdumisfimunrauvasmatieniwuarUiussRuiumiaindas
Timngay Tasssuuiamuaduuuusalui@

(7) deadszuuslumhiiamisassysfyanasenmaislumii (Face

[
=

Identification) wazgiUSeuiisugUluninineduduiupralfieniu (Face Verification) Tunsel disil

® UNANWETBIATYEAITUBLNTT +/- 5 83T uasyuB BRIy
AITHRENTT +/- 8 41 IINF MU IUNN
® SIMIUATULUABIM LA YILAR
o Tauiuanem (eniuwiudmwiawiuiuung)
o TawuanilaifinsTndaifefidulngredlumi
(8) mstufinamlumin (Facial Image) Iildulumusnasgu ISO/IEC 39794-5
fusemeldaraneumsiudeauaiiiuegiees
(9) fimsnsiadunislaudivaaniidulumuannsgiu ISO/IEC 30107-3
4.3.3.2 wowdwsauayunisinfiudeyemeiuniige
(1) meRuviadefidnifudolianaution ISO/EC 39794-4
(2) sessumsdmivia 10 Sauuy 42 usuuuitasiia FusgAugunsaifumies
urasUTELAY
(3) SumeRuiidolfluiuiuazuansiaefuiaofiewls
(4) Suiinaefuviiiiofels
(5) drumeRuiiflauaniulNlunsdfissuuifndndos
(6) fimsnsaadumslanfivaentilulumuninsgiu ISO/IEC 30107-3
4.3.3.3 gavnwiiaduayunsdaiiunmaiumn (ris)
(1) Fafiunmiunuasysuamunmessnwlasnludflavaiuse Zoom
waz Focus NMWATUAIWUU Automatic Real-time

————— \ .
L 2 W 3 W 4. (-)( 51 fra—

=

. fDS'la{ 10. W
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(2) maAua e i uluauunsgu ISO/EC 39794-6 (Iris Image
Interchange Formats for Biometrics Enrollment, Verification and Identification Systems)
fvssmaldaranreunsiuteiauaduedaion

(3) dmsnsadunslansvasniiiluluauuiasgiu ISO/IEC 30107-3

43.3.4 wows wrdaduayunisnsivaeududu/ssydynaa (Verification and

Identification)

(1) szusmudnluidladlddeyadunnsvesfushion

(2) Wivuiudeyatunmsiudoyaiiivlilugpudeyenddadumaiiotudy
wazszyfyana Ineliauwiuduaraunilumalisuidiou

(3) Wisuifeudeyadanesléfiuuy 1:1 uaz 1N

(4) enusoarTvdunmlafivaenuasiayalmng (Presentation Attack Detection)
\Wu M3AT193UMsiiTin (Liveness Detection) TneiiA1sesumnusiula (Confidence Level) fiwanzaal
Wi atfostun1slaufinasnaiuuInsg Iy ISO/IEC 30107-3 Information Technology — Biometric
Presentation Attack Detection #38 FIDO Biometrics Requirements

(5) Minalulagnsrvasuudu/szyufynnaiiniunisnaasuain National
Institute of Standards and Technology (NIST) wuu 1:1 uaz 1N vasnwluuin (Face Recognition
Technology Evaluation) waznmEneRaiile (Proprietary Fingerprint Template)

(6) Imalulag asasududw/ssudaymnauuy 1:1 uay LN Y830 1UM
Tunsdifinmlumiinuasanefuiideiansonmaaouls

(7) awnsadtwoyadiumslusvuuulng jpe pdf .png tiff .csv wiau
Wisuisuteyatussuuguteyavidedaidun wasuandnanug1dnemnue

(8) fimsuiuusuanIon; (Learning and Improvement) waAnssunsiasas
Wisuieudeyafmmsiunmseyindndeen seadmiiiinsaaeudiios euiuussuszaniam
YINSATINABUBUIU/SEYfIYAAA

4.3.3.5 Lenansiusesniniivewdni ueivieanuvasnanlulssnalngvesszuy

dialinsfusosaduayunisuinis :autan1sUiuUse slszdninam (§ni) raenssuzinan
mssfuaunalasiney Tnediutaauedouuunisdesusasdnanifuenasiudeiauadae

4.3.4 35U Next Generation Firewall @1913UN151918 952UV 18 9 (Access Policy) way

N159529UABANATY

4.3.4.1 finalnnisud ai ounazasunugld iuluuuy Real-Time 1 el oyauas
aaumwﬂ'ﬁmu Applications uaz URLs luusiag Filtering Rule 161

4.3.4.2 @W130A1MUR Security Policy m1u User, User Group ¥38 Machine 628
MmNy Active Directory Tnslifasiind swanduadifisidinuy Domain Controller uaziA3es
voufldanu 93 Authentication ’u Browser Iddmiugldauitlailfoglu Domain vos
29ANS

4.3.4.3 LAAIEDANTTIEIU (Hit Count Statistic) vasumaz Policy W Access Control
Rule uaz NAT Rule 1@ .

T m— ~ W
L - 2 3 TM i a. 0{ ) 5. f—
8. 1 9. 3575 10. W
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4.3.4.4 1997 Routing WUy Dynamic Routing lawn OSPFv2 uar v3 , BGP, RIP,
IGMP uaz PIM Talduatnstlay

4.34.5 vauludnuay ISP Redundancy 189 auwuy Primary/Backup wa Load
Sharing

4.3.4.6 vy Intrusion Prevention System (IPS) Tasaunsadfasfiufaanaiy
'LugllLLUUGi’lxﬂ 9 18 19U known exploits, protocol misuse, tunneling attempts, system vulnerabilities
wa¥ outbound malware communications Wufu :

4.3.4.7 n5133uvan (Bot) lalaeifnsmsiaaauain C&C Address 3o Website,
communication pattern U83UaNKaL Bot behavior laduseetae

4.3.4.8 Jeatuniilaudnuluslaaea DNS luguuuu DGA (Domain Generation
Algorithm) wag DNS Tunneling 1agn15L% Machine Learning lun1sasavasulduuu Real Time
Tnglissesanarlunmsowen lailuetslon

4.3.4.9 Uaafunislandluzuuuu Phishing runisldeu web wis URL 16

4.3.4.10 YearufeanA1y Zero-Day Inunisdslnddasasdnlunsaaouldifs
Sandbox Uy Cloud wagsassumsvinausuiugunsaitasiusiionnaiu Zero-Day wuu On Premise
(On-Premise Sandoox Appliance) Faiugunsainanfasiavoderulilusunanse

6.3.4.11 nBRAWS T 1auefosdnoylunqu Leader 189351847U Gartner Magic
Quadrant for Hybrid Mesh Firewall T 2025 w3aUagaduatieion

4.3.4.12 lenasiuiasannidivewdninsivisavesininlulssmalnevasssuy
wiel¥imsusesatuayunIsuins sasin1suudse dudssavsnm i) arensveviaams

o = val v v oo w @ ' P v
ﬂ'\Luuﬂqum']llIﬂi\jﬂ']i'l IWEJQF_I‘LJ'!JEJLE'(‘NEJNQG LLuU‘lﬂudaa‘SUimﬂdnﬁ'l’JL'meaﬂa"l‘iEJU‘uaLﬁuE]ﬂ'JEl

4.3.5 sruutlastufuanauuuiaies Client
4.35.1 {Ju Platform Afmuasolunisesiamseanaui iiadulussdng
(Threat Hunting) uaznismieyanuisdlssesdeanmuiindu (Forensics) v vinwuilam
nsldau gFudsasinisudily
4352 Agent Software fastlasfusvgneuiiifisiuuueisseuiameignite (Clent

W

N

e

(1) Yostumslaufiigaslwivesszuu (Exploit Prevention)
(2) Uosiutiauas (Malware Prevention)
(3) doarfunsloufveaauassziugeiildivedalanfuuullsing (Fileless)
() Usariunmslaudlosldivainues Al-Based
(5) Uaariunmslaudlasldmsiiasizving@inssu (Behavior Protection)
(6) Unaiutiauasi3unale (Ransomware Protection)

4.3.53 Agent Software fiagtoeiu Exploit Waz Unknown Threat uaz Malware 1o

Tunsaiiiliamsonnsai Management Console 1¢1 (offline)
4.3.5.4 Agent Software mmsnmmmqlﬂuuaﬂﬂsmTﬂaluamﬂmmwmmaﬂnsnﬁ 7]

Suinaaue ’
(VW
/,__>7_ _
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4. 3 5.5 m“w Detectlon and Response 'Lumwswmmumnmu wa¥TIUTIMtoyA
MnAINTINEe 9 AAnTunudisneiu Tnefianuannsnathation fd
(1) @5293unI5lauf LLa:',GlE]'UﬁuaﬂmiJI.W]ﬂ'l‘iiuwmﬂ'uu (Endpoint Detection
and Response (EDR))
(2) "3m‘sw:ﬁmmLmﬁuﬁﬁwaaﬁmmﬁﬁﬂﬂﬁu (Root Cause Analysis)
(3) wana Timeline 'uaamﬁ]m'miﬁt,ﬁm%u (Timeline Analysis)
(4) mwmﬁ’uwlnﬂm?{ﬁﬂ‘?]'u'lumﬂ'ﬂi (Threat Hunting)
4356 $895UAS Query Lﬁ'aé’umiayjalﬁaa'wﬁﬂszﬁ'nﬁmw A28 XQL Query
Language %38 Falcon Query Language %38 S1QL Query Syntax vi3aifisuwile
4.3.5.7 Aumlud (Search) wSoms193ulne (Detect) idptasde uwardevhanelng
A4na1 (Destroy 38 Remove) #38 Quarantine Files 16
4.3.5.8 fumdeya lgsesiumsaine Rule tassadudeanauedssranfiameignie
(Client) 317 Indicators of Compromise (I0Cs) %3 ® Behavioral Indicators of Compromise (BIOCs)
%38 Indicator of Attack (I0As) w3aifisuivila
4.3.5.9 finmslumsmevauswiasivana1y (Response) atnevioy ol
(1) w3 edan1sid susiaind ameuRunes ey (Isolate Endpoint %38
Network Contain #38 Network Quarantine)
(2) ArUANLASDIRBNTAABTaN11Y (Remote Access Session) iU EMUTEU
Live Terminal %38 Connect to Host #38 Remote Shell uax&1MyANITYNIIUYDS Process 1A381
anv1e (Terminate %38 Kill Process) 1o
(3) v Hash vaslwdfisioenistleatiuld Wy SHA-256 wiaifieuwhls
4.3.5.10 ¥1197u391A Y Cloud Sandbox %38 On-Premise Sandbox 1§ nseivinau
U On-Premise Sandbox Wiawus On-Premise Sandbox Wiadalinseurquuaziiswasronsveu
43511 U%m'ﬁa'f@nﬁmnquéﬂaw (Centralized management)
4.3.5.12 fyiun Password %38 Token w38 Passphrase @ wiunannisinds Agent
911 Management Console Lﬁﬂﬁmﬁulﬂﬁ User aauﬂﬂ‘iﬁﬂﬁ% Agent software ¢
1.3.5.13 wanwa Dashboard uay Detection Details lnefiruannsoatnaios dall
(1) wanasuuAIesfinnse Agent 16
(2) ¥ MITRE ATT&CK Mapping %38 MITRE Tactics ﬂumﬁaqnmuﬁmswwu
6.3.5.14 Wi s 7 lauadeavnegylunay Leader ¥83931897U Gartner Magic
Quadrant for Endpoint Protection Platforms U 2024 3eUaanlustes

4.3.6 33UU Web Application Firewall
4.3.6.1 sialJujuLULYDY On-Premise LUV Virtual Appliance waz/n3ou3ins
Aa19 (Cloud Platform) Inasasdinislwuinis Content Delivery Network (CDN), DDoS Protection,
Web Application and AP| Protection (WAAP) l¢atiafiussansamw viadi Tunsdlfild Cloud Platform
sosaanzlouluugining
4.3.6.2 Unaffunslaufusznm DDoS (DDoS Protections)

("—1

e
0. WYV
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(1) Yesfumslamnnlusesueiote (ODoS attack) fisesu Network layer 3, 4 uas 7
(2) WoailiA3orned dmvausalunistestunslandanlussiuenseve
(DDoS) wua 5 T8 1Hustneiey
(3) #eadl Point of Presence (PoP) atinstiae 50 yavialanuas PoP agwtay
1 yaludsznalnedfinsifeudaiulassioiinadeudotulassedumesidasyninsssne
(International Internet Gateway: IIG) Tuuszwealve
4.3.6.3 Ussfuiiuuaundiadu (Web Security Functions)
(1) wamIs1B YUY Security Dashboard Uy Real-Time %38 Near Real-time
Tnouansfoyaunasiiuivasnislond 1wy IP Addresses, User Agents gz Countries
(2) daFin Web Application Firewall (WAF) 1 (Custom WAF rules)
(3) daen1sasfunislaudlagld Database IP Reputation
4.3.6.4 Uaarumslausussinvuan (Bot Management Functions)
(1) Aeiuavionuusssyineuaniuiged Tvamnsassyuvasiiuuesnsloud
WU IP Addresses, User Agents, Countries waz ASNs lalduseatios
(2) wamateyauu Dashboard neldiwaila Heuristics, Machine Learning (ML),
Anomaly Detection (AD) w38 JavaScript Detections (JSD) lowdustinsdey
4.3.6.5 WwlsEAnsniiuneundindu (CON & Optimization Function)
(1) siasludms Authoritative DNS Services dwsulaiuansisoe
(2) s995un13IUIMs Clean Bandwidth 1@aenstior 20 Mbps vi3e 6 TB Reliiou
4.3.6.6 uAMITIB Dashboard Functions lnefimnuanunsaatheton di
(1) wam3s1e37U (Analytic) Ul Dashboard WU Real-Time 5@ Near Real-Time
(2) 15ung Firewall Event Log %38 Audit Log 19
4367 uAnA s Lauadeadnoy lunay Leader 18951837 Gartner Magic
Quadrant for Cloud Web Application and APl Protection (WAAP) U 2022 w3eUanamlustniae

4.4 s3UUUIMITIRNISNYLAAISITME (Public Key Infrastructure : PKI
s¥uU PKI fitaueseaduluamderimusues ICAO Doc 9303 atuaan Tuwade Machine
Readable Travel Documents, Part 10: Logical Data Structure (LDS) for Storage of Biometrics and
Other Data in the Contactless Integrated Circuit (IC), Part 11: Security Mechanisms for MRTDs wa e
Part 12: Public Key Infrastructure for MRTDs uassipifinaiautifatinatoy Fail
4.4.1 uuua'mnmmal.anmauﬂa (Key Generation System) dw3u Country Signing CA
wez Document Signer Aidvwnlaiviosndy ICAO Recommendatlon fasllasryUsznauaegiuae m‘u
(1) Hardware wat Software '.nLﬂijamumiasqugmeLaﬂmsaunﬂﬂaam:w
Fufuiivaande
(2) msadrnguedidnnsetindazsudunislaedindrs wisysraigindaimun
wazFeInsyviluanuiifidinisinwanulasasvagaduna

4.4.2 syuuuimsnguadidnnseidnd (Key Management System) fiaadiosrusznau

ag19uDy sl o
-—-—-""_“"T-=::=== :
1 % W 4. C-)‘ 5. f~—
6. Mﬁ 8. 9. OG‘LG'{ 10. W
1. C:é7,5‘ 124/:_-;—"‘1,3. AL,\:J %/V] 15,
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(1) neywadidnnsednddaariinig Roll Over mu ICAO Recommendation i oan
anudssiinguadidnvsedindazgn Compromise
(2) ausou ummummmwmqmmﬁLﬁnmaﬁna' (Key Length) I #ail (Joule
anugvenuIBianvseinduavangdeliiduluaiu ICAO Recommendation Taid1az1d Algorithm
Talunsinsa
(3) m3dakenfunauadidnnsetinddiuyana (Private Key) vildlagidminfives
fie 3 e Alssueumnalifionsaanguainiy
4.4.3 Certificate Management and Distribution Wi BUSMISTANIS Country Signing CA
Certificate ua¥ Document Signer Certificate fisteazidon fall
(1) @¥ Certificates A1 Profile wazanAsgiimvuauazanInUsuRey Certificates
Profile @13 ICAQ Recommendation luauian
(2) dsvuumsdaueu Certificates #13 9 lUG3UU Inspection System waz Public Key
Directory (PKD) w84 ICAQ wazwmiresunuuensaiiginineimunliegsasndouasiiuszansnm
(3) Tun13d1 Certificate WUU Online Process #aefin1sdstoAulusnymzves
Encrypted Message Wazsaaiauaisnsinrouasnsinaauinssuuiiasiu Certificate fuilluszuy
vosUszinAtuate uazszuUNSA S Certificate 1 98ABILENTINTEUUNNTDBNLALBE LT ALA
(Independent and Separate Process)
(@) Tun15d4 Certificate wuU Offline Process §3U3199¢A BALAUDNTTUIUNITUDY
3%'U;]“U“é\ﬁ%ﬁﬂﬁﬁuhlﬁdwaaﬂﬁ’a
(5) fiszuudams Certificate Revocation ¥iwtienidnluiusesiiirseanuiuda uay
573 Certification Revocation Lists (CRLs) Tunsdifinayuagninine Tneudslivssmanng 4 uas ICAO
vsumely 48 $alus vioviidiudszsiegatioenn 90 Sudmdumsuandts CRLs Tiudussmady
(6) Registration Authority (RA) ¥inui17iuslususas Document Signer Certificate
Foallusunsumsveluiusesanizuandiaminann Certificate wiindu
4.4.4 91993995 EAC (Extend Access Control) waz SAC (Supplemental Access Control)
waz PACE (Password Authenticated Connection Establishment) dwisuniladaifundidnnsoting
frdelulasansd Wedhiediliiuieditunis
4.4.5 ¥9vi1 Web Application ma'téﬂmmuwaa@"iﬁwLﬁa’l.ﬁU'szi.mﬁ'u 9 Download YU
Suinnsedindansisag (Country Signing CA)
4.0.6 s935Un15.4 auleasEuy Public Key Directory mn‘wu'wammauamﬁ'aaﬁ’uauu
MINTIFBUAUYNABIVRIMTIFDLAUN

syuudseduaziaudaya (Backup and Recove

4.5.1 UimsdamssruudsauasiAudayannauddesyaris 2 uis (Centralized Management)
#1u GUI waz Web base 1ot

4.5.2 drsowazdauteyaszuuiiiu Physical wagssuuiidu Virtual

e Nf%% Sr{vi N

6. M ~k 9. ('7157-‘g 0 W
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4.5.3 drsawuardAuteyaves Application Database 514 9 Awiig3nd1ervualalusuuuy
Online & 192vi1%% Application vhanildegrad ssseminamsdrsedoyauarldnuiugutoya
INTEULVIGN

4.5.4 duiudaya Backup WuAgunsal Tape Library fllaus

4.5.5 |hsWaveya (Encryption) lumsdsdayauazdrsestoyald

R I I I WM
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NIANUIN N 4,

JefmuaiuAnaNUR TeasdunnuanEME wazduIugUnsal

F5udnesosdnmgunsal (Hardware) dwmdussuunmisdeiiuns defosdivuinuagiuiy
Weanadmiunslinunaensresiailasainms wavsednliinmsnseasvaniuznisidanugunsal
#1749 K1us¥UU Resource Utilization muntanwan a 3. iilensiaaeunisuimsuasmsufofau
Titus¥avisnnasan Tﬂﬂavﬁaalajwudw CPU, Memory, Disk ¥83gUnselsing 9 gnldanuiiuiesas 80
MABANTZUIUM TV yiail TruuazAumivesgunsalae fiszylilunmemnndidudedvun
Fudvindu Tnefieasden wil

1. gunsafiiisadesiussuuAndmiudtinenluusana stuaulitianndt 30 4n

dilnmiulssmemnudsiesdiesasdauargunsaidmiuldianissuuia Wesneemuasmn
wigFuuInislunisasaasuduitlaegefiused@nsiam ﬂwama‘lwmwmﬂfﬂmmﬁﬁmsm
waziSenmlasgravunzanuaziivsedniam Tnefigunsaionedey & il

1.1 wihesuanamavualdviosndt 55 &2 (Queue Display)

1.2 gunsaleudinsuuuaiunyseasd (Smart Card Reader)

1.3 gunsaleenddnasenAndnfuudnsdmiudming (Keypad/Soft key)

1.4 szuuidsasenmiiniuuinig

1.5 1A3aanatnsA (Queue Kiosk)

1.6 gunInienu Barcode uaz QR Code

2. gunsalfudndsauuuinaetfuil (Fixed Unit) sauaulaidiasnth 300 Y

DugunsalsudiesiiAndemeluysiumiasd s esiiniseenuuuitaseuuasiuars
mauauawiami'l%’mwuaaLf«"]’mﬁ'wﬁLLa:Q’%’UU%mi Tnedosanunsavihauldndulwunesulatuay
savlatl WelWansasmidunszuiumsiumfoweniidaiumsldotudaiias Fsmsvineu
vosguniaflulnumeenlatifeinsidhsiadudoyasne 9 uardaivanaisauidny Branch Server)
dmivdninemiludsena uanhdddeyaviviidlodensofuguddeyamidomumaliud, Tnednnaun
uarAudnurtuswasgUnsalog ey il

2.1 T¥ur¥oswen sunszuiumsidivusluniaauan n 2.

2.2 yeuswiuszuusumesevhwildaimumdumanuan n 3.

2.3 fivineuszanananas (CPU) liiviosndn 8 unuvian (8 Core) uay 16 wnuailau (16 Thread)

2.4 Smheanusmdn (RAM) Aiflvuneliidesnit 8 GB

2.5 fimissdnnudeyavila Solid State Drive vuinauglideunii 512 GB

2.6 5995UMSUINISUUY Interactive Na1nAe Tuthesuaniniw 2 i dwmsudmidiuay
feurieddnsentoyaluduiifendes unmie svmeudoyarng q Hiumiesuaasnwuuududa
(Touch Screen) wdautiufius (Keyboard) uwasind lnevtiveuansnmivunlidesndt 10 h vie
wihveuuuduiavunalitesndn 10 § weslmmaziBenlidesnin 1,920 x 1,200 Pixel

2.7 ffunmlumin arefinsiiafe wazamaiuan auiasgiu ISO/EC 39794-5
ISO/IEC 39794-4 gz ISO/IEC 39794-6 MUAWU

1. VW W E a. p ) 5 fn—

o 1 [, omd W

QéyA 12. C/-____.:)/ 13. /%.,J % 15,
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.

2.8 daffuuartuiinanefiedodidnvseiinduu Signature Pad 7ifl Hand Writing Resolution
lsisndn 2,500 LPI 3 efigunsainsileudilfeusmsunitneuansnmuuuduia (Touch Screen)
Y839UnTal

2.9 awnuenansldvualidesnin Ad vadugunsaifiannsaldeusuiuieies Scanner
Tnefimuazidealunsaunuliteasnia 600 x 600 dpi

2.10 figunsaiguimsuuuaiunusass (Smart Card Reader)

2.11 figunsaiguteya Contactless IC lumidadundidnvselind

2.12 figunsalgu Barcode w38 QR Code

2.13 Yuiinamuaznmiedoulnuuziiuteyadaunns

2.14 ynnuswiuszuuiutszRuuazeenluaiaduiudidnvsedind (Electronic Payment
and Electronic Receipt) 191

2.15 wuwluAm3as luiadesuiu warlusudumisdoduma wuuldammdou (Thermal Printer)
WIBUTLUUARNTZAT IR ULR

2.16 fgunsaiveaniuiiomnrauienrududiud saiailseuulndesadng uay/mie
m‘sm‘uauLLaaiaUﬁNﬁ'mmxaﬂumﬁﬂLﬁumw'lwﬁ'm'mmmg'tu ICAO Technical Report, Portrait
Quality (Reference Facial Images for MRTD)

2.17 fpudieuresruuLAiaty (Network Interface) WUy 10/100/1000 Base-T wiofn

2.18 annsaldnulaliosndt Wi-Fi 6

2.19 Wszuuufuansiliavansgnissnungmne

3. gunsaifuArFasuuuuInIAuLes (Self-Enrollment Kiosk) 3nuauliitisand 240 wa
Hugunsalfudmismuuiimemuesdefuineesewenuuilimeny siualy Yaendy uay

mnzaufunsldauresfuuing lnedosaunsavhauldvislulmnooulatuazoonlad iiels

annsaddunsruiunisiuiieswenisdaifumaliegiesaidos Fansvieuvesgunsallulvue

sovlaunsdimsitrsiaduleyanne q LLax%'mf‘mmﬂ%«ujﬂm (Branch Server) Aidminemluyszine
wiedninuasgunsal uae maamaw oyaviuiiliowd aumaﬂuﬂuwamamaaamumwlm WAl
IﬂauﬂmamumLLayﬂmanwfuumum o]

3.1 L‘LJuq]'tJmeaﬂ’nuUaaﬂnaLLazﬂmmﬂud'suﬁa wiliduiiu Svwefinrauuaziiisnns
Hesfumsaudvs/muivesyara fdlestunsidnfisdeya

3.2 T5ufdosen munszuunsiisvunlunamuan n 2.

3.3 yheusaiusEuusums eV wisdaiumdidnnselinduwuu Kiosk Tunnawuan n 3.

3.4 fimieuszanananans CPU Litiesndn 8 wnumidn (8 Core) way 16 unuiadlau (16 Thread)

3.5 fvthuaudman (RAM) Afuunalidesnit 8 GB

3.6 dmhedaiiudeyaia Solid State Drive wwnAulidosnd 512 GB

3.7 fiviesuuudularuielivesnit 15 i uasimuasdenlitasnin 1,920 x 1,080 Piel

3.8 dafunmlund aefissitafe uavaimduan Idauuasgiu ISO/IEC 39794-5
ISO/IEC 39794-4 uaz ISO/IEC 39794-6 Aua9U

’MWW‘NaO’ A

. R szl YW
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3.9 dafiunarTuiinaefied odidnnsednduu Signature Pad il Hand Writing Resolution
laifndn 2,540 LPI vi3efieunsaimaid suiildeusutuminewamnmuuudiuda (Touch Screen) 74
gunsn

3.10 Hgunsalduunsuuuaiunyszeasd (Smart Card Reader)

3.11 Hgunsaleu Barcode w38 QR Code

3.12 figunsaigrudeya Contactless IC Tumivdaiiumdiinvselind uavtufinnihdeya
(Data page) uliluguuuuvasindgunm

3.13 Yufinmmuaznmiedeubmansivdeyatouns

3.14 yhauswdussuusudnseRulazeanlulaiasuilud ldnvseilngd (Electronic Payment
and Electronic Receipt) 16

3.15 fuwlusudses luadadudu uazlusuaumidaidiune wuuldanuieu (Thermal
Printer) wiaussuusinnszawanlusia

3.16 flszuulvidesaine uaz/m3e mimuauuassoutsivnganlunsiafunwlundh
A1UNIMIFIU ICAO Technical Report, Portrait Quality (Reference Facial Images for MRTD) LLazi’JﬂJ‘ﬂg 3
Uiuszausunisasgunsallininsanivaiugvedsosuuudnlud®

3.17 feudeuroszULAZeTI (Network Interface) WU 10/100/1000 Base-T waernn

3.18 annsaldnulalivaendt WiFi 6

3.19 WsruuufURmsiifidudvigniesnunguing

3.20 dszuulvanugiemaanndlng (Remote Assistance)

3.21 fiszvudesdmivetueduneunsldaugunsal

4. gunsaldwiuSuddesuvudauiilulsumndlng

gunsaldmiviuimieuuuindeuiilulsemdlvedodiuimsididudnfugunsaisumias
wuufindeegiuil warldiuddesnen aunsruaunisiitualunanuan n 2. wiemiahmsuiy
szuvsumSeseimilsdaidiundumeanuan n 3. Tnafosamisnvhouldvislulvueeseulatduas
oovlat] Wieldanunsaddunszuiumsiumiomenisdaidunildeswiaiiios Fansvinuves
gunsallulwuneenladdesdmaidrsiadutoyasne 4 wasdaiivasgunsaisumios uas fesids
Yayaviuilifleidourefuquiteyamisdaidunalduds Tnsgunsaldmiuiumieuuuindoud
Tuvsemalneyssnaudaegunsal fadl

4.1 1A3893uAn¥aq (Domestic Mobile Unit) $1uaulsitiosn 40 ya Tnenmaudfuas

v
s (Y

ANzt fail

(1) finurguszanananas CPU ldtpanin 8 unumndn (8 Core) waz 16 wnuailau
(16 Thread)

(2) fvheausvdn (RAM) fidlvunldtiesnin 8 GB

(3) Smhedafiudoyarin Solid State Drive vunaruglitiosnin 512 GB

(4) 599UMIUSMTULUU Interactive nanafe Ivvinveuanann 2 B dmsuidming

wazguuimsldnsendeyaluduiinetas war/vie aveaaudeyasine 9 dunminvsuanin wwuy

.

”/1},‘(—:{—% WN a. (j‘ 5. P

6. Lf\ 7. aa 8. /fn 9. GEI&{ 10. W
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&uelfa (Touch Screen) v3aulufius (Keyboard) wazind Inevtasuansn mdvwelitesnii 10 99
videnthesuuududauuneliltesndt 10 §1 waslmuaziBenlitesnin 1,920 x 1,200 Pixel

(5) FaAunwlumn anefuidhile uarnmainum lemnsmmsgIu ISO/IEC 39794-5
ISO/IEC 39794-4 uay ISO/IEC 39794-6 MUARU

(6) Snnfvuaziuiinaneiietedidnvseinduy Signature Pad 713 Hand Writing Resolution
laifnd1 2,540 LPI v3edlgunsaimsdouiilinusufunteeuansnmuuududa (Touch Screen)
veegUnIal

(7) aunuenanslsivnaliitiesndt Ad visalugunsalflansoldnunuiuaies Scanner
lnefinuaziBaalumsaunulsiosndt 600 x 600 dpi

(8) figunsaiguUnsiuvaunUsyasd (Smart Card Reader)

(9) figunsnisu Barcode w38 QR Code

(10) figunsaleudeya Contactless IC lumbdaiunididnnsaiind

(11) Suitnamuazamndeubnuasiiutoyadunas

(12) yhowuswiussuuiudseRuazeanluiaiasuludidnnsadng (Electronic Payment
and Electronic Receipt) 61

(13) finnluansas Tuadasuldu wazluSudumisdaidumae wuuldaudau (Thermal
Printer) WipUIEUURANTEAYORILIR

(1) fsvuulwdesadne uaz/vie msmuauuasauteimnzaslunisTafiunm
Tumienunmsgu ICAO TECHNICAL REPORT Portrait Quality (Reference Facial Images for MRTD)

(15) dveudouroszuuinIotie (Network Interface) wuu 10/100/1000 Base-T %38
Anin

(16) aunsaldeulalidesnin Wi-Fi 6

(17) ‘Lmvwﬂgummwuawammmaamuﬂgwma

(18) aﬂninmaMm‘l,w,ﬂsaawm'samwmaammawﬂwmm%mnuma‘[,umsmmsn
(case) Wiy Ingussyinidannuwdausaimuniy ﬂaanumsns%mnm%amauﬁwwmaaﬂnm
suiidendeuineldazen uariihwiingnliiu 30 Alandy

4.2 gunsaldmiuatuayunisuddesuuuindsuiilulssmalve Usznoude

(1) szuumdnlulAnduiusiuszuurasienula shuawlitesndt 2 va

(2) gunseivieinTesnouiumesdmiviudisearsssuioudie Suanniengunsal
Jaiuduan Juaulaidesnds 8 e

(3) w3esreuinmesliintn (Notebook) dviununnasutayauazanuuinideya
vilsdoiAunne Srurubidesnds 2 ya

(@ wFoseumiisdeifunedidnnseiind (Passport Reader) (Anudnunizauta 6.6)
urubidaundt 2 ¥a
(5) widoadhsedlnih 1 KvA Srudulsitiosndn 46 ya Sanudnunedusin foi
(5.1) Ifdalwihesn (Output) liitieandn 1 KVA (600W)
(5.2) drsasliildlitesndn 15 unii Tnglfivanfidndeulivesndt 150 W

T e '
y 2 W’: W‘ s p N T

6. W " & m 8. /{ 5. o2 10. A

Q@:, 12 df" 13, {)&\/ 14, COBWY 15,
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(6) \3BsiaIERTd (Laser Printer) 111A Ad (AnauURUALA MG NEEALLD 6.5) 31U
Lailpent 6 ya

5. aunsaisudfasdmsudinauludisssme

gunsaliusasdmsudninauludnussmadeslauinmslagufieanuguninisuases
LuuAsssegiuil warlisudiasmunssuaumsiitmusluniaruan n 2. wieuishausiufussuy
Suifawenimilideiiunmauazszuuiuaemerinenasiaunngnidu/videidunagnidulu
aanuan 0 3. Insdosanunsavhouldislulnueeeyladuareenlad wieliausadiiy
Aszuumsiuideremiidaldiumaldeeraiies Fammhauvesgunsalluluuneewlay fosd
nsuinsiaduteyarne q wardaiivasgunsaiiuiies wassanhdsleyaviuiidedoudony
Auddonavivdaiunilduds Tnsusenausugunsel fadl

5.1 1A3as5ud¥asuuuLAdauil (Mobile Enrollment Unit) S1uaulsitfasndn 220 yn
TneflnnuaniRuarandnuasiu fail

(1) Svieuszaiawanans CPU liitioendt 8 unuwén (8 Core)

(2) fimireanusvan (RAM) fislmunnlsidesnit 8 GB

(3)

(4) 5895UMTUSNSUUY Interactive namAe Iviaeuansnn 2 i dwiudmifiuas
Fuuimslinsendeyaludiuiiiendes uaz/vie avsaeudeyarng q riumiiveuanenmuuuduia
(Touch Screen) viautiufiasi (Keyboard) uazund Inswtihesuaninmilvunalidesnin 10 41 vise
ihaouuuduianusliidosnd 10 i uazienuandealiitosndt 1,920 x 1,200 Pixel

(5) Fafunmlumin arefiusiaafie uaznmainuen Iauenasgu ISO/EC 39794-5
ISO/IEC 39794-4 uay ISO/IEC 39794-6 muinAU

(6) Tonfiunastufinarsiododnnsefinduu Signature Pad 741 Hand Writing
Resolution lsisnin 2,540 LPI videfigunsaimsidedildnusiutumiesuansnmuuudiia (Touch
Screen) v9QUNIRl

(7) TnouTaurosruuIrRens (Nenwork Interface) WUy 10/100/1000 Base-T yfiefnd

(8) anwnsaldanulaliueenit Wi-Fi 6

(9) MszuuuiiRmsitavansgnissnunguune

(10) aunuenansliuunlsidasnin Ad videdugunsalitanunsaldanusuiunies Scanner
Tnefiauazidenlunisaunulitssnit 600x600 dpi

(11) fgunsalgdnsuuuaiunusyasd (Smart Card Reader)

(12) fgunsalddeya Contactless IC lumideifiundidnnsetind

3

fimhedanutayaiin Solid State Drive wwinAnglitosni 512 GB

(13) figunsaigu Barcode w38 QR Code

(10) Suiinmmuazamedeulmvnziivieyatuns

(15) FheauswnussuusuthseRulareaniuasas uldudidnyseling (Electronic Payment
and Electronic Receipt)le

(16) Runlumsos Tuasasulu warlufuaumisdaiung wuuldanudau (Thermal
Printer) W3ouszUUAANTEATWORLULR

/—B_-_—___—,.zc_mf W W 4. () ' 5.

— -
6 bd 1. F 8. // 1 5. om& 0. Q7

1. Q@_{ 12, Sﬁ__‘b——"‘/w. n%',fm/ 14(5:9"/“ 15.
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(17) Sszuuldosaing uaz/vie nmsmuauasseuisisangalunsdaduamlumi
MUNIMIEIU ICAO TECHNICAL REPORT Portrait Quality (Reference Facial Images for MRTD)

(18) gunsaifanualuadasiumiosuuindounrasgad Safunieluussesiost (case)
Fenu Tasussafasifimuudusmunu Jesfunsnssunniinvdmademesogunsal siuielide
woudelfavann uasithwinganlidu 30 Alandu

(19) qﬂﬂSzﬁﬁgwmﬁmmamaﬁgwuiﬁzu,axﬁizﬁuquammzéi’m%’ums‘l%’mu

5.2 gunsaisuAr3asuuunnI (Portable Enrollment Kit) 31usuliiviasndt 110 ya lae
linumRuarnuanumedus fil
(1) fndeUszanawanan (CPU) lutasnia 6 wnuvian (6 Core)
2

]

(2) fwheausvan (RAM) fivunnlivesndt 6 GB
(3) fivheanusrvunlitesnin 128 GB

(4) fintirveduda Multi-Touch auwlitiosndn 10 §1 wariiauazidualitosndy
1,920 x 1,200 Pixel

(5) Smfunmlumin aefuviiadle waznimaium IemumasgIu ISO/IEC 39794-5
ISO/IEC 39794-4 wag ISO/IEC 39794-6 mud1nU

(6) Fniuuartuiinaneiiededidnvseinduu Signature Pad 71 Hand Writing Resolution

[}

il
il

laiAndn 2,540 LPI viefigunsainsifeuildnusiudumiinneuananmuuududa (Touch Screen) v
gunsal

(1) awnsaldaulalivesndn Wi-Fi 6

(8) 1szuuufiRmsaiiadvignaasmunguing

(9) aunwenanslimunslsivosnin At vialugunsaiflaunseldnusuiueies Scanner
Tneflanuazidualunsannulatasnin 600 x 600 dpi

(10) HgunsaldudnswuvaiunUszasd (Smart Card Reader)

(11) figunsnig1u Barcode %38 QR Code

(12) Sufinamuaznmedeulmunsfvasfiuidde

(13) PheusuiussuusutseRunareaaniuasasududidnnsedng (Electronic Payment
and Electronic Receipt) 19

(14) fuwlurses luadasudu wagluduidumisdauns wuuldauiou (Thermal
Printer) wiaussuuRnnIzmY

(15) gunsaifamualurdosiusfesuunnnidosdnifiumeluussaie (case) ey
Tnsussafasifenuudausmumu Jestumsnszunniiovdmadomedegunnl suviddondeudie
Ioagan wardhhminsauldiAu 10 Alansy

5.3 13 asiuvitawwesd (Laser Printer) vunn A4 (AuantAuasaudnuazaude 6.5)

Swuaulsitiand 95 3aq

o W 7. m 8. / 5. om 10. W

L -~
1. Qéy& 12AC'[—\->-"" 13. kph/ 1 e 15.
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6. gunsaidmiumsineurasdineu @wduddnaululszmea)
6.1 gunsaldwiuinedunisdaiumeddnvsalind Swwaulitiesnin 14 ¥ Sauanifuay
AANYRETN Al

(1) dviaeyUszanananats CPU mireanudimdn (RAM) uazmisdaiudoyaiiivine
Tgunsaivhaldednsnisuazaulva

(2) feenmwSeiivihaedudavuialitosnit 10 h uarilnruezidonlitosnin 1,920 x
1,200 Pixel

(3) aunuenansiguabitesniy As vieidugunsaitannsaldnusiufuedes Scanner
lnefimnuaziBenlunsauwnulitesndn 600 x 600 dpi

(4) TuinamenTuiay

(5) fisvuumsasieaeumsenu Contactless IC Tuidamiisdaiiunedidnvseindiiansiaey
ANNABIVBINTT AL

(6) ewnsadnevdsdeiiunisdidnnselindlungu (Batch) 16

(7) figUnsaigu Barcode 138 QR Code

(8) figunsaisulinsiuuaunUszasd (Smart Card Reader)

(9) annsaldnulalutsenin Wi-Fi 6

6.2 gunsaidainuiduvisdaiiuniediinnseiing sruauliidesndt 3 ya dauaudivas
Ansdnunrdush ol
(1) ansadniuiasdunmidadumauuusnlul® Tnoussydumideiumed dnmseding
Iilitfesndn 1,000 i TnefesannsodafvuasAumluguuuuideauagngls
(2) fiszuuinwianulasadslumsiaiuiaunisdadunedidnnseiing lasaiunse
Amualidhddfanefldanunians

6.3 i3nsnauiunDs Allin-One S1uaulaitfasnds 90 e lidmsununmraouiayauay

uuimsteyanidefummandmifivesiinis Tneflauautfusvandnvusdus fo

(1) dvuapyseaiananans (CPU) ludaenin 6 unundn (6 Core) wag 12 wnuLailiou
(12 Thread) LLazﬁLwﬂiuiaﬁLﬁué‘i’muﬁyﬂmmﬁmlﬁ'ﬂuﬂsﬁ*7‘1'c-ﬁ'm‘t,ﬁifﬂammmm‘lumsﬂismawaqa
(Turbo Boost %38 Max Boost) lneiimnauns @y rauniinigan lWidsendn 3.6 GHz uazasil
NIIAINIMUU Cache Memory saluseau (Level) ienfuvunaliiteasnin 8 MB

(2) fviweudmén (RAM) vila DDR4 wisadnin Jvunkitesnii 16 GB

(3) fimhedaiiuteya %iia Solid State Drive vwmANglidoundn 256 GB

(4) fpuFousoszuuiAiotng (Network Interface) wuy 10/100/1000 Base-T

(5) fivoudeusta (Interface) wuu USB 2.0 Wiadnin laltieenin 3 veq

(6) fwduninviuazand

(7) freuanannluda uwazdvuialitios 21 82 mwazBoawuy FHD (1920x1080)

(8) annsaldnulalitesnit Wi-Fi 6 uax Bluetooth

5

— —
6. 0 o=® o 8. ’/f L 5. orszX 0. Q-
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6.4 gunaniFuRuLAHAURY (Cash Drawer) AUANIBssUUEALLITRA Sunbivesndh 60 4a

finnauiRuasandnunedus fi

(1) 5835V Multichannel POS (Point of Sale) systems

(2) fnenmwelimhaeduiavualitosndt 10§ uariauasdeslitosnir 1,920
x 1,200 Pixel

(3) Wamiluiaia wuuldanuiou (Thermal Printer) wauszuudnnseawdnlugd

(8) figunsnisuunslén anunsoenlévie 10 way 20 Tuguiuuneg Wu Code 39, EAN-13,
QR Code, Data Matrix Code, waz PDF417 lailupeatiay

(5) fiaslasuinsuazdasldwSoguuuuentes sessuruadunsivaslveynuunn

6.5 3esiavilaLwaid (Laser Printer) wuna Ad $1usulsitiosndn 90 wides @dl#Tugunsal
AevdmiununTRasuleyawarnuUE Mseyamidaiiummesadmiiiivesinid) Ineflanauds
uazAENUr T il

(1) ImuaziBealunisiunlaidesnia 600 x 600 dpi
(2) fmmudlunsRuivanimuasd Liteendr 20 wiheeundt (ppm)
(3) Ruenansnauninsnlulila
(4) fivurwanuan (Memory) aunlitieendt 128 MB
(5) fioadeusio (Interface) wuu USB 2.0 wiefindn s1uaulsidesnin 1 9o
(6) fvouTouraszuuiretny (Network Interface) WUy 10/100 Base-T
(7) anunsaldaulalidvesndt Wi-Fi 5
(

=

8) daaldnszawlasruiulitasnii 250 wiu

6.6 iwpss viFaiRumMeiAnuaiind (Passport Reader) $waulsitiasndn 30 yn GRIGGI

uasAANYETU Sl

(1) 81uena1s MRTD snxanasgu ICAO Doc 9303

(2) 8 uieya OCRTu MRZ wae Contactless IC uasSeuiisudeyalu MRZ uas Contactless IC
Tnsmsmanisdadumaiissniades

(3) 8rudayalu Contactless IC wuu EAC uaw SAC (PACE)

(@) fianuazidualunisimivlivdsenin 400 DPI

(5) Aunannlauaawuu White light 3o IR dmSuasiaaeuienans

(6) denw (Capture) Amuiidoyamifedaidumaeiisuiulilusuuuulndsunw vie
nid POF ivetufinasluirdosgnineuiausite

6.7 A3 09BN 2LABT U Y (Server Branch) $1urulsitaenda 28 ya finnauifuar
ANyt il
(1) fidnugunseifivunganiievauuuy High Availability luseéu Physical
(2) ImhgUszanananan (CPU) luu 10 unuvian (10 Core) viiainih dwsureuitimesisiang
(Server) Inenanne uazdimnud @y auniiniiugiulivesndt 2.2 GHz Sualiffosndn 1 wihe

1. ’_/\2/ ’4% 3, W' a, o 5.  _—

Tl =d o, W

6 7, . " 9. ©
e >
1. Qéyxs‘ 12 13, /}‘t;.‘\/ 10.C Fevwv 15.
v
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ADI5095UNSUTTLIANALUU 64 bit uazdwiieaudLuU Cache Memory saulussau (Level)
wennulddesnit 16 MB

(3) ivilgaudman (RAM) wlim ECC DDR4 3adng1 vuinsaulitasnia 32 GB

(4) Ivizredaiudaya ¥l Solid State Drive 3efini1 awnAnuyliveendt 512 GB
Tuuldtssnii 1 wuae

(5) fYoud aurasyuuns av1e (Network Interface) WUU 10/100/1000 Base-T 38 nd1
Tuauldtaenin 2 ¥es

(6) 1 Power Supply WUU Redundant #3afinan

7. aunsalszuuiasadiedearsamiudnaululssma

7.1 atlnsmﬂi edeyeyral (Access Switch) Fruqulidasndn 56 ya daaadfuay
Aaudnuazdush feil
(1) LUquﬂiiﬁ‘ﬁlﬁ’N’mLLUU High Availability
(2) Wugunsainszanedygadifiweauuy 10/100/1000 Base-T atfuayunisdiglviany
WASFIU IEEE 802.3 af, IEEE 802.3at $1usuliivaenin 24 wasn
(3) gUnsninaalinasauuu 10 Gigabit Ethernet wuu SFP w3adnd1 d1urlidesnda
2 wadn wevihaudiu Uplink Port
(4) §i Throughput Forwarding %3 Switch Fabric Capacity laitiaanin 80 Gbps
(5) aduayun1svineu Virtual LAN (VLANS) anusnasgu IEEE 802.1Q la
(6) ¥11 Access Control Lists Tuszau Layer 2/3 @14 Source and/or Destination MAC
address, Ethertype, Source/Destination IP address 16 waznmum Access Control List (ACL) auanta
(7) Jasfudsana1ussuulAIadnesie Broadcast Storm Control, DHCP snooping,
Dynamic ARP Inspection Was lpvd/6 ACL Taduegretioy
(8) amnsaudmsinmsgunsal Tnedfinnasuthogaton il
(8.1) Zero-Touch Deployment
(8.2) awnsavinnusmuiussuuthssTuazuimsian1saseleaunIaNuan A 3.
(9) ﬁﬁﬂ.luq.j’]quLWLLﬂﬂQElﬂﬂuzﬂaﬂﬂ’l’iﬁﬂd’lu‘ﬁml,%auGiE]iSUULﬂ%E!‘E}’IEW}ﬂ‘ﬁEN
7.2 aunsalAumiduniaaiate (Router) Snuruliiasnds 56 ya dlauadfasaudnuue

8 ¥
Y]

AU Aadl

(D uqﬂﬂigﬁﬁﬁ"mmwu High Availability

(2) fidasdausaszuuaiatiie (Network Interface) WUy 10/100/1000 Base-T wiafnin

(3) fidayey wm"LWLLamaﬂ'mzfuamﬂ'smmwaawamaizwmiamwﬂmaa

(4) fividiganudiuuu Flash (Flash Memory) aunaliitiasani 512 MB

(5) gnnsarumdumansevelagldlusinaea (Routing Protocol) 1éiln Static, OSPFv2,
OSPFv3, RIP-1, RIP-2,RIPng, Static Ipv4 Routing, Static Ipvé Routing, BGP, IS-IS wag PBR (Policy-
Based Routing)

(6) mwaimLLU‘u Ethernet Waidauratuszuuniationislule ,S
]
1. W MnA \}.) a, Cf 5. Wl

7&“(]"’\6‘46?3 . o. QaeX 10. wr

p !
C)éﬂ-' 12. Q’[—'—ﬁ— SJ J i 14.% 15.

b
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(7) aduayunmantiduauUaenduiuguedsloadadelud

(7.1) 91 Policing %38 Rate Limit ¥padayafiidaluga Control Plane w3a CPU 1
iietlasfunislaufiuuy DoS Attacks figunsal

(7.2) wiaFeudlosinislda CPU wag Memory wasaunsalifupniiinuunli

(7.3) Routing Protection lawA MD5 Neighbor Authentication waz TTL Security
Check %33 HMAC-MD5 Authentication

(7.4) Access Control List (ACL)

(7.5) annsataaiun1svin Reconnaissance w38 DoS Attack aunsaildl

(7.6) Unicast Reverse Path Forwarding (URPF), Role-Based Access Control (RBAC),

SSHvZ lag SNMPV3
7.3 gunsalllesiulaiatne (Next Generation Firewall) 31usulsitiaendt 56 4a finuauds

wazAaEnuztus Fail

(1) 1Wus Uﬂmwmmmm‘u High Availability

2) 1Jus Uﬂiﬁu Firewall wiim Next Generation Firewall LWuu Appliance
3) i Firewall Throughput laitiaania 2 Gbps

(4) fivoufeusaszuuiaiatne (Network Interface) WU 10/100/1000 Base-T wiafini
Puuliitesni 5 Y8

(5) Hvpsdmiusesiunisensassuuiaiadis (Network Interface) Wuu 1/10 Gbps
(SFP) aruuliitiosnia 2 ¥es

(6) avavapunartosiumauninguuuusing o agnaela #sil Syn Flood, UDP Flood,
ICMP Flood, IP Address Spoofing, Port Scan, Dos or DDos, Teardrop Attack, Land Attack, IP
Fragment, ICMP Fragment tJugu

(7) Mwnua IP Address wag Service Port Wuu Network Address Translation (NAT) ag

Port Address Translation (PAT) el

(
(

(8) Routing wuv Static, Dynamic Routing 1@l «

(9) UImsdnnsgunsalinuanmsgu HTTPS wia SSH auatstion

(10) NuuardMeazdenuazaTvaaunsldou (Logging/Monitoring) Tuguuuu Syslog 61
(11) Teueunassu lpvé 1o

8. AudnAantsdaifiuniaunisi 1 uas 2
AudkAanilaFalfiumunsd 1 uaz 2 azdesligunsalsesiunmsudalidesniiuisas 7,500 way
satu lneilgunsaliientesedeioy Al
o a " wa @ [y o ] '
8.1 1A303AUNINBS All-in-One (Auiautfuavaudnuazaude 6.3) 31uaulddasnds
52 9 Tpauusdnuay Al
(1) ssuuuimadnnmaedmilidaiuniaauna wisazlidesndt 2 4a

(2) mimmaammmw‘uawmaamuma (QC/QA) usazliitiaanin 12 2

/>-:“Z';4%.wn) 08 e

6. M 7. WA, /{ 9 0&0{ T Ad

W s, e n&bm/ RN
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(3) mMsasIvdeumINgnRBsIaiviaiAug witazliveendt 2 ga
(@ msdnsuuduvisdeiiun witazlivesndt 5 4o
(5) Msdwpuidumsdolduns uisarlitdesndi 5 e

8.2 A3 DR uW/0aniE uviied i unnedidnnseting (Passport Personalization Machine)
finnanTRuaznndnunztumn &l
(1) Rani/eeniduniidainwndidnvseiinduaslinadnuarsumaaenfuuaziuinaile
vomfdediumamnuiidiuhaauslunmanuan n 5.
(2) Wanthwisdanundidnnseiindlnednlusi@ (Booklet Opening)
(3) Weudoyalu Contactless IC ldmalassadrefl Compliant musnmsg 1 ICAO Doc 9303
(4) ns29gauAUYNABY 1AeN1581uTeYa MRZ waz Contactless IC U3suiinuiy
gudeyale
(5) fvesldnsdoidiunis (Passport Input Module) ildldlitosndn 100 iy
8.3 13 awnsIvEBURMMWdaliuneBidnnsaing (QO) wuusalusa swiuwisas
Litfosnin 1 g Inefinuaufwasaudnuasium fil
(1) asradeusiumises MRZ Willszazuazauunamuiismusly ICAO Doc 9303 Machine
Readable Travel Documents Part 5 atfudnan lngsunisdeiiumsdidnmseiindnniay iawfieuiu
speEdl ICAO fwun
(2) pyrameuAgNFBTesnsinfiideyadiuyana asrameusnuseiimely ieteya
ﬁwmlﬂ'iwiwﬂﬁﬁ'ﬂﬁuﬁ%’aga?huuﬂﬂaa
(3) avaaeuiayalu Contactless IC WiemsaeunSoudiuriudumidafumadidnvseling
Pl
(3.1) wvviledoiiunsiinzusuumimisdoidiunis (Visa Pages)
(3.2) wwvidsdniiunsuunimiladsifiunng (Observation Page)
(3.3) wynidlsdaiiunuazdeyavuniiteyaynnaa (Data Page)
(3.4) Uamlumi
(3.5) doyadauynna loun do/ uwana/ dy1d/ Yuie/ walsesdauszsu/

e/ annuiviin/ Jufieen/ Junivusene

8.4 \A3eUsT9YRIEIUIR (Mailer Machine) Srusuuvisas 1 9 TnednneaudRuavnadnuny
Fush e
(1) asaeuANgnAes lnusudeya Barcode uar Contactless wWisuiisuiugnudayald
(2) mmaauqmmwﬁwﬁmﬁn (Check Weigher)
(3) Hasldvisdoidiumg (Passport Input Module) fildlalsitasnd 100

(4) fuFeuasfiegasuurasanmnevisamnuasAnuugasanugld
8.5 \sesiiuvia1vadd (Laser Printer) wu1n Ad (Anautfuavandnunzaude 6.5)
Iuruwisazlaitisend 50 ya
8.6 \A3asduvtiedaiiunsdidnusefind (Passport Reader) (AANURLAE ANENYUEAY
19 6.6) Iuruuvisazlitisends 12 ya

/}——-ﬂ’: Wa. M ) 4. o 5 e

M/:

200 T e

A 8. / 5O
1, Qi/;;_ gj;—“l_'w. ’%xm/ 15 € FoWY 15,
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8.7 1A% 8481 Barcode %3 QR Code Furuwisazlsitiasndn 22 ya finaautiuas
AndnuET U
(1) @1u19087U Barcode WUy 1D wag 2D WuuN1n5§1u Code 39, Data Matrix Code,
EAN-13, PDF417 uae QR Code liiluagiiay
(2) amnsauanmaniseruiianysalvgldnunsmluguuuuresdsmiouas
(3) sesfumsifousiauuu USB

9. AudnAANTIHIAUNIYALATIITNS
AuddmnisdorumypuarsinsessdlgUnsaliisesiumsnaniidesnituisas 500 Wusotu
lnefigunsainietosotatey il

9.1 Wiasiani/senidinlsdaliumddnusetndvunadn (Compact Passport Personalization

Machine) $1u2u 1 1A3a4 fnnautRussandnumsdus il

(1) annsafiuvi/eeniduvidaidundidnnselinduaziinudnuuzauniulasasy
waziuailavemidafumdlduuudiortueesiui/eenauiirududmisdoiiumig

(2) anunsadsudeyalu Contactless IC lanulasaasiedl Compliant AuuIATEIY
ICAO Doc 9303

(3) anunsansIvdeuANgNABY Inunisaudeya MRZ way Contactless IC wWiguiiey
fuguteyals

(4) fosldilsdoiiunns (Passport Input Module) ldldlaitiasndt 20 ey

9.2 1A3peRBNRIABS Allin-One (priauRuavandnunenude 6.3) S1uau 5 i3es
9.3 1A38987U Barcode 38 QR Code (Ariautinarandnunzaude 8.7) $1uau 5 1A0s
9.4 \n3esguvisdaiiumsdifinusaiing (Passport Reader) (AnuawTRuasAnSNYLLAL
#9 6.6) 31wy 5 1AT0q
9.5 \A3 aeMunLaLwasd (Laser Printer) yu1n Ad (AnauNUAuazAuanyMEn1uTe 6.5)
$1u9u 2 1A38s
10. gudtoyaniisdoifiuma (Passport Data Center : PPDC) usisii 1 uas 2
Auddoyavisdeidumafoniuuuy On-Premise lnsgunsaisianunfosausoyneumuy
High Availability (HA) pumsinevitazsenuuuesi¥uing Tnefinnautuaaadnunstum fail
10.1 wissreuiumesiuitny Swouwiaslitenndt 1 seuy Tnedlanautfosedon il
(1) fmbheUszanananas (CPU) wuu 16 wnuwen (16 Core) lnamndiauslu
JULUU Hyper-Converged Infrastructure (HCI) S1uauunundnssnanisisaduinnusinvemnlun
(Node) Ineusiaz Node dinsfinireuszananananalyddosndt 16 unuwdn (16 Core)
(2) fimheuanudman (RAM) vunasulivesndt 512 GB
(3) fimhedaiuteyaiidvunmuglidesndt 200 T8
10.2 gunsalindavne S1uauwisazlsitesndh 1 szuu TnefnmauifResnatios fail
(1) gunsainszaredyeniunuman (Core Switch) Sruauliivesdn 1 g9
(2) gunseinszaedaanudmsudonsefurIawiTe Sulivesnin 1 40
(3) q‘lifljgipﬁsﬂ piyandmiudensefuiiesgnite S1uoulidesnin 1 4m

=
1 2 3. W v q. O j 5.

= { M
6. ‘ 7. ” 8. / 0. gme¥ 10. W

)
11. Q@L‘ 12. Ct>"'/ 13. p%v,,/ 1a% 15.
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(4) gunsalAuMEuNIATETNe (Router) Tuauliteendt 1 g9
10.3 gunsainszremshaudimiueietisuazied asreuiianasiivig (Load Balancer)
Iuruusisazlidasndt 1 szuy
10.4 gunsaitlasnuATatny (Next Generation Firewall) S1uiuwisazlidasndt 1 szuy
10.5 gunsaldniiv Log File szuuta3atne Sr1usuwisarhidesndn 1 ya dnmuasdd
uazAudNuEtush il

(1) Wugunsal Appliance viegunseaineniiainesiiliuimsgiu annsafumus
wnn13ad (Logs or Events) ﬁhﬁﬂ‘ﬁﬂuqﬂﬂiﬂjﬁlﬂu Appliances waz Non-Appliances Lu Firewall
Network Devices A9 9 szuuUfUuAn1s szuu Appliances ssuulATev e wassyuugIutoya \usi
ldeehades 15 gunsalsioszuy lasanunsauansuaagnnslisuuuy (Format) ienuls

(2) fissvunmsdsiiadeyaiieliuduniugneswasdoyaiidafumuniassu
MD5 %38 SHA-1 v38fni

(3) @1u190LA U Log File Tuguuuy Syslog vasgunsalle 14y Router, Switch,
Firewall, VPN, Server WHusiu

(4) @150UIMSINNTRUNSAINIULINGEIU HTTPS, Command Line Interface way
SsH lat

(5) awnsadniAu Log File ligndes assmunseselya@disionisnszviie
Aenfuneufiamesatuiinateduld Tngldsusennmsgnmsdndiuuaynwmmaasnioves Log File
fildanmsgiu Wy nespuvesguesinvseiinduazaeniunesuienh (ure. 4003.1-2560) udu

(6) awnsavihnsdrsesdeyn (Data Backup) TUgwmunsaliaiudayanieuen wu
Tape %38 External Storage LUusiu

(7) anansodnnuteyamantsalsiaui (Events per Seconds) léliitiosndn 20,000 EpS

11. gunsaidmiuasiasauyaraiiiseds (Watch List)
11.1 13 asnaufiameidmsununsIvseuyAraliingeds Swaulivasnda 25 ya loed
AnaTRLarAndN vz tumh Fi
(1) TvheUsvanananaa (CPU) lidswndn 6 unuwian (6 Core) way 12 unuiaiiou (12 Thread)
LLasﬁmﬂIuIaﬁuﬁmﬁ'amwmmﬁﬂwlﬂuﬂifﬁﬁs’faa’[.?'fm']ummin‘lunﬂiﬁiamawaqa (Turbo Boost
%38 Max Boost) lneflanuidyyinuninigega Wideunin 4.2 GHz $1uau 1 wiie wazsiaq
niIgUsEUIAKNANANN (CPU) finuisa1uduuy Cache Memory 5aulusedu (Level) ey
ualiteenin 8 MB
(2) fmhgUsznanaitauaninw Insfinudnuuzesidlaesnmis viedndy dil
(2.1) Wulnnwsiowananwuenamaniifmhennud wwelitesndt 2 GB
(2.2) ﬁwmaﬂizmamaL‘ﬁau.ammw?]squagims'iwﬂ'mﬂizmamaﬂa'm WUY Graphics
Processing Unit fianysaldmineanusmanlunmsuansnnuuialitesndt 2 GB
(2.3) IvurgUszulanald snansnnd daruanuisalunisldnuleainudingn
lunsuansnmauialaidsenit 2 GB
(3) fwreaudmdn (RAM) vlin DDR4 viefnd ivunlivesndn 8 GB

6. M R . aT 8. // 9. 9§c< 10. W"/
: 12.©“""’ 13, M 14% 15.
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(@ dnvredaiudayavila Solid State Drive wu1aaduglyoundn 256 GB
U 1 wide
(5) fiveadeudasruuiaiatng (Network Interface) WUy 10/100/1000 Base-T #3afnin
Tuulitdesndi 1 909
(6) fipadiowsio (Interface) wuy USB 2.0 wiadnn laiteendn 3 4eq
(7) fiwdunuvidaziung
(8) fiveuansniw vunlitiosndn 19 1 $1uau 1 wie
(9) Wssuuufvinsiiiauanignaesmungmine
11.2 1594 Scanner Sauqulsitfanndn 25 ya islddmiunuivienarsidrgszu Tnodes
ansataunszawauin Ad §alull@ (Auto Document Feeder) lalitiaendn 30 why uazawny
enanslel 2 i wuudaluldd dauaedenlunisaunugagn liveendt 600 x 600 dpi uazdAIMIE)
Tumsaunulivasnii 23 ppm
11.3 1A% osRavLawwa$d (Laser Printer) vunn Ad (AuandAuazaAnudnuurn1ude 6.5)

urubsitiesndi 25 ym
12. gunInidmiunTiasauAsas (Adjudication)
12.1 1A399ARNRANDT All-in-One (AuaudfuazAndnwarmute 6.3) Susubitisenda 20 ¥a

12.2 \A399RUVIAIYDTE (Laser Printer) 9w A4 (AuanUfuarauansmuznude 6.5)
urubitaund 5 ¥

13. Audaruaun1sU{UR

13.1 1A3a9ABuRNABY All-in-One (AuaLTRLarANENWNEAILTD 6.3) dmTuaumuay
MsUuRnu uauliitiesndt 5 ya

13.2 3assuniisdaiiumsdidnnsatingd (Passport Reader) (AniandAuazandnuyme
AUt 6.6) 3urubitesndt 5 ¥a

13.3 28mm (Commercial Display) vunalsitiaenda 50 $i1 $runlsitiesnt 4 9m

13.4 13 asRuwiaLwa$d (Laser Printer) ¥una Ad (AuautAuarandnymzaIude 6.5)
Funulitiesnii 2 ya

13.5 1A394 Scanner (AriauURLazAndnvarIuTe 11.2) Suslidenndt 2 ya
14. gudinausumsldszuunsdnviviisdaidunie (e-Passport System Simulation)

AiuinaieastAudwaraUnsailneusumsldssuumsimivisdaifumemnnssuiunis
fifeates sumsiiensiuaseeniuuresiuing S 1 an

R HI IR R RN H AN HHHH

(_’1.}: (J(z W‘ s el . O 5. A~
6 H)/? 7. 0.}’ 8 /{ 5. o2 10 w
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A519ETUIILIURUNTRlTUA L NaaTUAYUNTTINIUYRITTUUWALUlaBaN SEuWA

dduil 518N13 $1urutue

1 | gunsafiiAedestuszuuddmivdinauluusena Liwaenin 30 ym

2 | gunsaisurfesuuuiindeegiuii (Fixed Unit) Livesndy 300 4a

3 | gunsalfuripauuumsnues (Self-Enrollment Kiosk) Livpend 240 yn

4 | wRassuf3ewuuuindeuilulsemelve (Domestic Mobile Unit) laheundy 40 ¥

5 | ssuuindnluiidmiuiumieuuuindouilulssmelne lideenin 2 9

6 | aunsahviairdosmeuimeidmiuiutszassiiouseiuan liitfeundn 8 gm
wSougunsalinifiuuan dmsuiudiesuvurdouitlutsundlne

7 | wissneniiumeslindn dmiununsivaeutoyauarLUIng laideundn 2 g
Foyaifadaifiun dwiuiudifeuuuedouiiulsvmele

8 | iwiessumicdaifumiBiinvsefing (Passport Reader) dm3u Litiowndn 2 ya
fudesuuindeuiiluysewelne

9 | wiewdhsedliih 1 KVA dwdusudfesuundouiiulsumelne Lidaend 46 1n

10 | wSosRuriiawesa (Laser Printer) 1u1n A dwisuiumioauuadeui laiveendn 6 Ym
Tuysznalne

11 | iwdessufiesuuuindaui (Mobile Enrollment Unit) dwiu Liitdaendn 220 ym
drilnaulusiraszina

12 | gunsaifusisauuuwnwi (Portable Enrollment Kit) dwiudnineu | lideend 110 yo
TuseUsuna

13 | ip3eciuiaueesd (Laser Printer) vunm Ad dmsudninenily Liveendn 95 ym
AUTEINA

14 | gunsaldmiudraaunisdaifumedidnnseling laidpandt 14 9

15 | gunsaldanfiuidumilsdaidiunedidnvseting laitionndt 3 ym

16 | \A3awneniiames Allin-One dmiunuamivaeutayauazuuins Tdwendn 90 ¥
Toyanisfaiiumeandmiig

17| gunsadfuluwaniiuidu (Cash Drawer) PupumiesyuUsalullf lsivoenii 60 9m

18 | in3esfuniiaiwesd (Laser Printer) 1uin Ad laitfosndn 90 1wea

19 | wiessnumiiviaiiundidnvsetind (Passport Reader) lsidoendn 30 ¥

20 | wiesmouiiawmesuaivie (Server Branch) Litasntin 28 9m

21 | gunsninszanedayaa (Access Switch) Lyivfosnin 56 49

22 | gunsalAuvidurnaesatig (Router) lyiteynin 56

23 | gunsaitlasiuaiatie (Next Generation Firewall) lsitdeandn 56 ¥

24 | ipTeepeuiianes All-in-One dviugudndaiiiioifiumeuied 1 lLitleendy 52 4m
uaz 2

25 | indesfuni/eendunisdaifunedidnnseiind (Passport Masmwasliveenin
Personalization Machine) Litgae 7,500 wwunaiu

wn
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drduil 3793 $1uaudum

26 | \winwmninasupumTseiiune (QC) WUSHLITR dmiuguindn | wisarlitosnii 11m
vifounauvied 1 uay 2

27 | WRewssqees AR (Maler Machine) dmugudndnmisdaifums ursae 1 99
WPl 1 wae 2

28 | iedeshuniiaiwesd (Laser Printer) A Ad dwsugudnan wisazlitiosnin 50 49
wijdeifiumauied 1 uay 2

29 | wieseumiidaiiumdidnvisedind (Passport Reader) d1m3u liviesndn 12 ym
dwmiurudndamisdadumawiai 1 uas 2

30 | iAS8387 Barcode ¥3e QR Code dmiuaudmiuaudndn liveandn 22 yn
Widaun i 1 uae 2

31 | weshur/oonduvilsdaidunsunadn (Compact Passport 11A30¢
Personalization Machine) & wiugudnasmsdaiiumamauassisms

32 | wiesmeuiiuse’ Allin-One dwsurududmnldadummauarsuns 5 1p3as

33 | iA%as8u Barcode 38 QR Code dmsuaudnanviisdaiiumasys 5 P30S
AN

34 | iFesgumisdeiiunaBidnysednd (Passport Reader) dwiuaud 5 1A3eq
HAMVINEDA U AR NS

35 | wheviuviawesd (Laser Printer) wuin Ad dmiurudndmmede 2 \p30
AU YPLAEI NS

36 | isesmenfnesuldnedmiuauddeyautidoidumanis 1 uaz 2 wisag 1 0
swazdungunsainelusyuuiiulumude 10

37 | indesrenfnedmiununnsasuyanadhse e liveenin 25 ya

38 | 1n3es Scanner @vidununiaeuyeeaiiise T laitoundn 25 99

39 | wReshuriawesd (Laser Printer) 1u1n Ad Am3UuURTINEBUYARD liveendn 25 yn
GRRERE

40 | indnsmauiiaes Allin-One dm3unsandaurios Laitaunii 20 40

41 | wdesiuriawesd (Laser Printer) vu1a A4 dmsunsivaoudios Liteenin 5 4m

42 | wiosreaimes All-in-One dwuandmunumsui Thou liwaend 5 9

43 | whesnmtdefiumdidnnsednd (Passport Reader) dW¥u lideendn 5 n
AudmuUANNSURUR MU

44 | 98nm (Commercial Display) vunalaitiasndi 50 @2 dwu Liidaendn 4 4m
AudmuALNMsURUR

a5 | i3esiiuniialesd (Laser Printer) wuin Ad dwiugudeununs Lsidaenin 2 9m
UURNuY

46 | 1383 Scanner dwFuAugrmuAuMUi TR Lidosndt 2 ym

47 | gunsaldmsuinausunsldssuudnvimisdoiiun 1 ym
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A1ANUIN A 5.

tamuuanilsdaidunisuazvtsdaiunns@dna (Digital Passport)

wilsdaiumnsesinewiady 2 Ustom aell (1) misdedumddnnsednd 7T Contactless IC

loun misdaidumayn wisdaiduniesems uasmivdadumayaraialy uar (2) woaaduma
Useunvidy il Contactless IC g wilsRoidiumeanidu uazlanansIAuMandy

1. vusForduneBidannsating
1.1 darvuanaly

111 snnudumideiiundidnnsednd (mivdeiunye nilsdadiuniesiens uas
widaumsyeeaiialy) Afewdweulilasims sufulbifiu 10 Fnusy vl Srvewmemldadumes
wlsdeidumesants uazmldeidmumuyaravhly sxsowusnsetusasdulunuiifindrediun

1.1.2 misdaidiunnedianvseindazdoadsiuaunii 64 wih Lituswumirdoyaynaea
(Data Page) lnavifsdaiiuniedidnvsaiinddasldauliiund asguniidadumniuniatdu
(Mandatory) 483 ICAO Doc 9303 Machine Readable Travel Documents aUusgn

1.1.3 msganuuuLazmMsaenwvInAManwzauauaandelumideiiuneddrvseind
ﬁaaLf]ulﬂmuﬂ'nuﬁmmiLLazgﬂLmuﬁw;"iﬁwaﬁ"mum Vit minddumabeyywing  Aiedulumsesnuuy
wnisdedumsdaduninddumadygvesdinin

1.1.4 §dndesannsansavasunseviumsndaviadaifunmaauailuyndunou
Famwfimseseaeuienasvdngumsiaeiasivaslflunisudnauiifsuiriiniidesihas
el maunsddisumidedummnsessme ASudndediienansangunmsiaivingiv
lAlumsudnmidaumaduar wasmavhaeTanudelddmiviiindlunsesssey

1.15 nseinunisusenudamivdaifiunnsiindnntelilasinisy giudrsiesatuayu
msduaumIEnsuazsuuuuiilivasuulamivdodiun satninausinasnisudlusasestu
n1sUaeuwUal Feennsnfiimsusund sunsesnuuuguiduuazud sun udnuuzusUsenms
windudu Inghifnaldeiaiutugindne

1.1.6 mssndunuvesFuiwaddsunisasisaeudulszdmnd anwilssunieuan
fgaindradiurey FefFuiedectunssalidreludiui wasmnivsadudensusaas/mieutly
Wafiudfiesnssivamasn Syl doiun sTUUaTaUmA LazNsEUIUNTHER TRRTERETEN
ausuAuukasUSuA sulngliAnenlddoifudy wazdosidunmsaelunsounaimunsay
mufifirdadiusey

:

—

1. Qﬁyﬁ‘ 12, ;::"‘"_' 13,

6. bﬂ 7. n 8. /{ 9. 0::\1&( 10.
focsd |
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1.2 Yafhuuadtugudnumuzituaulaensiy (Security Features) wazdumalinvosiisde

Wumaddnusatind

LSV

121 audnwaziuanuUaensowassunatnvemiideidunwddmmssindfigiude

Uiauanasilagnatias fail

(Front cover)

Silver foil letters and logo
on the front cover

2. UV response

3. Embossing pattern

daulsznauves Wata AMANEL ansuAnaly
VAVEEDIINTRR fuaMIaaniy
Sdnwseiing wazfuwaila
Un (Cover) funti 1. Hot stamped Gold or 1. sonduiandunsizi

AN MgeTidAuEavey
NsEATIT UYL
myUntu nediyulAsy
NUMUADNTA AN UAILAR
139 Nsausen awan
IMuazinazaedunid
2. mydaweyddeu (Hot
stamping) T ldFesdl
AN ZIUATAdlIvan
aanuar@avnenelanisly

(Inside cover)

1. Security fibres UV

2. Rainbow UV print

3. UV printed passport
number on the front side of
inside cover

Without UV

1. Four colour Intaglio
printing

2. Intaglio OVI

3. Two-colour Guilloche
4. Anti - copy pattern

5. Micro text

6. Relief design feature

7. Latent image

€ =
nuluanunsalunf
13 ol 1o v [ (73 a '3
FUNS4 Taifmus souluiandunsizi
(Back cover) Werfuunauntn
Unanuly Under UV
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features on

polycarbonate

data page by using security
hinge which incorporate
features, such as UV light
sensitive feature

2. Embedded optically
variable features

3. Window or transparent
feature combined with laser-
engraved image of passport
holder

Security
printing
backeround
and text
printing

1. Two-colour guilloche
background

. Rainbow printing

. Microprinted text

. Latent image

2

3

4

5. Anti-scan pattern

6. Duplex security pattern
7. Relief design feature
8. Deliberate error
9. Tactile feature
10. Multi-layer image or
changeable laser image

11. Full UV color photo over

laser engrave image

dauusznauves iade AnANUE AnuauTAT1Y
nusFaAUNIS AuauUaeaiy
Sidnnsadnd uazarumaia
8. Laser perforated
document number on the
back side of the inside cover
Data Page Security 1. Secure incorporation of 1. [ TaaUszianing

ASUBLUA
(Polycarbonate) wuu
Jovar 100 lugzviouuas
(optically dull) uaguau
ndansvawundivhunld
fowvhlneisdauiuiy
$u 9 (Laminated) 1ng
Talnm aunsadesiu
mMsuendusananiy

2. Indpfuaiundivhunld
ADMUNUADUEL VUAD
gaum)ilue -20 aeem
waldea 04 60 p9A
wadealmdusgaioy
NURBULTINANY (Stress
Tolerant) wazdiongnsly
nulsitesnin 109

3. AUNWIYDS Data
Page mendinniaiadu
ACTYPNTOES CPTATE-OY 08
wunliifiu 0.6 fadiung
Tunsdifisumenisile
Contactless IC way
awonelifiun uazdes
wuldiAu 0.9 Nadwaslu
NI IWLNNI15EN
Contactless IC way
menAlifiniioya
yAAA (eData Page) viadl

—— T ——

MIW;

4.

8.

Vo
L Ops

c::’fz-f

W
13. M

e
omK 10
(?Pemq
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3. Metallic ink
4. infrared drop-out ink

5. infrared absorbent ink

daulsznauvas ide AANOE AnuaLTRT Y
VORGRIGINTEN fuanannne
Siannseiind wazAuwmaia
Ink 1. UV fluorescent ink m"mum“uawﬁﬁazda
specification | 2. Reactive ink USLIe MRZ azResiivuin

AuwUsialaiu 0.10
fadwes lneaiuise
21999 N0 UA LY

5. Anti-scan pattern

6. Relief design feature
7. Front-to-back register
feature

8. Deliberate error

Numbering laser-engraved LBN&1s Machine
document number during Readable Travel
personalization process Documents Technical

Report, Guidance
Document On Physical
Conformance -
Complementary Tests
To Doc 9303 Part 3 & 4,
Version 1.0
Paper pages Paper 1. Controlled UV response 1. ﬂ‘i%ﬂwﬁaﬁﬁﬂmﬁﬂﬁma
substrates 2. Two-tone watermark Suihuarddnuasiuiag
3. Chemical sensitizers Witz al (appropriate
4. Registered watermark absorbency and surface
5. Cylinder mould watermark | characteristics)
6. Invisible fluorescent fibres | 2. AszATWIAIUNUN
7. Visible (fluorescent) fibres | laitioenin 80 unsy uag
8. Security thread fidunauvendulede
9. Laser-perforated security | (Cotton) ’Luu‘fansxmw
feature lsddfoaninfesay 50

Security 1. Two-colour guilloche

printing backeround

background 2. Rainbow printing

and text 3. Microprinted text

printing 4. Latent image

e ot L a e

ryn s

M‘(

v

i

{

8

a@cx 10.

o
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daudsznauvas Wiada AuAN AuANTANILY
niadaiung AuauUaeniy
Sidnnsaiingd uazdumaia
Ink 1. UV fluorescent ink

Specification 2. Reactive ink
3. Metallic ink
4. Penetrating numbering ink

Numbering 1. Printed number on
observation page
2. Laser-perforated number

on all sheets

Binding 1. Interlock security sewing
(Lock stitched)

2. UV fluorescent sewing
thread

Additional features

3. multi-colour sewing
thread

1.2.2 MwasBgamaveiaveidaiuniuareasdsmnavaiedmsuemulaonsioves
wilsdaiunsluinunisaanuuu mswdn MmsRusi/eanidu (Personalization) Aeailulumudarfmun
Tuenans ICAO Doc 9303 Machine Readable Travel Documents atuangn

123 audnwaizres Contactless IC SnnavtRvus daolui

(1) IC (integrated Circuit) fidenldisaadu IC Chip ¥iin Contactless ﬁﬁﬂmﬁﬂmwﬁ;uﬁ’l
Wulummuanmsgiu ISO/EC 14443 A Level 1-4 uag ISOAEC 18092 Tnglisumsiusesnmsgumaaonsis
Common Criteria (CC) EAL6+ %30 ISO/IEC 10373-6 \duathatiow

(2) §¥udeanunsatauevinues Contactless IC azuunldaulig 147
Timnaniureuléia Type A uar Type B

(3) Contactless IC #il¥asiimnuadoyaddasgiedon 128 Alaludiuly uas
fmnudilumsdsiudeya (Transfer Rates) agnatios 424 Kbps Fuly

(@) vwevermiwauTves Contactless IC faufisameiiasdufindeyaidndy
ﬁwuﬂmuﬁﬂ'iﬁwﬁwum waztdulumiulaseasne Logical Data Structure (LDS) war5a33u
NMIWAINLASIA319 Logical Data Structure 2 (LDS2) lusuian muﬁlﬁwq"lﬂummg%wm ICAO
wiegeni

(5) §¥usradpaiauesmumianisils Contactless IC uazatsainalifiunuds
(Back Cover) niauttoyayana (Data Page) vossdaidiunwdidnnseiing lngsedwmuuinsgiu

“’T}""MWW e
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281 ICAO Fffinieanunsadansiivasuudadldlunieonds Tnsssudsligiuimnudramiiliites
n11d

(6) Contactless IC Apnhlugularuguninigudeyanisdaiduna (e-Passport
Readen) nnuiiafiiivieveillévialan uazldeu 1oy wastuiindoyadounns swdsfeyaduiisniu
adlu Contactless IC lngfinsiinsiauazaansialamuninsgiuves ICAO

(7 i YudreiesAniden Contactless IC A fiszuuufu@nisuuuida (Open
Operating System) Lav®ensuIsaas Contactless IC iuszuuila Misesdunszriunisvihaiuaiy
WIMT§IUTDY ICAO L laednidenanngdudauinnda 1 sreunlaiiu 3 578 uazezdedldsu
ANWILgEUIINGINT e lgY

(8) Tunsdifl ICAO AwualilinisdninsaseuuufUinisvieuazeeniuisvesdy

va v

BY I9FDIAMNIT0EWNTA Contactless IC lundsdaidumaiduian
(9) Contactless IC wsazifesdmusiavlsednna
(10) Contactless IC ADINTUNITNAABUAILUINTFIU ISO10373 - 6 N1TTMUUAT
\Peutoyaadlu Contactless IC AdpahliiluLu Sequential uazwuy Random
(11) mndmudawainluniseuniea@sutayalu Contactless IC {3UT19
wwdoesuinveuarademeiiiatustan
(12) ynfndaiildly Contactless IC Aasldlunszurumsasivaudiiissaina
(International Border Control) &t
(13) s¥UUUURNT (Operation System) uaserawsiuailu Contactless IC fia438e5U
ASEUIUNMSTINIUAIUNIRTEIUTS ICAO Id
(14) s1eavidunaunnudnyuLed Contactless IC Foslaussourdusnduly
auitdamualiluienans ICAO Doc 9303 atudan fuil
® Deployment of Biometric Identification and Electronic Storage of
Data in MRTDs (Machine Readable Travel Documents)
® | ogical Data Structure (LDS) for Storage of Biometrics and Other Data in the
Contactless Integrated Circuit (IC)
® Security Mechanism for MRTDs 29 Technical Report \igatu LDS
Wiz Biometric Deployment
(15) 993U EAC (Extend Access Control) uaz SAC (Supplemental Access Control)
uay PACE (Password Authenticated Connection Establishment) mnc}hé’mé’ams‘lﬁmﬁumﬁLﬂﬁﬂuuﬂm
uily ey IngavudslidFuinmsudnminlivesndt 1 U
(16) 9993UlAseaT19 ISO/IEC 7816-4 mudanmuaras ICAO Doc 9303 Part 10
(17) $935UN1581ULUY RFID (Radio-Frequency Identification) n3awmalulad
NFC (Near Field Communication) wazfissuuinuanuasadoiia Jestuteyagndwiugunsed
svsaisesd il ldTudninsidnd

%“WW 0=
-

[
9. Q&é o Q@
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(18) FDIHIUNITNAADUNIATFIUVDY ICAO ANNTBAMUANIINAGDY Machine
Readable Travel Document, Technical Report, Durability of Machine Readable Passport Version
3.2 TngvieaUuRn1s il sunmsg iy ISO/IEC 17025 Fefusraunisaiuassanuiunsasivasuids
wiadeLiuvnasy DOC 9303 vl fudedesdsdnuiluusestandrs Wgandnenelu 120 Tu
ﬁ'umﬂi’uﬁﬁﬁ'uﬁwqL%uﬁquaULéuauyim‘lﬁ@'iﬁw

(19) Fosfint vioRnannines wvdumisdaiuma (Serial Number) wazunslan
awuUnuawoaunisdalfuma

(20) ﬁaqﬁﬁefwﬂ’q%alﬁumaﬁl,ﬁnwiaﬁﬂﬁﬁlﬁﬁ'umiﬁmﬁ/aama’wﬁ‘qﬁmﬁumﬂ
(Personalization) W am’mﬁauammwiﬂwmﬂgummswlmwmmmu ISO/IEC 17025 &4
fusraunsaluaruanuiunisnTaauauntsdadiunimiu DOC 9303 Wafin1sidsuulassu
Taausansy mumwaﬂwuuamﬂmmaLuam'maaqnﬁ'[.uwm'ri-ﬂﬂaawuaaaLﬂumamamu'ﬂ

ulu & ‘NQ?U"H'NF]E] 3UM s:m‘lmwiumuuuaz peendssieeunanisnsivaaule LLﬂl’f‘dJ']’W’N wazlu

nydlfinutgmluauameemidaiiunedidnnsednddiuiazdesiulsanssuunndnuaz
sudiunmsnutaiausuuzsiieuulraunmlunsudalunssely

1.3 dafmunReaiumeluladlunisiui/senidumisdeidumd dnsating (Personalization)

nsfu/eenidumiiadaiiun (Personalization) Faslinmuaut? il

1.3.1 n1sAun/eaniauvudaiiunielunti Data Page 92R09¥1A 1805575 Laser
Engraving Tudagussinvnindansvaiunuuuiosar 100 lnglildnmsiuviiedouvutanuanaanseyili
Aanswdsuuasmelus fagieliAnnwietorusutumeluladnisiu

1.3.2 N1 uiameatgve damlvdordunislumii Data Page dasfuninaiae
(Grayscale) uazmasliiaunsnaveenlarmedhasanganamnssy wiedvhasateaiale q

1.3.3 Tumsiai/eendumisdadiun fivinsdedafiuinmdevesfowisdaiuns
wuudmeweluladmsfauviivanzadluniad 3 (Observation Page) veanilsdaidunsdidnnseing
mugUuURgdaiurey

2. ilsdalAun19anidu (Emergency Passport)

1

2.1 g¥udefomdanidaiiunanduliungind1eldifu 60,000 tau mawiiu) lnewdy
RIS EHER R TER

22 Iinseeeiia1nsidanu (Period of Validity) wideidungnidu iy 12 ey

23 wwnavandmiideifuninnidu (Booklet Size) Iidulumunnsgiuves Machine Readable
Passports uagdiuiu 8 win

2.4 mseenuuuULAL (Booklet Designation) #ioefin1s Stamp fimiiunuisdaiduniaanidu
31 “Emergency Passport” tatsuanitliflamisdaduneddnvseiing

25 fossrylavarduia unisd e unmeanidu (Passport Booklet Serial Number) 1 uid g3y

visdadumedidnnsalind

/““_:_‘:a——re-f‘/ W W . O e =

6. M | 9. 025243! 10 W“/

11. é/J /#\/ 14. (5:9’”? 15.
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2.6 YerMuAnTuUANTNBMEATUAINYABATY (Security Features) wasA 1uinATATDY

mivdaAunimniidu

w v v

/_

2.6.1 aadnvuziueuUasnfouardumaiavewidsdeiiumsanidudigiuiedes
viauoedes Kl
dausznauves Wt AN AnuanANIlY
nilsdaidumig fAuanulaaniy
ddnnsedind waznumaia
Un (Cover) Auntin Hot stamped Gold or | 1. seniutandunsien
(Front cover) Silver foil letters and F]Euquﬁﬁmwgﬂwdu
logo on the front cover | AsEAEUINUNIUNTUAD
mstatu lnedyulAamn
NUYNUABNIA AN LAIUAR
n13g ATaUeN aswen
YInazAanazaudunse
2. mstlmesdiou (Hot
stamping) it l4#osdl
AMAWEMALABIlIvan
asnuazdnanenalanisly
uluanunisaiuni
ATUNA Lifmun soaluiandunsien
(Back cover) WeaiuunsTumi
Unanulu Under UV
(Inside cover) 1. Security fibres UV
2. Rainbow UV print
3. UV printed passport
number on the front
side of inside cover
Without UV
1. Two-colour Guilloche
2. Anti - copy pattern
3. Micro text
a. Relief design feature
5. Latent image
6. Laser perforated
document number on
the back side of the
S inside cover
I ———

W‘ 4. O
/.

10.

il

_

1. (D%‘”"]

15.

o ot
y,k,./
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Data Page

Plastic laminate

Once the data page has
been personalized, it
should be protected by
a laminated plastic
sheet.

Laminated plastic sheet
should be embeded an
optically variable
feature.

Paper Data Page

1. Chemical sensitizers
2. Appropriate
absorbency and surface
characteristics

3. Security thread

Security printing

background and text

printing

1. Rainbow printing
2. Microprinted text
3. Anti-scan pattern

Ink specification

1. UV fluorescent ink
2. Metallic ink
3. Penetrating

numbering ink

Numbering

Printed number

The Data Page Reverse
Side should contain at
least two features,
including (1) UV
fluorescent ink and

(2) two-colour guilloche

background

Visa Page

Paper substrates

1. Two-tone watermark
2. Chemical sensitizers
3. Invisible fluorescent
fibres

4. Security thread

Security printing

background and text

printing

1. Two-colour guilloche
backeround

2. Rainbow printing

3. Microprinted text

4. Latent image

5. Anti-scan pattern

6. Deliberate error

7. Tactile feature

nsEAuReinME N
duthuasfidnuayiuiag
WNe@w (appropriate
absorbency

and surface

characteristics)

—_— e
1.

A

C\.

6.

M/_?

. T,

-

e

10.

11.

s

12

13.

15.

¥

M 14.(5\%"]
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Ink Specification UV fluorescent ink
Numbering 1. Numbering on all
sheets

2. Printed and laser-

perforated number

Binding 1. Interlock security
sewing (Lockstitched)
2. UV fluorescent
sewing thread

3. Multi-colour sewing
thread

2.6.2 dvenvaamiidaidungniduazsoiuanadnninmizdeiiunime widedunia
s waznididedumeyanaialy uastulunuiigindrsiivun
2.7 dsallszuvansaunasesiuniseonnisdaiiunnaniduuaziaviigrudeyanisdaiums
anidu wieniauiindayamsssnwlsdaiiunsaniuasly Passport Data Center (PPDC) uaxsias
Uuuseyaliidullagiuegiaus
2.8 myuwamarglumiryaraluninteyaverfomisdeiAunia (Data Page) Aoudu
AU (Grayscale) uaranusaiuimugunsaliumiosdmivdninnuluaeussna

3. Lanms@‘umﬂqmau (Emergency Travel Document)

3.1 givinvemdnenarsidunianduliundinddiiu 200,000 2ty @ewau) laady
AldTevegiuing

3.2 wwinvatenasidulyamdeuuzirluienans ICAO Doc 9303 Machine Readable Travel
Documents on Emergency Travel Documents aUuaan

3.3 gdnvariumNUasndsuazs uwadavetenasiunwniduid Sudrniiauedad
agalon il 1) Anti - Copy pattern 2) Guilloche 3) Security Thread 4) Watermarks 5) Chemical
Sensitizers Wag 6) Rainbow UV print

3.4 Fesszylavdiuariitonatsiiumeanidy (Emergency Travel Document Serial Number)
Wi dunidideiuniedidnvseiingd

3.5 sssilsyuvansaumasesiunisesnenasiiunsgniduiasdavigrudeyaenaisiiunig
anidundeuatuiinfeyaniseenienarsiiunisaniduasly Passport Data Center (PPDC) wagfins
Uiuusstayaliduiegiuegiaue

3.6 MsRuNAa1euaztayavaionisdaidunislunii Data Page saudunimunasm
(Grayscale) waranunsaiuniugunsalsuAsasdmsudinauluiauszme

—_—— T ——

: "‘/VW! m\r 2Kk
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4. MNADAUNNGAING (Digital Passport)

ASUdNRBniIAuEsTUUAULUUYEY Digital Passport AMNIAsg L ICAQ Wiadafimunvedsinaa
lnedinsrusznau fell

4.1 misdadiun1eRIvia (Digital Passport) Aaeltaur U Mobile Application Taganu1sansIvaay
Y v v v ) ] P <
wavduduanugnassasteyaliegnUasnfouazundefionmuuinsgiu ICAO uwasil QR Code w3e

a

Barcode dviumstudusiinuaenenarshidvia sinszuiunmsdnsiaiierulasndt wazanunsosule
Mngunsaliisesiu

4.2 {FuieseanTonusundsuguiuuremisdeifunisiiva Wasandastuulounsves
g91371 aelideulauazsreznariismun Welduuladnssuvannsasesfunsiudsuntauas

v
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AIANUIN A 6.

JanuanNIIAMILALIATENANUNSINUARINS

né. -1

'
=4

Asunwssimd iU uRnu u dminmiludseve audndnmideiuvnuasauddeya

Vo W

w4 a = 1 ' a o a ' o o &
NUIFDLAUNN ﬂﬂﬂ@iﬂu@ﬂﬂqﬁ‘ﬂaﬂﬂiufﬂﬁﬁﬂ'}ﬂ LAe Iﬁﬂll‘i']ﬂﬁ:ﬂ;aﬂﬂaﬂ"lﬂ‘u@ﬂ AU

u

1. wyaansiulasenis
1.1. dwiumsuFuiaminisunisuimsnulasens Aeedlidnuautus al

AN 317U (AY)
AIAN13lATINg 1
Wnlhiiussaualasins 2
334 3
1.2. dwsumsUianthi o drdnelulssma (Front Office) Faafisnuaudiusi sl
AL d1u7U (A)
HAnnsdnineu 28
iRy 296
ninNWheuaren 28
U 352

1.3 dwivuiRmi s Audndnmisdoiiumauasaud deyamidaiiuni fesldnnudum ¢l

v

AU 31uu (AW)
AdnMsAudnsHaRnTERuNg 1
HIPNSAUETaNANTIAEDAUN 1
Wmthiiuszanuanuily 2
Wmthitnsnaeunmunmmiiideidumg 5

ddnvsatind (QQ)

WIMINIAIUANLATEINUN (Personalization 6
Machine)
W Ans9@0uAn5as 15

LWL Service Desk

Wt atuayusiumallamily (Help Desk)

NUNNUNIANUEEDR

2 v o @
RIUUINTNYIAINUURDRANY

333 43
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s

1.4. dwiuufiinihndudheaduayu desdiduauduei dail

AU 31U (AY)
wihiatuayusumadeiily (Help Desk) dmiuatiuayu 5
nmsufiRnuvesdtinaululssng
INTILUU (System Engineer) dmivatiuayunisuiinau 1
Yp3AudvayantAnLiunIg
Winthilguassuugudeua (Database Administrator) 1
FmInsLAIor18 (Network Engineer) 1
Lﬁmﬁwﬁﬁmimi@ga (Data Protection Officer) 1
Wnwihfimausensduressyuuasaume 1

3 10

2. MSATBUAMUNIDUYARINT

NiumacﬂmsumﬂﬂaULLavmsaummwianUﬂmnim.nJgum'lu'l,uiﬂiqmw Tl wavonetion fuil

2.1, Sovnddlasiainayeanns (edufanistuly) Tnefesssyuseandeaiidmihiiaulasuinsey
wihiila Lwa’mewmemmsnmmmaﬂs:mumu"l.ﬂamasumm

2.2. Yovhuwudanidwrhiivesfuidsiesryeandunmsiamyaansmauny uayeaudon
vingms naensuunuiineustliidmihivesuds

s | %mamuimmwmmmmuawwnﬂu wazsasdinsusziiunanisousy Tnefininaaiudns
m.,ﬂiuruaUumwmﬂwuaﬂulmaaw'mmnamiu‘dgumm ynmudn mamsUsednlsduly
MUNUINNUA

24. $adasedadmihivesiuirmaauiiiiunsassseulse ovginssundeuiuses
Uswifduynna

2.5, Savmefoufufoinussdmiivesfuiiiiumsussdunau leesesdniunmlumiy
IUsEIR Mvussiayseinm LLaz%asﬂ%mu (User Login Account & Password) Tun1sitilgeu
seuuweluladansauma wazvinuldswausedd wasd 8814411 (User Login Account & Password) 984
@5u’LumiU§ﬁ’ﬁam

2.6. FldlASsausiimeiifiguuuuiienty uasdemumnelisuindudminfvesiudns
ﬁUgumwu“Luawum'm'LuU'iwmﬂ Audnanisdoiiunawazaud Uayanisdoiiung

20 umsausuLWﬂwsumﬂﬁUgumﬁu'uaqmummamwmamaamyamaﬂmamﬁ vidoidled]
mswasuuwasngsudou wnUFoR uessruumellafansaume

2.8. Inliinsuse muwamiUgummu“ﬂmLmumwummwmwu;]wmu u dtnaululszne
vndiradulszsmnl maensverinailasans visd firdnanuand fesuiudsudmind
ﬂuwuqﬂu'l.ﬂmaamwmq U ransUssdulsdulununasiivue

29. ;\mmaawﬂsmﬂaaummmm'ﬁmwUgummu*ummuﬂmu‘luﬂﬁxmmwia::Lwialﬁmu
Aumnzay laefiadeduiugiuuinisuazussavdnwnislviuinig ieusslovivesuszvvy
Huddey
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AMANUIN A 7.

danuanismagauauniauliusnig

R R R R AN N S A R e e e
A5uirserdammaoumnumderiEmsliied sunoududalivimedauas v dadums
aLafwsiauﬂéamaL'fJumamsmu’i’uﬁs’a’dﬁwﬁmuﬂ Frzfausunmmeaou gﬁamuﬁ']wum 300 Tu
uuammmummmﬂuamm 'Lmuua.,nmwm'manmum Tmamwmw ammwmmmmww
Wrsaudananisel Wil msveaeu 1519a.9unATOUAGUALAN 9 il

1. massuAuwsaveadmiing sl mihfivesuireiiufoRnuisdumth (Front
Office) wagdumds (Back Office) fiarwimudlalunuiisuinveuluynnszuiuny nedowriu
nsUssfiuanudiareudlalunuiifuiieseulivesnindosar 80 vasmvaaautiy q
2. MsnadauANAnSaNYassruUAsaumAnauldiuats Welihlaimsvhauresuy
vilsdedumddmildasuiuazgniomnsents Salevlinsiumsvaasuseadulumuiigingng
uazSudneldmnassaniu TnedesineaziBuanmaseunsazyssnvenation deil
2.1. m3IaUseAnnmuasszuy (Performance Test) inaauAILAM0/UsednSamw
veeszUUT Seazfessesiumsiudiene uasmsiu/oenaumidedumebddnmsetndiaus oy
fiffindeimun (15,000 Frdey/iu)
2.2. Vulnerability Assessment Scan (VA) naaaulngniigeiunisuantii eyt ol 9o
sEUUUURMS (OS) vendwas gunsain3ate wargunsalinwieulaansiy
2.3. Penetration Test nadaulIrsruuvisdaiunilasmiisnunisuen welsediu
rudsuariunyageulumsdnfessuuing 4 uariFudaientlonmmuenudsuesgesouluszuy
2.4. End-to-End Testing naaaumsynnuvesiladdusing q fduiusiunelussuveoy
vaalusunsy (Module) Tuusiaznszurumsitieldetisgndes fussdvdnm uavasandaaiuviely
lasnsvaaeuazldiiu Software Tester Ag5uSralugdam Fespaudamanisvaasulifitimsiu
Juswnszuaums
2.5. N3ZUILNINATBUTTUUT UABUAATY (User Acceptance Test : UAT) nasou
svuu feuldnusds Wisuiisuiueudesnisueslfindne (Requirements) #ildnnaslivdanisniu
Toyamudeinisszuu lneszdewmageuauninlinavesnsvaaeulndifssitunsldnusdamui
11379 MuA
3. vagauAUNIaNYassTUUgINtayantisdaiune vaaaunisldeunszuiunundn
(Main Features) wassuugnutdeyavisdoiiunie lnegSudnwousssusen1sisnsvaaeu (Test Case)
Wi Ihdhmsiuneusummaasuetisios 15 Su nsunumsveaeuieghatios dail
(1) nagoUNMIFAITayaINgUToYAT HIUN AP
(2) veeumMsynumunassIunMsInsdeyaduyarananginedunsesleyaduyAna
(PDPA) 1w nsiindauazinlduslenidoya Wusu
(3) vmasumstesn (Export) waz)Au (Restore) TayaluzuuunnzaIan (Point-in-Time)
(4) naapumsyhuiinewdewuaziatios (High Availability)
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4. NAFIUNTIAUINISEIUNTN (Front office) maaum'ﬂwmnﬁaawmmuqumsﬂ,m
m'iﬁg'uGmuLamauﬁliﬂun'ﬁiwmmswn*naama mmsuumwaamaaau’tau MsBuEueS e Kiosk
uAEMSBURTUYSTUMSDY unsEUILaueng 4 fail

(1) m3igatsinu (Identity Proofing) warBudusiau (Authentication) Wievasuusnis
MUTEDLAUNIY

(2) myvsieaulatuaznisSenAasuusms

(3) MssuAsowevhmisdaiuns

(@) mstuAinsensluvtadaifiunie (Endorsements)

(5) MsTudsviiuuareanluiasasuliudidnnsednd (Electronic Payment and
Electronic Receipt)

(6) MsedunadaiRuneBianvseting (Passport Delivery)

(7) MsAnmsEn UENTNEDAUNN (Tracking Service)

(8) msAnUsiAnTstionsewlsdaliumia (Record of Passport)

(9) msBugenlvigionivimideiiuns

5. NMAFBUNITUINNTIANITAIURAY (Back office) NAADUNTEUILIIUUIMITIANITAILNS]

nnnszuawunelimsutRnuaiiounss munssuiunusng q &
(1) MIUIMTINTTAI (Queue Management Operation)
(2) nMsusmsdamsuazudndeuyAralsyl (Watch List)
(3) N1sMsI9ABUASDY (Adjudication)
(4) N1INTIRADUNITTITZIRUY
(5) nsiun/eanaurisdeiiunedidnnseiind (Personalization)
(6) NMInsradaUANNNABILATANNWITIEaRUNBIEnselingd (QC)
(7) Mm3vaSaduvisdaiiunsdidnnseding (Passport Sorting)
(8) Msdweuisdaiiumsdidnvsetindang3udndlig 1919 (Intemal Passport Handover)
(9) msdnsifiedudumalusudld (ewglulsemalng)
(10) Mmsdndadumisdalrundidnvseiinduazaunsaliudiasludsdinnulusiseme
(11) MsIamuazuITTIANMIPamtIEaRunaBidnnsetindiauilan

6. NAFBUNSUTINIIANTFIUYBLALASITUUIATEUY wmaaunm%au‘[wﬁ'a:&a'i:swme?wﬂ’nmu
Tuvszwa drdnandlusiiaszng gudndaniidaiiums auddeyavnisdaiiumn uazqudaiuny
msﬂgumm T,msJcﬂaawﬂaame'«aiammmaaaﬁmmmmLaumwaﬂu,mmumqmsaa‘luimami g
Welviulaidaudmuiduslueuwavesny werannsaldauldlagliiatn lnedosseny
LmzLLuuwamﬁaaiUﬂimmmssu—awaua (Data Transfer) mMusRIIAUST (Bandwidth)

7, mwaaummwsam‘lﬁmumaaﬁuawawmﬁamumq uazAuddayantaFarfiunig
mwaaumsﬂsuﬂswiawmamuawawmaamummavﬂuwamawuaaamumaimﬂuwmu
unsgukardermunlureurvesny agetos fi

(1) smdfudgmnusisaanudl enfi nuuseg wihe iy wazels
2) szuulvih
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