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3.13.1.1 §2AU Certified Network Associate 811494 3 At Liluatinatias
3.13.1.2 9¥mu Certified Network Professional 87191 2 AL 1iluati1atiag

3.13.1.3 3¥mU Certified Internetwork Expert a1149% 1 AL Wuatinaiiag
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feufaiaueaziesdamginsaiidusecud vadlud eeluaranimda linegnldanun
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nau 13JLﬂu°ll@\'1Lﬂ’1Lﬂ'Ll Lmzmmmwiuumnfau IﬁilllF’Jm.ﬂWWLL@ZQM@HHM;‘Z@E’]\T‘H@HV?EQﬂ’)’ﬁ AN

ainsalinzadiananiomas
dmsulasesnisszuvdunasilingalus (New Intemet Public Zone)
AaLl §18A19 AU
1 gunsaliunduniaazatne (Router) 1 n
2 auUnsaladuAny yrnunan (Layer 3 Core Switch) 1 9n
3 qﬂﬂsfﬁﬁ@mi@m?mhmﬁmﬁ 1 (Layer 2 Switch Type 1) 2 7p
4 @qﬂmﬁiﬁ@uﬁ@m’?‘m}’mmﬁmﬁ 2 (Layer 2 Switch Type 2) 2 7p

4.1 gunsalAundunigazadng (Router) 3119w 1 90 Hansnunizsssalalil

[

4.1.1 Rasendmiulddwmasiva (Interface Slots) auauliitasndn 2 adas
memmm@mLﬂ'r?z'ﬂuiu@almmm:ﬁ@ﬂﬂﬁﬁﬁwmu@g (Online insertion and removal (OIR))

4.1.2 fwidagAnnauuy DRAM amaldifeandn 4 GB uazanunsnaenaléigage
souldtieandn 16 GB

4.1.3 fwaAnuauuy Flash 1uialifenndt 4 GB uazaunsareneldgagn
sulsitieandn 16 GB

4.1.4 fiwesa UsB litieandn 1 wafn fiseafunnssauudeyalyfemisnnanudn
aauanle

4.1.5 Hilse@nBn1MN19M194 (Throughput) Taitiaeindn 300 Mbps

4.1.6 i'aq?"uma‘l,ﬁumifmmwiﬁLm‘u Solid State Drives (SSD) 1198 Harddisk

4.1.7 dlanea¥rs cPU luuuy Multi-Core TaaszuulfiiRinns anansoutialdeu
CPU Core W@ miudaunianineiaes control-plane wae data-plane &

4.1.8 Unefm Gigabit Ethernet A1uaulitiaandn 4 wasn lnaaiuisnidanls
YU UL UTP (1000Base-T) Wae WUl SFP (1000Base-X)

4.1.9 41419091 IPv4 Routing 1éuA RIP, OSPF, IS-IS, BGP, BGP Router
Reflector, Bidirectional Forwarding Detection (BFD) &% Policy-Based Routing (PBR)

4110 sesfunisdnsviaresdeyald munnmsgiu DES, 3DES uaz AES 16

/4.1.11 984951 Zone...
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4.1.11 3895U Zone based Firewall function, IPsec VPN, taz DMVPN

4.1.12 @u190liLiFN19 NAT (Network Address Translation) uas DHCP Server &

4.1.13 @1:17091 IP Multicast LAuwn IGMPv3, PIM, Source Specific Multicast
(SSM), Multicast Source Discovery Protocol (MSDP) WLag Bidirectional PIM

4114 s895un1suen (Classification) wannaiadi daeinatulad DPI (Deep
Packet Inspection) Tmaﬁg’mﬁ’f@uﬂm (Signatures) uuainsaiuanndn 1,000 LANWALATY

4.1.15 $895UN1TN Quality of Services (QoS) WU Hierarchy LaZN" Class-Based
Weighted Fair Queuing L8z Weighted Random Early Detection 5

4.1.16 7895un13 19911 WAN Optimization and application acceleration

4.1.17 @1unraUtsuazaansglnsaisiag CLI, Telnet, TFTP, NTP, SSH, SNMPv3
Iiluasinatias

4.1.18 gnunsaasadn iy Rack 111a 19 359 14 waziaunaesglnsnigelaiin 1 RU

4.1.198mnsamaususzuu i 220 v Al 50 Hz 1§

4.1.20\uguinsnllwiAldFunsfusespanulaeadelunisldeuain EN uas

FCC iluatinatias

4.2 gunsnladudayay1oumdn (Layer 3 Core Switch) A1uau 1 1n HAnsanmoue

sasalali)

421 gnsnfiidnwaizidu Fixed Switch uuy Low Latency ifndn
1 Microsecond 714l Switching Fabric W3 Switching Capacity #52 Bandwidth ldtiasndn 3.6
terabits per second (Tbps) 44 ¢ Forwarding Rate ldfiaandn 1.4 bilion packets per second
(bpps)

4.2.2 H1urnraaiagAnan system memory liaendn 64 Gb waziauinvas
WiaeANAN System Buffer ladfiaaindn 40 MB way # USB anuauluitiaandn 1 wass

4.2.3 fiwan 10/25 Gigabit Ethernet uiusasiunsidansa Fiber s1urluitios
nd1 48 wafm niautauelugauLL 10GBASE-SR 419w 12 Tuga uay 1000BASE-T 411491 12
Tuga

4.2.4 fiwen 40/100 Gigabit Ethemet uisasiunsidanse Fiber s1uaulsifion

N9 6 WA A
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4.2.5 flszuudnslndased (Redundant Power Supply) uiunnalusagilnsal
(Internal) WaisrLLRAANS984 (Redundant Fans) 29xl1/deanunsnnemalaeussuyaneinuas
Waan Tnglidndusiestiagingal (Hot-swappable)
4.2.6 @duaYUIIY VLAN IDs 6 ladeendn 3,967 Vian IDs
4.2.7 @fugyuanuaL MAC Address i liifarindn 512,000 MAC Addresses
4.2.8 @LAYWII IPv4 host entries 18 kutfaeindn 1,792,000 entries
4.2.9 @1iugyun19N1 Port Channel l#ldaeinda 512 Port Channels Iasi@nxnsa
29ungu Link Ilaitaand 32 Link 1u port channel
4.2.10 @1120% UL Network Multipath ua High Availability té@ese i
4.210.1  $M9ULLY L2 multipath Virtual port-channel (vPC)
42102 MINLLL L3 multipath 64-way equal-cost multipath (ECMP)
4.2.11 atfuayun19n IP Routing Wi RIPV2, OSPF, EIGRP uay BGPL4
4.2.12 3845UN1991 L2 segmentation &1% L3 network TaeildnaTulad Virtual
Extensible LAN (VXLAN) routing 1111 MP-BGP EVPN 5
4.2.13 789§UN"19%1 L3 routing segmentation WUy MPLS
4.2.14 98951017 Monitor Traffic UL Network TAP k&% b1l SPAN
4.2.15 9895UN19 program WU DevOps Automation Tools 111 Puppet, Chef %78
Ansible
42.16 $895UN176 901761141 BIN19 Embedded Event Manager (EEM) a2

Python scripting

4.3 gunsaliieusielazadatiindl 1 (Layer 2 Switch Type 1) 41421 2 A uAazg]

AR suzAwsielli]
4.3.1 # Switching Bandwidth au1aliiaandn 216 Gbps
4.3.2 flsz@nsnnlunisderinudeya Forwarding Rate laitiasinda 71.4 Mpps
433 flnesadrviuseldeniu Redundant Power Supply Aeants
4.3.4 Awasm Gigabit Ethernet wuy 10/100/1000 a1uauliitiaandn 24 wasn
4.35 AWafm Gigabit Ethernet WUy SFP a1uaulidasndt 4 wasm wieauiaua

Tugauuy 1000Base-SX Auaulaidaends 2 Tuga

/4.3.6 $895UN19N...
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436 70959 Stacking 7 throughput laltfaendn 80 Gbps

4.3.7 dwnsaanuayu MTU lalddaendn 9,198 Bytes

438 d1nfunein UTP (R-45) AaeadUaRUNI199M1 Auto-MDIX L@z
Unidirectional Link Detection Protocol (UDLD) 14

4.3.9 @uayun9in VLAN Anunnnsgi IEEEB02. 1p uaz IEEES02.1q

4.3.10 @ﬁuwum?ﬁq spanning tree AMNNIATFIU IEEEB02.1D, IEEE802.1w
wae IEEE802.1s

4.3.11 Zﬁﬂ’uﬁgum?ﬁ’] Port Aggregation ANNN1A331% IEEEB02.3ad &

4.3.12 aduayunisliusnag IP Multicast Aael Multicast VLAN registration (MVR)
uaz IGMP Group #liTeendn 255 Groups

4.3.13 arfuayun1snn VLAN lalddeanda 1023 active VLANS

4.3.14 @"U190%1 Layer 2 trace route 161 Lﬁ@mﬂiumwﬁﬁmmmzmwm‘um
physical path i packet gndsnnuann source 11l destination 'léf

4.3.15 @ﬁumumsﬁﬂ Port Mirror lai@18190 Mirror Traffic WU Bidirectional
data &

4.3.16 9895UN171%UTN19 Dynamic VLAN assignment a2 Voice VLAN Lailu
atitiag

4.317 grnrsaninuanislesfiunisdednudagasae Access Control List (ACL)
lusEAL VLAN ACLs, Router ACLs, Waz Port-based ACLs léifluasinatias

4.3.18 @AN17ANMUAAAINANSIHLETN19ULY 802.1p CoS uaz DiffServ Code
Point (DSCP) 41

4.3.19 g1N1TONINUAANINATIHLFNS Tne@a1u19a9 Rate limiting Hat
Source/Destination IP, Source/Destination Application MAC wa2 Layer 4 TCP/UDP I

4.3.20 fifsfFuiamnsatlesunisiani viiayngn Léun 1P Source Guard, Port
Security, Dynamic ARP Inspeciton &< DHCP Snooping i

4.3.21 @nun70ilasnii Spanning Tree loop I3Tmeidfarida Spanning Tree Root
Guard a2 BPDU Guard 14

4.3.22 @a:1NTAUAN Traffic fagl Per-port broadcast, multicast, L& unicast

storm control &

/4.3.23 # Console. ..
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4.3.23 i Console Port Litasia Terminal nmuaAININUedalnsal uay
dmiunsasauszuuls

4.3.24 @ﬁu@guﬁ‘zuu Network Management AMNNIAFF1W SSH, NTP, SNMPv3
waz RMON 14t

4.3.25 gilnsnf Fesanansfnaeuu Rack 19 s 14

4.3.26 mumsé’mmmumm;-gmmmﬂmmﬁa IEC, FCC waz UL

4.4 ginsalidesairsatneaiiag 2 (Layer 2 Switch Type 2) A1uau 2 4 uAazgadl

AAN Iz Avsalilil

441 7 Switching Bandwidth unlitesndn 216 Gbps

4.4.2 flsz@nsnmlunisdesideya Forwarding Rate laitfaeindn 107.1 Mpps

4.43 fiwefad viuseldenty Redundant Power Supply Aeants

4.4.4 {nasm Gigabit Ethernet Wy 10/100/1000 anuanlitiaeingn 48 wasn

4.45 {nasm Gigabit Ethernet wuy SFP e uaulifiesndn 4 wasn nieuiaue
Tugauuy 1000Base-LH Anuaulsidaandn 2 Tuga

4.46 $895UN"TW Stacking 7 throughput laifaeindn 80 Gbps

4.4.7 aunsaaruayu MTU lalideend 9,198 Bytes

4.4.8 §MFUNETA UTP (RJ-45) Fa9diuayunigii Auto-MDIX uaz
Unidirectional Link Detection Protocol (UDLD) i

4.4.9 mﬁmgum@ﬁq VLAN ANNNNRAIFTY IEEEBD2.1p Lae IEEEB02.1q

4.4.10 '&ﬁuﬂgumiﬁﬁ spanning tree AMNNATFIY IEEEB02.1D, IEEEB02. 1w
WaY IEEEB02.1s

4.4.11 atfuayunaiin Port Aggregation ANNN1ATEIW IEEESD2.3ad I

4.4.12 ariuayun s lilsnIg IP Multicast A2t Multicast VLAN registration (MVR)
uaz IGMP Group @ liffasindn 255 Groups

4.4.13 @uayunisni VLAN laldidernda 1023 active VLANS

4.4.14 @1013091 Layer 2 trace route 181 Lﬁﬂsﬁqa“l,ummr’fﬂn&lmmemﬂmum
physical path 7 packet gn@aei1an source 11l destination 14

4.415 mﬁuwumsﬁq Port Mirror Taai@nunsn Mirror Traffic WUy Bidirectional
data 1§

/4.4.16 §895UNN7. ..
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4.4.16 7895Un111#13017 Dynamic VLAN assignment uaz Voice VLAN 1éitilu
RRPGH

4.417 gndrmoniuusanistiasiunisdaditudayasae Access Control List (ACL)
lusedu VLAN ACLs, Router ACLs, Wax Port-based ACLs difluatnating

4.4.18 AIMNI0AMUAANNINANTILTN 17U 802.1p CoS uaz DiffServ Code
Point (DSCP) 141

4.4.19 AINTDAMUAAUNINNITILTN? Taeaunsain Rate limiting #inel
Source/Destination IP, Source/Destination Application MAC uag Layer 4 TCP/UDP %

4.4.20 fifariduianunsaiiasiunisiansl viayngn 1 1P Source Guard, Port
Security, Dynamic ARP Inspection Wag DHCP Snooping i

4.4.21 gunsailesiu Spanning Tree loop Alaafine o Spanning Tree Root
Guard Waz BPDU Guard 16

4.4.22 ANTOAILAN Traffic fingl Per-port broadcast, multicast, A< unicast
storm control ‘I&

4.4.23 § Console Port titesta Terminal AuuaAINIINIeedalnal uay
Amiumadauszuy s

4.4.24 mﬁu&quuu Network Management @MNNIRTFIU SSH, NTP, SNMPV3
uaz RMON &

4.4.25 ailnsnl HasaunsaRasaUy Rack 19 ia 14

- 4.4.26 sj'}umﬁmmmwmmgmmmﬂ@@mﬁﬂ IEC, FCC waz UL

5. ABLLUAADIIU

5.1 éﬁu%ﬂmum:ﬁ’i@ﬁmﬁﬂLLmumiéﬁLﬁu\imTﬂwa wazdniuinlasanig
Usznausiag NAnIINLALIZZInaINIIAIUAANTIN TBIUNWANT il
5.1.1 LHUNNIANE AnsiillazeaniuussuLLATatie
5.1.2 LLmuﬂﬂ?m’qﬂﬂnﬁ%@umluimmﬂ’ﬁ
5.1.3 LLmuﬂmﬁﬁLﬁuﬂﬁﬁ@uﬁi@@qﬂnmm@zﬁmummﬁmmmulm:uu

5.1.4 LHUNIIMARALTLULLATUE WAL FULAAN IR AN MUNNZaN
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