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JESTION / SUGGESTIONS

L. Section 2.4.1.1 (2)

Applicant’s history background check from the Ministry’s
Watch List database

"(1) Must have program to ensure passport database

management and watch list's data”

Concerning the management of watchlist data, which of
following assumptions are valid:

a) The watchilist is a table containing the ePassport
numbers of lost and stolen ePassports

b) The watchtist is a table cointaining demographic data
(e.g. name, surname, data of birth) of wanted people

¢) During the watchlist check, it will also be necessary to
connect to external, international watchlist database like

for exampte interpol.

- The registration process will be based on
personal information accessed from database of
Department of Provincial Administration (MOI),
which is an authorized agency for all civit

registration data.

- The watch list check is an internal process.

There is no need to check with outside ’

’

database centers.

2.5ection 2.4.1.2

Fingerprint Verification and enrollment procedure
"Enroll fingerprints of both hands by a 4-4-2 {four-four-
two) fingerprint scanner, along with record scanning
behavior using closed-circuit TV or tive video camera,

and verifying of fingerprint data {1:N) with a fingerprint

database, collaborated Multi-Mode checking with arficle '

2.4.1.3, facial image enrclliment for a weighted

comparison as per Ministry requirements”

Concerning "monitoring of fingerprint scanning behavior
by CCTV or video camera" in 2.4.1.2, please specify

following:

a) Which actions shall be recorded --> only fingerprint
scanning or the whole enrolment process

b) Where shall the video stream file be stored?

The bidder shall suggest the ministry another
design of the data in accordance with TOR
requiremnents.

a) As of now, only fingerprint scanning

b} As of now, stream files are stored in the
main database.
It is stored separately from the
applicants’ information database.
However, the bidder can design his own
system in accordance with the TOR.

d) As of now, the video file is stored up to

3 months.

However, the bidder can design his own system

in accordance with the TOR.

Iy




) will it be archived into the databaée together with the
applicant's information?

d) For how long shall the video stream file be stored?
Please be aware that10 hours of HD-720 video by 25fps
results in 215GB of data. To store video data in the
back-end systems would have far-reaching
consequences on the network and SAN storage
reguirements.

We will propose the following fingerprint recording
procedure, Is this acceptabie?

1.CCTV recording is only active during FP scanning (~1-2
minutes per applicant)

2 Video shall be recorded in HD-720, srayscale, with 2
fps > enough to detect fraud or misbehavior>50MB

per appticant

3. Store video file on the enrolment PC; purge video

files after 30 days.

(1-3) Depending on the bidder. The bidder can

design the system to meet TOR requirements.

3, Section 2.4.1.5 (5)
(5) The officer scans other documents (if any) into the
system, for attachment to the application.
1. What size of documents will be scanned? What is the
thickness of the document

- Al size paper sheets

- passport
2. What is the average amount of document scans per
enrclment?
3. What are the reasons/use cases which require that

documents have to be scanned?

They can be any documents submitted by the
applicants. The scanned documents will be
used as evidences of application process.
1.The size of the scanned documents can be
categorized from ID card to Ad size.

2. The amount per one enrolment is 3-5 pages.

3. For youth applicants or other special cases.

4. Section 2.4.1.6 (1)
"(1) The officer prints the application form which
specifies an application number for reference an

electronic passport Booklet Serial Number and an EMS

- The applicants can collect the passport by
themselves at Minburi ,Pinklao and 3ang Na
branch. The rest of the branches, the passports

must be sent by post. Therefore the majority of




tracking number for passport delivery by mail or
Passport Speed Post for an applicant who has passed
the background check and prints a request for passport
delivery by mail (for passport delivery by mait) for the
applicant to verify by his/her signature.”

For proper cost and process calculation, from past data,
what is the percentage of the applicants that chose

postal delivery?

the passport will be sent by post.

- The numbers of postal delivery service are
approximately as follows:

-Songkhla branch 197,537 persons
-Ubonratchathani branch 133,975 persons
-Suratthani branch 100,453 persons
-NakhonRatchasima branch 177,161 persons
-KhonKaen branch 197,112 persons ‘
-Chiang Mai branch 174,834 persons

-Udon Thai branch 152,834 persons
-Phitsanulok branch 78,568 persons

-Yala branch 217,658 persons

-Phuket branch 92,398 persons
-NakhonSawan69,453 persons
-Chanthaburi98,329 perscns

-Chiang Rai98,582 persons

-Pattayal79,018 persons

-Pinklac branch 753,476 persons

-Minburi branch 120,960 persons

-Khiong Toei 103,960 persons

-Bang Na 798,660 persons

5. Section 2.4.1.6 (2)

"(2) Signature data, kept as an image’

1. Whether to scan the signed A4 application form or to
scan the signature would be sufficient

2. If scan application form, what is the purpose?

As of now, only signature scanned, but the
bidder can design your own system in

accordance with TOR reguirements.

6. Section 2.12.1.1 (4)

"(4) Mobite unit networks. The bidder shall design
network systems for off-site usage that can be
connected to various databases, according to Ministry
requirements.”

1. Is it required that the mobile units can connect tc

1. Depending on the bidder. The bidder shall
design mobile unit networks that can connect
to various database required in application
process.

2. Yes, it’s valid for all mobile units.




e

the various databases

network (e.g. 3G and/or 4G/LTE)?

(=back-end systems) via a mobile

2. If yes, is it valid for:
a) All 240 mobile units, including the ones used in
overseas?

b) Only for the 40 mobile units operated in Thailand?

7. Section 2.12.11

"Data Centre Network must use technology Software
Define Network to setup and control network system,
for the ease of automatic data transfer between servers
(Server Live Migration)"

Does the customer require virtualization or not?

We do not understand how to perform “Server Live

Migration” without virtualization?

Server Live Migration is a network to setup and
to control network system. It helps transferring
automatic data between servers. It must be
able to operate immediately if the alternative

server is down.

8. Section 2.13.6

"The contractor must develop Web Services to send
capturing biometric data into the Ministry’s system and
must have technologies to prevent abuse of data access
in various forms efficiently."

1, What is the format of the data to be sent to Ministry.
s it NIST format?

2. Same for 2.9.4, if the format is the same or not.

1. AS of now, the system doesn't use NIST
Format. The bidder can design formats of
the data in accordance with TOR
requirements.

2. Formats under 2.9.4 can be any formats
depending on each MOU with other

agencies.

9. Section 2.17 (1)

(1) After the contract’s effectiveness, the contractor
must establish Passport Information Centre and Passport
processing System according to the Ministry’s
requirernent. The Ministry of Foreign Affairs will provide
the Cut-Off date passport data, so that the contractor
can migrate and import database into their database
design and in accordance with the employer’s passport

information system.”

(1, 2) The size of database is more than 25

TB. All data have to be migrated.

3. This information shall be accessed by
the winning bidder. The data you
mentioned (a-k) will also be migrated to

the new database.




In order for the contractor fo estimate all the data

migration efforts and the required database sizes, please
specify for each database which has to be migrated:

(1) Type and main content of the database including
data formats for non-textual items (e.g. for facial images,
fingerprint images, fingerprint templates, scanned
images, signature images etc)

(2) Size in GB of the current database

(3) Amount of primary records

In specific we need to know if any of following data,
which is stored in the actual system, has to be migrated
to the new systems:

a) Demographic citizen data (e.g. name, surname, date off
birth, place of birth, etc.

b) Biometrical citizen data (e.q. facial images, fingerprint
images)

) Breeder documents (e.¢. scanned birth certificate,
scanned old passports etc.)

d) Historical data of ePassports issued {e.g. ePassport
numt;er, data of issue, date lost/stolen, etc.)

e) Blacklist data

f) ePassport stock management data

¢) Inventory management data (e.g. which devices are
stored in which site/location)

h) Historicat log data from different systems (e.g. EMS,
etc.)

i} Cryptographic key material from existing ICAQ PKI
system (e.g. CSCA, DS, KMS)

j} Incident management database

k) Enterprise System Monitor and Management database

10. Section 2.17 (10)
(10) Passport Data Centre at Main Site and Remote Site

must be Real-Time Synchronization and Data Consistency

Yes, all backend database systems must be

setup in the active/active mode.




must be verified throughout the operation period.

ls our assumption correct that all backend database
systems have to be setup in active/active mode
{meaning this database system is active in the main site
and also active in the remote site and any client systemn
can update any data record at any point in time at
either the main site or the remote site) with real-time
bi-directional data synchronization of the entire
database (meaning that all data is available concurrently

in the main site and in the remote site)?

11. Section 3.5.2 (1)

{1) Keys must have Roll Over as per ICAC recommendation
to minimize the risk of Keys Compromise.

Question 1: The new CSCA root key will be generated
on the new CSCA system. is this correct?

If answer to Question 1 is "No®, can we assume that:

b) the root key of the existing CSCA system can be
exported and shall then be imported to the new CSCA
system

If answer to Question 1 is "Yes", can we assume that:
a) the existing CSCA system is able fo generate the
required link certificate, linking the actual CSCA root
certificate with the new CSCA root certificate

or

b) the root key of the existing CSCA system can be
exported, then imported to the new CSCA system to
generate the required link-certificate on the new CSCA

system

This information shall be accessed by the

winning bidder.

12. Section 3.5.3 (2)
"(2) Has a system to submit various certificates to the
ICAQ’s inspection system and the ‘Public Key Directory’

(PKD) that is secure and effective.”

This information shall be accessed by the

winning bidder.




| Do you have an an existing, legacy .b‘ogder management
system to which we can regularly upload any new
certificates which were issued like for example DS
certificate and CRL each 90 days? If yes, please provide
details about the data interface to this border

management system.

13. Section 3.6.1.1

3.6.1.1allows to substitute fixed stations with self-service
kiosk systems. Are following requirements also valid for
the self-service kiosk systems:

1. record fingerprint scanning behavior using CCTV or live
video camera > according to 2.4.1.2

2. allow to scan documents up to passport page size

(D cards, passports, visas) > according to 2.4.1.5(5)

3. allow to scan documents up to size Ad > according to
2.4.1.5(5)

a. applicant inputs his height > according to 2.4.1.5(1)

5. applicant inputs other data > according to
2.4.1.5(1,2,4)

6. print application form > according to 2.4.1.6(1)

7. scan signature from applicant > according to 2.4.1.6(2)
We propose not to print the application form, and show
all the application data on the screen. The kiosk will do
the followine. Is this acceptable?

- Applicant enters queue number into self-service Kiosk

- Applicant inserts NID for backeround check

- Applicant filts in the additional information (e.g. height),
contact information and mailing address

- Applicant will perform the fingerprint, face, iris scanning
- After background check is ok, applicant is presented
the summary page on screen, and asked to sign on the
signing pad

- Appticant is asked to leave self-service kiosk and go to

Yes, as long as the self-service kiosk systern can
nerform equivalent to or better than the fixed

stations.




enrolment officer
- Enrolment officer will help to scan any documents

- During passport payment, print the application form
and receipt.

- During postal delivery payment, print the delivery receipt
This would simplify and streamline the process

according to best-practices.

15. Section 3.6.1.1 (9) and 2.4.1.2

3.6.1.1 Fixed units, comprising of...

(9) Closed-circuit TV cameras

- 2.4.1.2 allows using ether a CCTV camera or a video
camera. Would be sufficient to comply with the
requirement of 3.6.1.1 {97

a) Webcam

B) HD resolution

¢) H.264 compression

d) attached to the enrolment PC over USB 2.0

e) streaming to a central video management system

if no, please define exact requirements for the closed-
circuit TV camera.

- Is our assumption correct that the requirement
"monitoring of fingerprint scanning behavior by CCTV or
video camera” in 2.4.1.2 does not apply during the
application processing on a mobile unit because the

mobile unit does not have a CCTV camera or video camara.

- The current project uses a HD web cam, but
the bidder can design your own system to
deliver a fine quality videos.

- The monitoring of fingerprint scanning behavior

is required for both fixed units and mobile units.

16. Section 3.6.1.2 (1) and (8)

(1) Notebook or mobile computer unit that can be
packed in the mobile case

(8) Portabte Printer Is the bidder free to choose any
notebook or mobile computer which serves the purpose
to properly capture the applicant’s data as defined in
2.47 Would a tablet computer also comptly with the

requirement?

Yes, a tablet computer is also acceptable as

long as it meets TOR requirements.




17. Section 3.6.1.2 (8)

(8) Portable Printer

1. As space is imited in the mobile unit, can we assume
that an A5 portable thermal printer would be sufficient?
Or is a full-fledge A4 printer required, resulting in a huge
and heavy mobile unit casing?

2. Can we assume that the bidder can chose the printer
technology, e.q. inkjet, thermal printing, dot-matrix

printing or laser printing?

Since the system needs to be able to print out
an application for the applicant to sign, then an
A4 printer is required. Unless the bidder can

provide other technologies to perform the tasks.

18. Section 3.6.1.2 (10)

3.6.1.2 Mobile units consist of...

{10) Universal Power Supply and battery

We will ensure that the battery shall allow using the
mobile unit with all the attached devices for a period of
at least 4 hours. Is this enough? If no, please indicate for
how long the battery has to power the mobile unit and

all the attached devices.

Depending on the bidder’s proposal. However,
the mobile unit and all the attached devices
have to be able to operate at least 8 hours per

day.

19. Section 3.6.3.1

(7) Security equipment for Server Farm (Firewall, IPS and
Malware Protection) 2 sets

Can the bidder chose one equipment which can fulfill
all 3 functions (firewall, IPS and malware protection)
resulting in 2x1 equipment or to chose one equipment

per each of the 3 functions, resulting in 2x3 equipments.

Depending on the bidder. The bidder can design

the system to meet TOR requirements.

20. Section 3.6.3.1 (9) and section 3.6.3.2 {9-10)

- Section3.6.3.1 (8) Security equipment for VPN Gateway,
lease line, Firewall IPS and Malware Protection 2 sets

- Section3.6.3.2(9) Security equipment for VPN Gateway,
lease line, Firewall IPS and Malware Protection 2 sets
(10) VPN Gateway 2 sets

- In section 3.6.3.1 (main site), the item "VPN Gateway"
has been removed and substituted with item 9 "Security

equipment for VPN gateway, lease {ine, Firewall iPS and

The same condition is valid for section 3.6.3.2
(remote site} and the actual item (10} "VPN
Gateway" of 3.6.3.2 can NOT be deleted.




Malware Protection”.

Can we assume that the same is valid for section 3.6.3.2
(remote site) and the actual item (10) "VPN Gateway" of
3.6.3.2 is obsolete and can be deleted?

21. Section 3.6.3.3 section3.6.4.3 and section 2.12.4
Section3.6.3.3 defines the required quantities of network
equipment for the Temporary Passport Offices:

(1) WAN Router 28 sets

(2) Distribution Switches to connect with user Access
Switches 22 sets

(3) Firewall 14 sets

Section3.6.4.3 defines:Host for Front office 20 sets
2.12.14 includes a diagram showing the network
equipment at branch offices in high-availability mode:

- 2 redundant WAN-routers / firewall

- 2 redundant access switches

- 2 redundant network connections to main/remote site
if it is required to setup the network equipment as well
as the host for front office applications in ALL the branch
offices in high-availability, then the quantity defined in
3.6.3.3 and 3.6.4.3 has to be adjusted accordingly.
Please advise if:

a) It is NOT required to setup the branch offices in high-
availability mode and the quantities defined in 3.6.3.3
and 3.6.4.3 are correct

b) It IS required to setup ALL the branch offices in high-
availability mode and the quantities defined in 3.6.3.3
and 3.6.4.3 have to be corrected as follows:

WAN Router 40 sets

Distribution Switches to connect with user Access
Switches 44 sets

Firewatls 20 sets

Host for Front office 40 sets

Depending on the bidder. The bidder can design

the system to meet TOR requirements.
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If the answer of a) is YES, please tet us know why some
of these remote enrotment offices shall not be equiped

with firewalls --> 20 offices versus 14 sets required

22. Section 3.6.5.1 (5) and section 3.6.5.2 (6}

3.6.5.2 (5) Printer 4 sets

32.6.5.1 (6) Printer at the Department of Consular Affairs,
Temporary Passport office, Mobile Units, embassies,
overseas consulates and Thailand Trade and Economics
Bureau 180 sets

What is the expected yearly average amount of Ad

sheets printed by one of these printers?

Approximately, there are two million applicants

per year.

23, Section 3.6.5.1 (7-8)

(7) d-finger fingerprint readers at the Consular
Department 20 sets

(8) NID Smart Card readers at the Consular Department
20 sets
What are the uses of the Fingerprint readers and Smart

Card readers at the Consular Department?

Fingerprint readers are used to collect
fingerprints from applicants. Smart Card readers
are used to read data from the microchip
embedded in the smart card ID linked with the
Department of Provincial Administration’s

database.

24. Section 3.7.12 section 32.7.13 and section 3.7.14

- 3.7.12; Fingerprint matching server: 1 blade server with
8 enclosures, whereas 4 enclosures have to be filled
with a blade server motherboard

- 3.7.13: Face matching server: 1 blade server with 6
enclosures, whereas 3 enclosures have to be filled with
a blade server motherboard

- 3.7.14: Iris matching server: 1 blade server with 8
enclosures, whereas 3 enclosures have to be filled with
a blade server motherboard

This totals to 3 blade servers with a capacity of total 24
blade enclosures, whereas 10 enclosures are filled with
blade servers

For better scalabitity in the future, we ask to allow to

deliver in total 2 blade servers with a capacitiy of total

The bidder shall design the system to meet TOR

requirements.
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ANSWERS / EXPLANATIONS * =~

deliver in total 2 blade servers with a capacitiy of total
32 blade enclosures (+33% more capacity), whereas at
least 10 enclosures are filled with a blade server

motherboard.

25. Section 3.8.2.1 (2)
(2) Able to verify data and facial matching with data

correctly

Is our assumption correct doing a ICAC check and doing

1:N check would fulfill this requirement?

Yes, please refer to TOR for further reference.

26. Section 3.8.2.1 (7)

3.8.2.2 Facial image cotlection

(7) Must be able to determine the appropriate position
of image taking and appropriately adjust camera’s
position automatically.

1. is our assumption correct that the camera shall
automatically search within the lense coverage the head
of the applicant and automatically crop the facial image
according to ICAO standards.

2. Kindly advise the currently used camera brand and
model

3. Is our assumption correct that the proposed camera
shall provide eqgual or better quality facial images than

the currently used camera?

Depending on the bidder’s proposal. The bidder
can design the system to meet TOR

reguirements.

Section 38.6.5

Must have program that allow legal officer to verify and
check biometric data that is faulty’

1.Is there a legal officer in every Temporary Office
perform the investigation?

2. If no to item #1, what is the next action for the

operator at the enrollment station?

1. There are Ministry’s officers in every
Temporary Offices to supervise the cases.

As for complicate cases such as blacklisted
person, they will be referred to the Consular
Department.

2. There is an enroliment station system that

can be accessed through the Temporary Offices.
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