AIRANUIN N.

TIUAZIDYAAMANY LW VI TYUUIY

1. daiEuenmumaliauasIuaudnAMSN YRIaWITUBISTULNY

1.1 swazideanm@EutivauwamavaaRmznuings Usulimaeuiamesuduiednsuliule
fisneazdan il
1.1.1 gFuinszseaimun ivledliaunsasesugidrvuarldnuldhidesndn 25,000
Session wiay q fulaglinulgmle 9 MeiliSuiasdeBugoumudannasimeluil
1.1.1.1 ghdevgailiumsveasumsidnuivled sedsnsagidshwuald

1.1.1.2 g¥udnedasld Virtual Server vasdriinnuimuniguadivh (eadmsumiuw)
VERYIY hiadalilRanizvinidy
1.1.1.3 fhdsesdomimuniiuasdososnuuuninensiisududeddlinmsay
wazLanman1sesnkuulRuznssNNISRAs aRamiiunsRanTan
1.1.2 v neresimniulsdlimunsasessumsvhnusauiugunsainssanalvan
sEAUNALE (Load Balance) ﬁmapjdﬁ']q%’ﬂm‘lﬁ‘lﬁimahjﬁﬂzym’lﬂ 9
1.1.3 gfuazdenimniulediianunsase sumsitangauzinvesszuu lnusosds

weludmihiiashelilneeme s (Landing Page)

1.2 neaziBanmauiivounmanafiavosivwoundndu (Web Application) suaziden
AMENUR il
1.2.1 WawwarUiulsssuuiulesiendou 2019 Waesadawmumnaspuivlesininss
Tneszuuiinmunddnuazdu web Content Management System wﬂﬁmummmusmﬁ]ﬂm'st,uam‘uaﬂ
dulwilahouazasmn waslssuumsaumiia
1.2.2 Wannuareonuuusiuleaiseasunnsgiu HTML 5.0 uagsossumsuansnaniuiu
usmwesuuiisesiuntihae Smart Phone Tablet way Desktop Tudiulesiiiesls (Responsive Website) #ail
1.2.2.1 Lansnar uIuUs1I@esUL Smart Phone Wag Tablet Usenausie
Google Chrome @ 1%3U Android Safari duiu iOS
1.2.2.2 wansaruiuusigesuuniasreniames (Desktop) viiapaufmainam
Usenausne Intemet Explorer a3t 8 wianeiduiilvilnin Goosle Chrome Moxzilla Firefox Safari I

1.2.3 99NV wagiminszuy aennaamuinmsgu fell

(u.d. s577nd arudon) (u.g. allden wAE) (wwtas gadu)



1.2.3.1 1n3§1U Web Content Accessibility Guidelines 2.0: WCAG 2.0 fisziule (A)
1.2.3.2 wms§1u Cascading Style Sheets (CSS) muvammuayas W3C Tusyéiu 1
1.2.4 pONLUU uagiannszuu IinmsinmanutunsUasadvansaumne s
1.2.4.1 WmwseuumuAmkugil “A Guide to Building Secure Web Application and
Web Services 2005” 483 OWASP
1242 fimsnsadeuamngndeswesdeyalusuiuuteyasiotns (Review) nauls
1243 zuuaunsn Approved Lamingdnwtnfinouthuanamtiiuled
1.2.4.4 dmiegeugldanusie CAPTCHA L‘ﬁ‘Ll*iULL‘LIUG\’JLﬂ“UﬂB‘uﬂ’ﬁL’Lﬂ‘iuU‘Ulﬂ
1245 ﬁ.lﬂ'l‘i"i]ﬂLﬂUUi"’JﬁlﬂﬁaEJﬂEJuL‘lI’IE‘I‘SuUUVI\‘I wuufigendudisa wavdondu
laidiSala
12.46 fm3sdnswa (Encryption) iiterfiunudasnde ’Lumsﬁ"amsﬁaeﬁa‘ﬁaiﬁla
rudatedumesiiin nsld Secure Sockets Layer (SSL) (https) wiewaluladfinnin lneg3udnames
suragaumlganglunisaaneileu (Secure Socket Layer) Tuuuwainsengaweussine
1247 fimsdmiudsziinmsdnldanu (Access Log) vasidrssiuludls
1.2.4.8 Yosfunslanfiniuanasgiu SOL Injection, Cross Site Script ua
Buffer Overflow ¢
125 wmmsv‘uun‘lﬂﬁdcﬂ“lwsaﬁ‘umiLLamwa‘uawamalmmmmmﬂqw wazn1wlng
ansaiuwasaudayaLiomuaz mnditvua IﬂﬂLLfﬂ‘UﬂTﬁLLﬁNNﬂ’UE}uaLuE]‘lﬂ’]‘VlLLCv'IﬂCv‘l'Nﬂuwi’e]mi
LLﬁﬂ\‘iNﬁ'ﬁE]HﬁLU’ED‘V]’]LL‘U‘LJLG]EJ'Jﬂulﬂ WATILUUTBITUMIUIzrdunusany social media A4 9 lalaniy
Live Facebook 16 Taguansuanis Live Facebook Tunthwessiulesiimunliiduetei
1.2.6 ﬁmmLLazaammu‘tﬁmmiﬂmwaausﬁ’agaL{"Iam e siAtiadrannnguufinud
I$Funeumnoneumsmeunitoyatuiuledls
1.2.7 Wannuazusuugslissuuduledliaseunqumavals i
12.7.1 580U Front End dwsuliuimsungflzidninameidou waggnuianssy
an99 vouiuludendeu
12.7.2 58Uy Back End dmuliidmihiifguassuurosmisnu iteswian
(Update) %’agatﬁams’hm fiReatasaauwiuladv
1.2.8 aunsadnTvingAnssudidnusnivles uasmssenuraniedi lnednusnvase
AsY U
1.2.8.1 sanuuusiulesifiosesiunisyh Web Analytic Tngsasfumsani
aA3uN (script) Ingszu Truehits.net uaz Google Analytics Aiasnzinginssuvesdidrvuivles uas
swnuraFeundeniuMsnusRins i uleduasiug Inemihiinsgnsamasinsssna
AN HIUT Google Analytics Mg

(ud. 917ind dnudan) (u.4. aflaa uraa’) (uetian gadu)



1.2.8.2 @w130¥11 SEO (Search Engine Optimization) Tnenslafdfty
(Keyword) w30 Tag Lﬁ‘mﬁ’uﬁu‘l‘dﬁ, Meta Description wag Title Imduseatios
1.29 Waunssuuiiuildauenassaudu (Collaboration Space) Fwenarsiioglu
sUuvuenansBLdnsetind (elsifidnsinysau aunsoldfuienansdidnmseindriunsssuuils
wazfildsuavsianusaudlufisudodaiu wazamnsaduiinnmsasuamenonasla uazdosd
mstuiindevesduiluenans Juwagnaiimsudluenas uasinistmundvddmiunisdgdeya
(ludnwauzidieniu Google Doc 3881311 Google Doc wisvuUlnAlAswUsvenalY) Inednuauls
oghationdail
1.2.9.1 @1115098n QR Code dusuddlndionarsdidnnssiindainssuu Back
End lef
1.2.9.2 @113087U QR Code uazuamidsrnadnsluduonansdiannsatingdlu
mUszagiy 9 1
1.2.9.3 ansafwundvsiilflenansdidnnsedndsauiuils Tnoudsdvsnnsld
nudunduiienildedraiefunguiianusaudluenasddnnseindilfiiuesiedon
1.2.9.4 msdrfanslinuenanssiufusesldfuaniandauassuy
1.2.9.5 fpuassuvaninsalians muedns msiifansldauenassiuty 1s
1.2.10 anansauansiazgauty Share Inadt lus Social Media Bul# 1y Facebook
Twitter Instagram Line léifluaenatios uarlWaonadestuszuuuimsdanisidevndeya (Content)
1.2.11 W seuuuImsinn1steyandsnim (Image Management) fswavdundal
1.2.11.1 msuanadiuginsenlteu (Front End)
1.2.11.1.1 aunsauanawazunmle
12.11.12 fudmsunmilvangun Tnsanansadmuaideulunis
ailvianegnatios m UwuUlaeidadau (Ratio) vesnmlsidsundas fail
® LﬁanmnﬂwamgﬂmwﬁqwmmummazLﬁﬁme_gd (High Resolution)
o FenmmillnanguniwiamuanaeuazBentiunan (Medium Resolution)
o Honmilvangunmiimuaniuauandenm (Low Resolution)
1.2.11.2 nsuaninadiugiasodlda (Back End)
1.2.11.2.1 anansadenswivaaiunwlsitasuarsamuazidensvus
Swivian (Upload) iislnwiiaznmle
1.2.11.2.2 @unsadwlvan (Upload) Iwanmeiuiuiusries (Web
Browser) 161
1.2.11.2.3 anansodnies uasdudoyalndsunmls fi
o JniFvaazdumindsunimainmsseydesuam
o FnFsauazdumindsunmain Yudiow/d fvimsdnlvan

o (

" : i pr %\
a%e 6{'””\”‘0 UFLE1UNTTUNTT A8TD ...... [Aﬂj"/ AFTTUNTT AIUD cveveerreerersereerreenes NIIUNS

(u.8. 537%ind deudion) (u.4. allasn uALE7) (wpiias ganduv)



1.2.11.2.4 ganseasraily uusanany iedninudayannle
1.2.11.25 anunsaAmusdnuinasanagunin ieliiesenguaya

e

De
=he

sumwnla A
® Lanuansiaz 10 sUMw
o uanwmanssay 50 UnwW viem it vun
121126 mmsmﬁlﬁagﬂmw wazseazideateyavasgunmnla
1.2.11.2.7 anansavia au wazufly jUnwimasvesiulsivieiiaznw
1.2.11.2.8 s083umaiiin au uazuilvvsnavgamn
12,1129 sessumsnsie undlateyameandonuasnn
1.2.11.2.10 sesumsiiin Tag Wiulndnmw wielddmsumsuimsuas
JAMIMUMIAUNILUU SEO
1.2.12 Wt sEUUUIMsInnsUayalwaiale (Image Management) fisneaziden e
1.2.12.1 msuanssadugAnserldnu (Front End)
12.12.1.1 ansnsanauasslidiadiiie violwadTnvimd dovuls deil
® JyuruTIUIA 240p
® UNUUUIA 360p
® FUTUIUIA 460p
® SUBUVINA 720p HD
® FuyuuNa 1080p (Full HD) (fluvastayainle)
1.2.12.1.2 Sidulvinnllvastayaiflalamuvuin 240p 360p 460p 720p
HD uazduruwing 1080p (Full HD) weaidenanillvanliniuuuinaiefisnivasdissuy
1.2.12.2 nsuanmadugAnser i1 (Back End)
1.2.12.2.1 aunsnsnlvan (Upload) Indauvinalug wazduiinle
pals
1.2.12.22 ansasnivan (Upload) 3alendy IWadswhuiviusiwes
(Web Browser) 1o
1.2.12.2.3 gansndnies uazAudayalwdinlendUla il
o Jnsvaazdumindiflenduanmsseytoinlonay
o Jndswaraumlnginlondvan Yuiiewd ivhmsswluan
1.2.12.24 ansnsoaauily wasuiamnemy iedauiFlenaulwaidols
12.12.25 annsaiiin avu warudlaseazdenialonduls
1.2.12.2.6 sos¥unmssnlvan (Upload) IWdunsana &l MPEG2 MPEGA

AVI WMV MOV FLV ailusenatias

= ll o =
GRUD) ﬁXY‘(M, Uses1unIsuns asve @Mf\/ N33UNNT 89T &(\ ........ N33UNT9

(ud. 5517ind anudan) (u.d. ailaan urAEa) (weiiaT gadv)



1.2.12.27 sosdunmsswivanindiflelusuuuumansindluadadien
Multiple File

1.2.12.2.8 s0s5un1senivanlndimlendusidumalndlaiiu 250 M8 s
NIOUAIWANNUA

12.12.29 s0s§umsiiiu Tae Wiulwiale iolddmsunsudmsuay
JANIMUNMSAUMLUU SEO

1.2.13 Wawnszuulisruvamadouiineasdon fad
1.2.13.1 nMsuanmadiugansiorldnu (Front End) kagn1suaninadiudfinse

w1941 (Back End)

12132 ﬁ‘izwmﬁ'ﬂ‘mmmﬁ"uﬂwaEJﬂffaﬁ‘ulmﬁLﬁaﬂnﬂaﬁagaﬂa&pﬂ%ﬁm‘3

12.133 fiszuudamsaindnuazanslunisldnu uazanunsadndh dseendeya
nszuula

1.2.13.4 gnansamuualainaziinii login Asunsidndsszuunseazlufinla
ALLEN1T1T9TY

1.2.13.5 ssuuannsasuteyaludnueedindnmuagivddayals ansnsaiu
Irldnmuuu JPG GIF PNG BMP 1dusu wazfmusvunavesgula

1.213.6 asnsnuia udle au wasmuniudiamadou Suduae waedmun
Srunuaumsamazdeuluusiazasld wietmusldnuamiumsnya

12.13.7 syuuiidemmunievlaseunedersmanalmiiesimstuiindnnane

12.13.8 sruvannsadeimivdngulunisamadeudeamadoulfaiedy
GHIPRITEY

12.13.9 fimhieyadasinsiiefusithsdnsiunsussy 019 s9¥a e winana
Uszina Ussinning

1.2.13.10 sruvannsniintays wazditeayasenatnseuu (Export Data)
817 2w Tayagatag mIvsyyn Tuguuuulue jpg excel pdf word csv sql

12.13.11 annsafuvndeyagamsileuldainmih Backend ioudlvdayals
Pnglasudve

1.2.13.12 syuvannsagdudduiunisamalounazdadrdmiunisamadeula

12.13.13 szuvannsnendndviidngsyuuld wasmusumaiingszuu Tasnns
\infedoyavesgliffaviidngszuuld uavanansaduudvieing 4 Tnediians

12.13.14 annsafmuadvsmsgteysuasunlulusydusg q audvs il

12.13.15 syvufianuaansatuiinmniimaudledeyaiienauindloadufudly
wazunmiudily

1.2.13.16 WAIMINIANIUNULASAMANYZIANE NANLIN .

o E/ N/
< 4 o
GRED] mq\( Us257UNTTUNIT ASTD ... MG’/\/ N33UNT A9YD @\ ........... A334UNT3

(uA. 5517ing deudon) (u.d. alladn urALEa) (welaT Hadu)



1.2.14 W52 UULTYUURASIONENT

1.2.14.1 Mswansead ugResiodldnu (Front End) wagn1suansuadiugfnse
il (Back End)

1.2.14.2 fiszuumsinwanusiunsasadeiulediiieuntesteyaverliuing
fiszuudanisandnuazdvslunslinuarannsaiiduazdsoendayannssuuld

1.2.14.3 anunsanmuualainazivni login neumsinfessuuviseazlifinle

1.2.14.4 soa3umssnivanlwdianansluanalwd docx pdf xlsx xts 1usiu
’lugﬂuuwma”lﬂa”lua%@au (Multiple File)

1.2.14 5 sesfumsmuuamsuustiulviawmesionans

1.2.14.6 sesfumsiiiu Tag Wifulndienas ielddmsumsusmsuazsnnis
ATUNTTAUMULUU SEO

1.2.15 Wannszuuiisyuunsenn

1.2.15.1 mMsuanmasuganaeg ¥4y (Front End) agn1suaninadiuganse
kldeu (Back End)

1.2.15.2 fiszuumssnmmnusiunsUaeadoiiulediiieunesdeyave slduinis

1.2.15.3 fisvuudansasndnuardvslumsliny uavaunsnthidh dwendoya
31nszuula

1.2.15.4 ennsanuualannaziivg login neumsitndeszuula

1.2.15.5 sasfumsdulvanldienansluanalvd docx pdf xisx xts 1usiu
Tugtuuumanelndluadadien (Multiple File)

1.2.15.6 sesfumsmuusnisuustiulwainesionans

1.2.15.7 se9¥umsiiiu Tag Wiulndionans ielddwsunisudwsuazdanis
FIUNTAURIMUU SEO

1.2.15.8 a1snsauivayaru Social Media lagiivy share uaganinnuans
wazgauty share Twast TUSs Social Media Bulst 1y Facebook Twitter Instagram wag Line 1oi{iu
DE9UDY

1.2.16 Wanszuuissuuuimsiam s maiswazianssuy

1.2.16.1 mMIuanmadiugansar 11411 (Front Enduaznisuaniuadiugsinse
tﬂ‘?j’d"lu (Back End)

1.2.162 flenunsn @314 / uily / au vinavgvesmiasuagianssula

1.2.16.3 anansamvualvimnanswagianssulmdu Hi-Light lunthusnvesiulasle

1.2.16.4 anansamuuansiini login Aaumsinsszuule

1.2.16.5 fisyuunataznizaean (Really Simple Syndication: RSS)

1.2.16.6 Yansuandlilfifiesensnsmasunounanstiiu

(ud. 5519w avudan) (u.4. alidan urALEs) (weian ganduv)



1.2.16.7 izwmmiaL%auimﬁ’us::uuﬂﬁ’wﬁnﬁ'}ﬁuﬁﬂ‘dnlﬁhalﬁﬁmﬁ']L%ﬂ%'az%lalwaj

1.2.17 WAz uuuImsdansufitu

1.2.17.1 Mmuansradug@nasiosltau ( Front End JuaznIuaniuadiu]fnsie
WL (Back End)

1.2.17.2 fanansn &313 / wily / au wenisalluufiule
1.2.17.3 5995umsmuuanisUseyusel wazmuuesiensgesle
1.2.17.4 sa3umaiiisvemisaigos 9 Tuudasihde
1.2.17.4 @nansamuuamsiivgh login neumsitnaessuula
1.2.17.5 fseuuAawaznszaney (Really Simple Syndication: RSS)
1.2.17.6 s9s¥umscate wadldteuameandonvesianyam
1.2.17.7 enansauasivnnisakitu Social Media

1.2.18 sWwwnsyuvandniiuled

1.2.18.1 Msuanmadiuganmo ¥y (Front End) Wagn1suanitadulnnse
cﬂ‘gmu (Back End)

1.2.18.2 syuvawnsasvainsandntea
1.2.18.3 aunsa a4 / wily / au deyaaundnla
1.2.18.4 gnansamuuamsivun login Aeumswiisssuula

1.2.18.5 @133t UeyaeanaIngzuu (Export Data) @19y 1w Tayanading
Tuguuuulvd jpg excel pdf word csv sql

1.2.19 WaluszuuuS Msasvuneandidnunsaiing E-Newsletter

1.2.19.1 mauanmadiugRnsoldnu (Front End) waznsuanirasiuginse
sﬂ‘ﬁ’mu (Back End)

1.2.19.2 szuvansnasny / unly / au E-Newsletter 1o
1.2.19.3 asfpsandniiiodu E-Newsletter wazaosndniutiansle
1.2.19.4 szUUE1INI0ds E-Newsletter #1uvng email 1o
1.2.20 fiszuu Archive dwiunsiiudoys
1.2.21 iwu%’ﬂﬂ’ﬁﬁwéé‘l‘ffa’m (Permission Management System)
1.221.1 sos¥umsivusdvsvesldau Tun1svins du/e/udlu/ay

1.2.21.2 soa5unmsivundvs v ldnuesglavatengudldanu wagsessunisivun
n1IMuABgNs I

1.2.21.3 szuuimusdns v ldnulanmezunssuuilasuaynin
1.2.21.4 59955UMIVIMTIANSELY MIdumdnsvesyanauazuimsdansle

(u.d. 5519ing deudan) (u.d. allsan urALEa) (weiiaT gandu)



a

1 Aumdeyaraiifosmstgnnuiyaraiiianderlsths uazannsasni@ndvile kil section 16
Avuasiarulvl uazggmsildnuszuy
1.2.21.5 fivthszuunsianisyldanu User Management System
1222 eanuuvdedmiuiivlade
12.22.1 o107 graphic AmUsEnauLie Tngdadanndoyafingensns
mMesUssmadsuidsafielioyanaulawssidilaneinndy wieuteildnvuzianzues asean2019
1.2.22.2 3nvi1 Graphic nauthguiiuleswdnanumanisaiddiy

e

(u.d. 5N #erunon) (u.d. allsan urALEa) (weiAs gandu)



