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LANEITHUY 1
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Juneld wwwmfagoth 1wy 39 sremailustinsias
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http://www.mfa.go.th/mis
http://www.mfa.go.th/aspa
http://www.mfa.go.th/thailand4
http://www.mfa.go.th/acc
http://www.mfa.go.th/thai_inter_org
http://www.mfa.go.th/HMKINGBHUMIBOL

http://www.mfa.go.th/sep4sdgs

. http://www.mfa.go.th/arc_lib

10. http://www.mfa.go.th/testweb
11. http://www.mfa.go.th/library

12. http://www.mfa.go.th/buddha
13. http://www.mfa.go.th/strategy
14, http://www.mfa.go.th/datacenter
15. http://www.mfa.go.th/thaicorner
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16. http://www.mfa.go.th/thailandconnect_english

17. http//www.mfa.go.th/thailandconnect_thai
18. http://www.mfa.go.th/doortothailandEN
19. http://www.mfa.go.th/protocol

20. http://www.mfa.go.th/doortothailand
21. http://www.mfa.go.th/dvifatest

22. http://www.mfa.go.th/unsc

23, http://www.mfa.go.th/acmecs

24, http://www.mfa.go.th/dvifademo

25. http://www.mfa.go.th/mnn

26. http://www.mfa.go.th/phraviharn

27. http://www.mfa.go.th/aseandemo

28. http://www.mfa.go.th/innovation

http://www.mfa.go.th/The Passing of His Majesty King Bhumibol Adulyadej
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29. http://www.mfa.go.th/test

30. http://www.mfa.go.th/dvifa

31. http://www.mfa.go.th/asomfa

32. http://www.mfa.go.th/thai-malaysia
33, http://www.mfa.go.th/thai-vietnam
34, http://www.mfa.go.th/thai-laos

35, http://www.mfa.go.th/saranrom
36. http://www.mfa.go.th/aseanold

37. http://www.mfa.go.th/mofa

38. http://www.mfa.go.th/main

39. http://www.mfa.go.th/business
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WU mofa.mfa.go.th
Ju thaiembassy.org 31w 70 s1ensilusgnsliey

http://www.thaiembassy.org/main
http://www.thaiembassy.org/london
http://www.thaiembassy.org/lima
http://www.thaiembassy.org/moscow
http://www.thaiembassy.org/maputo
http://www.thaiembassy.org/tehran
http://www.thaiembassy.org/santiago
http://www.thaiembassy.org/xian
http://www.thaiembassy.org/dhaka
10. http://www.thaiembassy.org/tteo

11. http://www.thaiembassy.org/bsb

12. http://www.thaiembassy.org/bandarseribegawan
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13. http://www.thaiembassy.org/vienna

14. http://www.thaiembassy.org/qingdao

15. http://www.thaiembassy.org/chennai

16. http://www.thaiembassy.org/copenhagen

17. http://www.thaiembassy.org/permanentmission.geneva
18. http://www.thaiembassy.org/hague

19. http://www.thaiembassy.org/unmissionnewyork
20. http://www.thaiembassy.org/chengdu

21. http://www.thaiembassy.org/bic.seoul

22. http://www.thaiembassy.org/seoul

23. http://www.thaiembassy.org/pretoria

24. http://www.thaiembassy.org/riyadh

25. http://www.thaiembassy.org/hochiminh

26. http://www.thaiembassy.org/muscat

27. http://www.thaiembassy.org/helsinki

28. http://www.thaiembassy.org/manama

29. http://www.thaiembassy.org/rabat

30. http://www.thaiembassy.org/bucharest

31. http://www.thaiembassy.org/phnompenh
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32. http://www.thaiembassy.org/yangon

33, http://www.thaiembassy.org/bic.kolkata
34. http://www.thaiembassy.org/dakar

35. http://www.thaiembassy.org/astana

36. http://www.thaiembassy.org/dili

37. http://www.thaiembassy.org/jeddah

38. http://www.thaiembassy.org/doha

39. http://www.thaiembassy.org/warsaw

40. http://www.thaiembassy.org/hanoi

41. http://www.thaiembassy.org/brasilia

42. http://www.thaiembassy.org/guangzhou
43, http://www.thaiembassy.org/kunming
44, http://www.thaiembassy.org/nanning
45, http://www.thaiembassy.org/xiamen

46. http://www.thaiembassy.org/athens

47. http://www.thaiembassy.org/budapest
48. http://www.thaiembassy.org/kolkata

49. http://www.thaiembassy.org/mumbai
50. http://www.thaiembassy.org/jakarta

51. http//www.thaiembassy.org/permanent.jakarta
52. http://www.thaiembassy.org/telaviv

53. http://www.thaiembassy.org/rome

54. http://www.thaiembassy.org/amman
55. http://www.thaiembassy.org/nairobi

56. http://www.thaiembassy.org/kuwait

57. http://www.thaiembassy.org/tripoli

58. http://www.thaiembassy.org/antananarivo
59. http://www.thaiembassy.org/kualalumpur
60. http://www.thaiembassy.org/kotabharu
61. http://www.thaiembassy.org/penang

62. http://www.thaiembassy.org/wellington
63. http://www.thaiembassy.org/abuja

64. http://www.thaiembassy.org/islamabad
65. http://www.thaiembassy.org/karachi

66. http://www.thaiembassy.org/lisbon
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67. http://www.thaiembassy.org/madrid
68. http://www.thaiembassy.org/colombo
69. http://www.thaiembassy.org/ankara
70. http://www.thaiembassy.org/abudhabi
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http://www.consular.go.th/main
http://www.thaibiztaiwan.tw/main
http://www.tteo.org.tw/main
http://www.thailandfoundation.net/main
http://moc.mfa.go.th/main_
http://www.mfa.go.th/doortothailand2
http://www.moc.mfa.go.th/main
http://www.tica.thaigov.net/demo
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http://tica.thaigov.net/main
10.http://www.phraviharn.org/main
11.http://www.tica.thaigov.net/announcement
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LANEITRUY 2

audnwazvessTuLUIMsIan1sdayaiiuled (CMS)
Y o a = o 4 &
1. quanwainily Ineazdendsisllil

1.1 sos3umsldnusin Browser fililuaehatios

- Microsoft Edge, IE, Google Chrome, Firefox, Opera, Safari

1.2 sonuuuliuaninaiuy Responsive aunsalgaulauy Browser PniAtBInBNRImDIRIRY,
Smartphone wag Tablet #ldszuuufifinis 05 wesdu 10 Fulu w3 Android 11954 6
Fuly

1.3 Wauwdvledlfeaenndaaiuuinsgiu HTML 5.0

1.4 WannduledlFaenndosiuiinsgiu CSS Level 3

1.5 dulesenunsauansaldalnedldmnuivlsdansaiunawiideansl4l
TneszuusasiuLazuananalimvarsniw lnsaunsoldauldfegeusavinieuiu 8 a1
vy Sanqu Fu Bug awu Fade ewiu G

1.6 sesummsgrummdasadensiiuinisiiuledlagldnisidhsdasing SSL wuu 256 bit Wu
GRRNIGH

1.7 $33msiiusviasinlasds Hash uasiiiugadoya Salt iieifiumnaasnts

1.8 syuvaInsauLsdRdunsuansautiuiuledmuadansidlne SR wasdmiihg
ansadenimundadiunsuanaliies

GHI i = 1 g
2 eseddianldluntswaun dsneaziduansnalull

Waunesneitinisteuldtusseunsrane 1wy PHP wse .NET usu

wazgulByasesiu Database Enterprise

3. puinuuzvasszuuUIMsianEiuled sgazBunfielul

3.1 syuvuswsouledgey (Multi-Site)

1% a I N) 9
- annsaastaiuledgesla
. gnansadeaninviun URL weazduladla

a W = ' o o
- awnsaniiudoyasngaziden upaziulenle
_ spadunnsseanda / Ua nsldnunsagiuledle

W a4 < ¢ [

- sessunsudlegediulednelusyuuls
- sesfumseaande / Un asuanamalugukuu Gray scale 1o
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- i‘liSUU{fﬂﬂﬂi%ﬂ%ﬁﬁﬂl‘ﬁﬁﬂﬁmﬁauﬁuL%Ul‘?jﬁﬂﬁﬂ (CMS)

32 szuudansutiusn (Landing Page) nawdngniimvan

T895UNTSIAY au LLazLLﬁ"ngﬂmwLLas*FJ’aﬂ'mﬁas"l%’LLamma’LwﬁflLLSﬂ‘uaw,]m’ivleasﬂé’
spsuNsRIAINIsla / ?JmﬂTﬂ‘&’a'1u'l,uei'msaawﬁmiﬂﬁam%’ﬁqﬁwﬁwé‘ﬂmmL%U"Lsuﬁ
[Y) o 1 v o P v oW P
sesdumsimuataTuiluaznanfiaslivinusnuans / ngauansuuiuled
-] L3 . 8 o -3 o @ o [
szuvaLnsaivuantiusn ( Landing Page) lfuiiuledaneldsyuuuimsdanis
Sulslalaediunan wazimuniusanasiunsnegld
suvausanmuawuuuesiifuduledaneldssuunisianisivledla leadunans
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sonuuuszuUlaninsadonldnig login Aeumsldauieuluimun
finmsdrseuasifiuszuuiuudnluil@

= . )/{ |
0 AOIUD . s UTZEM AITBeevveeeeennnnn %o..mmums AT ueenns "??\MJ .......... nssHNIT
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RNEITHUY 4
v or I3 ¢
ﬂ'ﬁ“ﬂﬂﬂﬂUﬂqqunuﬂQﬂﬁaﬂﬂﬂﬂaql'JU‘I.‘Uﬂ

HsuinnzdasimuiivleduasnsensisnsisUssna liliunsgiuanudasndy
useazSadil
1. wnsgrueulasaseveaivuenwiiadu fiswanduadsi
1.1 as1vdaumILUaniulngs138991n03Ans The Open Web Appllcatlon Security Project #3®
OWASP Tngazasanaeurestifitimslaufunngs eo Susiu fsil

1.1.1 Injection
nageunislanilnanisdedoyaiirgssuuiionnaauiwannainduldiingg
asrvaauAugnaedlinsaunquuntesualuu diegrenislandigu SQL
Injection ,Code Injection , HTML Injection VHudu

1.1.2 Broken Authentication
asvaouluiFosasdninisldeuuasssuussyfnudunisaasudasuulag
Cookie ¥3® Session lafivgtwavsangldnuaunils Wldnusnaunivie
annsoldavliganinunafissuuayge

1.1.3 Cross Site Scripting (XSS)
yeaeumslauimeilaldruiunsnaasuils saript evhnslaugldaussuy
19U nAgaun1sie cookie  asldnuniiivleduazdsnduainigsniaesuea
Tou

1.1.4 Insecure Dlrectory Object Reference
asIvaeUMsHIAvetsTULTasSuRenwAAduiin1sTa] error vessruuTilduans
Foyadiduusslavituglondvioli wunisleinsifuveaivuenniindy
(absolute path) Tafemsgummindngszuuilideanistaaudranwuiiu wy
Wi Login UBdRauaTEuY

1.1.5 Security Misconfiguration
nazeulavfiszuuraaiu@ivines lnsaznaasulanesyuuan Service finuiiu
Lﬁumiﬁy'«-’hﬁfugm 19U Username, Password , Configuration WiaganNwIsTle
tufunesduiifdaaluifiviilvignlaudls

1.1.6 Sensitive Data Exposure
veaaulunsiumioyalndluidimineiiiimsdesiu uazvaasuluiFosweimsen
dayasywinnsdwesumiludiaemeianansadiisteyaddtyeslslang

..........................................................

4 Dmala o \\% % - ﬂr\_/
avtn . SOLLD Useu aedie NSFUNNT AITB..vnsnns nIINNNT
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1.1.7 Missing Function Level Access Control
arrvaeumaihddndluduidsmnesifinstestu wisnvarlisanuis el
flavianunsosudeyaiuld Wunmsewlidnsiddigrudeyaveadiniaes vie
gnvvzansadnfalig drsesdeys veudivueslahlvglavAsunsouluedoya
ddgyrasszuulula
1.1.8 Cross-Site Request Forgery (CSRF)
wmaaumseiq‘?iau”amﬂmuuaﬂiﬂﬂﬂiwﬂﬁnﬂmsmnaawamawwﬁLﬂ%utﬁuﬂﬂiﬁa
m¥ewadnsdaiuwardindululidland vie deeyarthszuulasdmeiiunis
ATIVEBUAINYNFDT
1.1.9 Using Know Vulnerable Components
asvasulnsmsmresuianadruasufildiuldnuiussuuiuuennaindy
1.1.10 Un-validated Redirect and Forwards
naaoutiunenndinduiiinig redirect 3o forward luSadulednrguenlaglifinng
AIINABUANYNABA
1.2 arvdeunuaendtlagdnedeainesding OSSTMM fail

1.2.1 Misconfiguration / Insecure Configuration
oaey Taufiseuureniud@iies InuasnnasunizsyuuaIn Service ANUL LUNI3HIAN
ﬁugw WU Username, Password , Configuration vidagandasilaiudunestuitidesiniaivi
Tignlaudla

1.2.2 Insecure Communication
naaeulunadnilideyaiisudssvinadudiineiuasiliu sufimeaeusnasgrumsidhsadn
fauvaenderioll

1.2.3 Improper / Unnecessary services

naaeumUUaanfLasAundadlnives Service uaz Module 189usiay Service SIMIAUM
module #lallaldnuvasssuu

1.2.4 User / Password weakness

nageulaufsruuiedeyaBufurasssuuufiRimavie Service Afeades

P
- 6\2(4 7) o )\% 02/ b -
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2 fiuhaderhnmaveaeunnuiuasaenssresssuuiiensianig Penetration Test
Taefiswasden il

2.1 slumsmadeauLgsyuL (Penetration Testing) 99nangusn (External Penetration Testing)
WUy Black-Box Testing Tnemisiesieingszuuinietnsniouen uavAumqaseuvennios
poufmaswidne uLonnalady wazszuudAnNIsgIuteya muuImsgIu OSSTMM  uae
OWASP TOP @o (Open Web Application Security Project)

2.2 {Fudagsaaihnisandunsvage g sEuuNSTUUASatneniely
(Internal Penetration Testing)

2.3 ud199edp9dI8 N UNANI A ULAZLAUEABBUYBITEUY TERUAIMIALY RABATY

&

v

forauauurlumsuSulgsssuuinuaunasads Taeflseazen il

23.1 WANININTINYDITLULUNIMAUATIINISATIVERU 19U mnandes seRuAtuEss
HANTENU wazdodinmee ﬁl,ﬁm"ﬁuLm'asi::ummt,t.awxumaunn%v'wmm'iﬁwLﬁumu

2.3.2 msuansagUiuautedwifinuiiun

2.3.3 o¥ungransenuiliinainnislauddesing (impact from Exploiting The Vulnerability)
uasEAUTBINansENUTILYRUAIAD

U 2

2.3.4 FouuzthvdouuamalunsUndadlnd mulssinngedininduny
2.3.5 FesureisUnvesdnd deaduntwlng weliineseduitfny uimndudwivmaie
Tinsnwdangulile
236 SunouuaniinsuasuanseasBeauenisasiadeumaiug \WugUniaed
M323NU (Captured screen)
2.4 fFuiasseandlurasiniiifseduanudssedadossyiunans wazsiumALsge Tdn

@39 fieunsaINeuNunIngavng

= . Mg |
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ONEISUUY 5

@ (£ Online Appointment

Day  Week  Monmth December 2017 Today <
E-Passport
Thai Regi ion lionday Tuesday Wednesday Thursday Fridsy Saturday Sunday
01 02
Online Appointment
Thai identification Card
MamagarDivorcemlvaeam 08 05 06 o7 08 09
Registration
Authentication/L egalisation
Police Clearance Certificate
" 12 12 14 15 16
18 19 20 21 2 2
« 09:30 Aaanavous
To check visa status, just enter il
passport number and click
check. 2% 2 27 28 29 0
= 09:30 Amvbns » 09:30 Javiims « 09:30 & i« 0930 & -+ 10:30 & 3
Passport No » 10:30 Tavhime + 10:30 faviams +11:30 fgnapsus®  » 11:30 fananeus-

* 11:30 Javhnns = 11:30 Javhims

BfiiTEam

Fuiidaonriacd * | @
TRL
< December 2017 >
Mon Tue Wed Thu Fri Sat Sun
: —— [ L . 01 02 03
Immigration and Customs
‘49 04 05 06 O7T 08 09 10
Tourism Information "B 1M 12 13 1 15 6 17
Useful Travel Tips dasBasa s 18 19 20 2122|233 24
Information for Foreign Press 2 B B |7 B A B N
Filming in Thailand wasmdnguwdamwiade?t | 5 o o 0 o0 os

Bringing Pets into Thailand | -

2/

e % 5 4 = -
A8 .. ¢ .@:q(;fn...‘........ﬂ?:ﬁﬁu BB covnesiinrnnieiieie e s NTIUNTT AITB.ssvnreevedessrrernssass. NTTNANT
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@ GOUMSVaVA)

Juildnenrmacdn * 22/12/2017 —’ (o]

danTuidiaull (pe)

— — w930
Immigration and Customs

© 10:30
Tourism Information o130
Useful T Tips Booking Time is required
Information for Foreign Press Hasdana * aavzflouasa EI
Filming in Thailand waavwdnguwioamiade? * [ wiledalune ngonfinvivtedaiSumewing
Bringing Pets into Thailand riminN

. o ) O duntentshdlssmn nsnndnidiunes

Bringing Medication to Thailand urhdnlssmsuwnndwianuah

[ dwwmsdouhu nsandndaunmaiionfu

winfiwfaund

O mad 1WInL fi iau L
Fziivialifaw niandnluvadisunegnitaty
wa

O whusasarnfiutae defunaidiiusiasune
Veufifaaglumadmniu winliaanindudu
ML #nninuasauRtvyaraiuly
anfluntsunmule unsdidasaiuausitoma
valimdngrundedaidume wisudaoudngru

Develop events in Thailand & wearufiulan (Statutory De )
) Vuslaumsnnoudandas njanfindlususas
| o araniutaaiiaiunny
- [ avtazaanad Aaeumimu 2 au wiau
Audanawmnodnm wiledaid Sadanlsd sy W
nlutufiudnd il a0 nyundn
ATUATIAIER wWinfunmudamwiy 2 ausananamiwmusae
Avsnadardnng anee
: Fufidasntmmaei * 2211212017 o
i Ranfudiaull (ae )
iti ®
- ' nan " ® 9:30
Immigration and Customs £ 10:30
Tourism Information o 1130
Wiannsefuaaednld dasannfunanissyihiaa
Useful Travel Tips Tuadavisinanuds
Information for Foreign Press
daGaen * vhifesyseane B
Filming in Thailand
Bringing Pets into Thailand wnauinguniauviada? * wifodaifume
o 7 ; F dunlasdssddanlmhou
Bringing Medication to Thailand & duwwizfonby
Trade with Thailand do-una sfae - b,,ﬁ,m- ]
Invest in Thailand 1d Ha-sna aneds
Thai Industries
Develop everts in Thailand wadinidmi [ awutiay j
evel in Thai
sywnuayTnsdwd
s S J tarathips@mfa.go.th }
Audaaawendodnm wyfudadutunacds
ATUATAIAR
Huvin
Amraaacdgmi
Thailand Today

Thailand Connect

91989310 http://canberra.thaiembassy.org/Home/Bookings

Tovlas V R/
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