sl =

AALULAAUBI9U (Term of Reference : TOR)
nsAeatgangnsliranaALIsiaznisingesnenszuy IPS S1u9u 1 szuL

Ysuilszancu 2561 AaInsEnsaangaeilseing

[~
1. Aaatluan
21 IPS (Intrusion Prevention Systems) ifluszuufneimuiumilaendapradnewas
ﬁil o o dl ] & o £ a o =
A1TRUNANEATYFEULNTBINTENTINTFNNLsTINA Bavinutinfinsasauilasiunisyngnlans
anAuanAtNa1e) AenainiiiiaAnd@enisuissunAiedtauazssuuatsaumeld fituun
22U IPS 92403219994 aunsaiautiinamaduuazesiuntsyngnlasdannglindsdisiiluetig
&

A widnaszuy IPS IndRugadnyyn fduilusestingefnmnssuulfifinanusaiiessaly el

FTUUAINNTENIAN dWinsaeftusesrensiuf uaraunsanininnilesiunisyngnlausisae

e®_

Wt lUsLAnEn N T IissLUANsAMATEINTENF9 IRRANNITUALaeAdE

2. ngilszaen

2.1 \lesiean@vansldoensuafiruy 1P

2.2 ierhgeinsgUnsnfuazrevfufrrunssdnd

2.3 e lszuumansolesiunisyngniand uasinanlfetnafits@nanin faonamdonld
BE)LAND

di' 9/ | i = olz o
2.4 LW@IW?:UUW]?@’II']EI@’]?‘&‘HM AIRINTLNTIY HAuTUAsLaaaie

3. AAULAAUBINU
§pdadamn Software Subscription Lﬁ@ﬁiﬂmqﬁw%mﬂ%ﬁmw Funferiinl IPS mufingensas
e wontigeinwaenfuafsruy gunsafinuii IPS aunsafinudiniivinsdnnas uazly
Annmudilaunsineiifatuiussunuasiifedes laefiszusfesinuiiniinssady fasfunis
yngntandlfetinefivsz@niain wiannisfullsziufuszazioan 11

dmiunistingeinmiszuy fanaazsiesnniiunisiFuilgasn Configurations Lazaiia Policy
A9 mm?:uulﬁmmmuﬁuaﬂﬂﬂﬂﬂaﬁuﬂdﬂaﬂmﬁﬂfag'Lam Tnedunantiunisingefnendinu
genduafifhutlszdynifiou uazdruanfauaiin 3 Weu uenantazdesinnisdaiiu Log ving
FTUUSAIL Log 194NTENTIM NIN1$ Backup 32UU Ana Upgrade 1awsuafifluneifuangnat)
ianeatvmanzan winntladedlndsne vesrenduafszuunazssuul fiiFinns / Firmware fiena

= .é’ k% -Eil ¥ = E ] ] % ar O
Anruld wanannil Fesnesguansiagey Log uilatlymnistanfuazdeunnsassine n¥audnsin

=

e

o

AR UsesIunsssnnig asda.. WMy N79UANS AYTa. A<= P, NTINNS



-2-

swmum;ﬂmn%mrﬁimﬁumsnnﬂé;qmugmmuﬁn?:mqw Anuun Tanszuy 1PS fil8ansRngs
LLﬂzﬁ’n;ﬁ"nmﬁ@:éfmﬁ*muéwﬁ’mzummﬁmq flagnelfiszuupenfamefieansynsaanis
sratlsznalfatneiunsaenstuaz sy Ansnm u'anmnﬁ@:ﬁ@ﬁmﬂmulﬁuﬁﬁwﬁqﬁé’@uﬂ
svuuludniue Class Training WAT On the Job Training A1%5LT8LANNIANTEWILAZATALIAGY
#1 3 21813 Ao neznsasmIEeLsTnA uuAfersHn NTNNNINIGA WAZTRNATALTTNTS DuY
WATNUY

s Vg

<
4. AUANTALNANTLAUDTIA

4.1 TAMNANITARINNYUHE
4.2 lLidlwyaraduazane

4.3 Tatszndnamai@niianis

o

4.4 lidluyeesdeagszudregneziunistivdeueriendyyisumisauaedsly

I
o

di Dﬂi' (] o = Y 9 =
daasnn iWasannifudilidruinneinisdszifunanisdjiRuasedisznaunisanusuidaud

D

guum?‘dqma‘m‘:mqqmmﬁqﬁwuﬂmuﬁﬂs‘:mﬂLwﬂuwﬂus:uuLﬂ?‘fa“ﬂwmmum AR
o’ =
ANAY

E 7 v

4.5 Lidluyarsaegnseyde 3ludydmeadedisuuaidudaReute Indudfisues

U U

=

wisenurasiglussuuTatraarsaunArananinydnans Gesantedfiyaaafigienuiufudo

o

#3An12 nesunegdnnig fLims glsnunalunisaniuavluianiseesiiyratiudos
46 HpusntRuarliidnsssesirumuianenrrunisulaunanisdngedndiauaznig

Usmswagn1Afgimualusanaanpunm

o

4.7 \dulifyerrstflendnaneiagiilsznansatdidnnsetindsangn

q

o o 9 4

4.8 Tdduffinsdsslondinfuiuflanesmanseduiidniudesualiuninsznsanis

a

Atlszina o JudsznidsznimsianBidnnselind wraldflugnszinnisdwdlunnsdaganenns
v ¥
wisfuatihadlusssulunistsznansetdidnnsatindaisll

o ! k4
4.9 Lidlugléfuendnavieninuduiu Teanadfaslivesdunalne Buusssunasead

v

fudeiaueldfindsldaaziendndaondniugudnt

4.10 %ﬁu%mmﬁmmmLﬁuuiu?zuué?ﬂﬁaﬁm%'wmm*go?hﬂ%l,ﬁnm@ﬁnﬁ (Electronic
Government Procurement : e - GP) 183nsuiitydnans

4.11 éﬁuﬁf@muﬁalﬁﬁ*ﬂﬁmﬁ@mﬂu@'ﬁmzyﬂﬁimmwnﬁaulmxuuﬁ'fﬂ%@ﬁm%’wmﬂ%’gé’w
Bldnnatind (Electronic Government Procurement : e - GP) 284nsuieydnan mMuAE N9TNNg

1.1]9. nvum

» 1] 1 3 "\--u
m%ﬁi .............. szsnunssunng asta... | WMY A99UNS m%.f.../%'f’f ........... AFIUANS



-3-

4.12 fiudeiauasaddieglugruaiudlivanalydsaiusmadns vieuansiodsaiy

seanglignsiasasudauluasz@ndty muhamnznssunis Uala. sruua

4.13 fiudaauedalaiuAniaanidugdygidecfuuararaRuerulydsunae Wuwdnis

U

€

ar

1 = ] dl = i o d} i ' | = @Y v dl
e RULAaATTINY A1 lifus vy madyyrataanadluRuanild amuninmue nesunns

U

.19, Auun

4.14 fauemadasiinanuilszinnidaafuiunisdsznaamandidinnseindeiell lusdy
laifeeindn 500,000.-u1 (Fruauundou) Wudoy yrdeauazsfunaauliniu 2 T dudefuiy
lnanslsznansiadidnnsatindwiansusesdiiungnies Inanaausanais azfoaiunaud

Wugdryryrlaamsaiudausanag maseruaunguanedifaasaiauidmssanisdouriasiu

sy

wilsaautainguureiy fAldd g uniumanisidwisdauiecdu §§iauia viemiaaeu

wnruRdetale (§73)

¥ =

fiauesmiauesalugtuunaes “Ranissaudn” feslanauiiRsel
(1) nsfAnanissandlfaanzifiauiuifyanalua Tnandnnisianissoudn
avfpsiiamantiFasuiounuRenlafinwualfluenaisiszninsan uazniaauasanldiaue

211 lUUN “Aan199INAT” 8auANANTRAIUNE191Y AUN1F9IUANAINATT AIN1TATNRAIUTES

& 1 o

o 2 a N ) Py
Hunfanmunlfuanuiunaauresianisiondnidnlsznonsanls
(2) nsamnaniefandlillfaansdawiuifyanalud Tnaudnnisifyarausaz

o d' L 9/ kX = s & di n== o
WsymaaninsanAnaaazrasauandRAsudaumuReulannuualiluenaslsznansan
:idln ]

1 ' ¥ vl 9 d @ Y 4 o o o o L T T | o
LQULLIFIIMﬂﬁ‘ﬂéﬂﬂ@ﬂ’lT?QﬂJﬂ’liﬂﬂﬂl@[ﬂﬂﬂﬁi‘zﬁ'g'}s‘l%L?.I’l‘a'"Jﬂ-Jﬂ’TLﬂu@ﬂﬂﬂﬂﬁmﬂﬂﬂﬁ‘ﬂ'\ﬂuﬁlﬁaL?J’]ﬁ"n-lﬂ"]

melameviadugFuiaseundnluniadiauemafunenanisuazuanandnguingna un

o W a

1 9 v
WE¥ANNITEUTBLAUDUTZNIATIAININTELLA AT DS mmqmmi’gﬁl’qamﬂnm@ﬁﬂﬁ Aan1ssaNATY

amnsalinauresdiumdmdnmedeaiunsiuresfianisandhtiuauasanly

¥ ¥
o =

viell “Aan1efanAn” Naanudeuiuifyaralud vunamiudy fanisfaudnan

nzifisuiuifiyanssenitanuresigidlniifuasnaidou (nsuimuigsianisda nsznsas

Vst 12)
4.15 {iauesanazdiasldfuudssiafudounudnniraainidrsesndndnaitug niay
\BNANTUAR

4.16 NFENFNMIANLszMATaaURNINAzINdy eynTevite LA LS

1 i ﬂl e w
m%....ﬁ ............ Usraunsssunig e, \WSY N734NNT AYTA K’?"—' NTNNIg



5. n1sAluMsUngesn¥IsEUL
5.1 aullunissieangdnsnisldaevauaiuaznistingsinmszuy 1PS Wuszeziaan 11 §u
Usznausiaeginsniuay Software Subscriptions sl Taefifsiduntsinsuniennantifaes

szt adlidesninaeaiiner
(1) Ungednmszuy IPS fivia Cisco HaszLL
(2) tirgefnmaefuainfeuglnsafinuiiad 1PS e Cisco U FirePOWER 8250
A7 1 gunsnd
(3) tihgssnuaevfuainiengunsafimind Management &itfe Cisco U FireSIGHT
Management Center 1500 47u9% 1 gtlngnd \
(4) Cisco FirePOWER 8250 IPS and Apps 1 YR Service Subscription
52 dngeavinisldaansuaf (Software Subscriptions) szuyl IPS lWAsudougnsiad uazas
lu licenses Murnsznsasy neilu 30 fu niauntstigeinmszundluszazionn 13 Juannsuds
pntuNIsANATy YN Tae Licenses LLa::n'w%mJﬁﬁ:ﬁ’umﬂmm:ﬁ’mﬁimﬂmmmﬁuﬁﬁﬂﬂ
5.3 ﬁmﬁqLL*N:Jmsﬁ'@ﬁnm?zuumu‘ﬁln?wmw AMUA WEBNUWHUEY (Diagram) n1s
FeusiaaessruLfIngnetnensufan Wudaaianiely 20 S Suanfulusnfiunisaudoygn
5.4 fnsRany SWias/ Sninse Patch TesTanFuaf LQ@f‘fﬁ“ﬂﬂNﬁLLﬁﬁ’mﬁ'@ﬂgﬂ NI
Firmware 98991nsnfileglussuye Iiuaiegianeatamunzanuasinauesnedilssdnsnw
55 HaedafidnaanaiiléFu Certificate Anidn18NARATHATANINLNIY (Review)
vizamns9aaay Policy wianufudgaula Policy A1 Configuration A1 sasszulsiiugdiuatineg
uATgIULATINITAY el rzuLAtednasaumATaansTsa 3 anaunalaende wiauds
gnenunsaALiunnganelu 20 Su ﬁumn'?uﬁ;uémﬁummmﬁn&@ﬁ
56 1%A1En® wuziin Andunisudlatiymiaesszuny uazfifasdes saufailym
Incident MifstufLsTLY vieduAaTunsaeaftAsaTN e saUNATENIENII
5.7 inmstigsinmansduef geniunf uasiifendestussuy faty

&

- AvAdaUAnIUzNIMILIedanTauaf gansiuef uas Services sineT

=

- aa X o o i o
- ATRaU Log wazwRnirainisyngnlanmnniaaw wianyiy Policy lunnstlasdu

Waudlatloymn

v
Aasalug Rack lng
=

- tingeFnmnang Ficer, UTP , anelw uazginsnisianasdur 7
Wilreuiae

AFIRABUADIUTAITNU TINAINATDIAgLNTOTRTELILY

o

- %19n17 Backup A1 Configuration, Policy, Database uazaugiafusasszy

Wiiuadeatiane MnFasinan 4 lamg

) 1 | Q‘,f‘
55 A W — sodas
AR, P YJsra1ungssunig asde.... W o, ATSUANS aﬁ@.ﬁ%ﬁ ........ NTTNANT



-5-

] as v

- AEuNMAALIL Log ainsniaessyuy ISP 'ﬁ’wmﬁmLﬂuﬁmqmﬁmﬂHQ?Wu
AR Log 184N52N39
- 11012 Sync Time 189gUnsal/eiedsnines fuginanl NTP Server Au i
n9ENgaey fvualdaensgnsiag
- sudunsudletloym aplavauazianisufledomihisy
5.8 mﬂmuma‘ﬂwﬁ%;a%nmnuuﬁ’a PM waz oM Tiulmugiunuuazseazdeai
N3zN399 e Fataty 1ilaginsal, Muneiad Serial Number, fuiaaifidinnsma uaznans
aaiaingesinm anwmpuaznisuiile leawaniduseginead
59 And1e911lugy Flash Drive w%’@ulzdndmmugﬂLmuﬁn?xm‘qw AMUA AU 1
naes 41mFunsin PM viza CM nneli 20 Ju udadnunailiung
510 HedafiFuamoyuansuaiszu 1PS dn19ian1sdngeinen meaadaulfuusesn
Configuration 514 7 wila Policy aasszunfnanalignsias wuazvinmnuldatnelitss@ninm sauda
naLlfunefuliiuadouacdaummnzas
511 nsdigunsafesszuuy Aadadesdameldanunsaiiedls azfiasngdnsalEve 14
FenfueiuifilsAnsnmiigendumeuny Taansdnfiumsasdedldfunsudlalianunsold
auldFaduaely 6 Faluandsanlifuudeannnsznsas
512 szinmnsliiEnnauLn 24x7 Onsite Services Taafasgaduinfisnandiuns uile

ey WildeulauUnainialu 4 daluandsannléfuudsannnsensasy

s

6. ATNANBUTLANICURITEUL

6.1 F2UUAIN1TA Download WAz Update fayauas Engine 147 lalaedniudFan
141199 NARATIRaaANNsTULlsETuNaIY .
6.2 @qﬂﬂmﬁ]’mmmmﬁﬁ Hardware Bypass Inaaniudflunsel Hardware/ Softwareiiia
teymsunsnsailninau Taaanunsai@an Fail-open %38 Fail-Close luufas segment 18
6.3 anunsatlastunisianfuazmsyngniasetngldedinaenfal
- 1129 UNN9ITLIATAY Virus UaE Worm
- flasfiunnslanfiuuy DoS uaz DDoS 16
- ﬂmﬁ’ummngmmu Vulnerability Exploit, Reconnaissance (port scan/sweep)
- flasdumaliannsvavdaunisiandle (Evasion)
- flasiuarednalneatuisansaadunisyngnludnirniz Overflow, Backdoor

Program, Trojan Horse 8% Spyware

| ] ] '_SUJ
astn.. <2 1lsra1ungssNNIg aeda.. . WML NgIUNNS m%....@wﬂc..... ........ A9TUANS



s

- Phishing, VolIP Threats, Zero-day attack, Protocol anomaly, Application anomaly
6.4 msa@aUAINLNEatavnslef (IP Reputation) LA #9141 Attackers, Bots, CnC,
Malware, Phishing LaZ Spam
6.5 mmmmm@a@uﬁmwﬁuga (Advance Malware) 14
6.6 NUUATHINIUSINALSZLL Active Directory
6.7 MTIRAALNITNINUIUANTUE Behavior Base
6.8 A1L1WN19N1 SSL Inspection aein4tiae 3 Segments UFAMINAINNINNIZAN VDY

NIENTI

7. msHnaus
Hatazfiasdnliinislnausulugiuuuees Class training uaz On the Job Training 1w
14 2r a 1 2/ | as .:9;
WuENINgENgaey asneilpe 2 vinw Al
7.1 BUTNNNTAARY N1T Configuration §Unsal IPS fuaualifunsensaey lusza
9
\Uessiu uaz Advance
7.2 AUSNNTAURTTUL N1ATIRdaLAAIlayun nasuAtlywiaesseuy

7.3 sesdinlsde/dliny gunsnduazau Usvnaulunisausuatineasudiou

8. Rauly

8.1 Q’muﬂmm@zs’f@diﬁ%’wﬁqﬁmwﬁ%ﬂﬁqttwuﬁwmﬂmﬂﬂﬁ‘&:‘f’mﬁmamiﬂﬂmw

8.2 szuunanuai@uearFesdnfuldfussunnauRanesieansznsaes atned
UszAnsnn Lm:Q’mu::m?Lmumﬁm@:ﬁmﬁ’mmmeﬁm%q@xuuﬁﬁqLﬂualﬁﬁﬁmﬂﬁ@e}wﬂumd
LaziiAnnasiunslaen e LGNS AN ATINIEN I

8.3 N"3RaA Configuration m@qqﬂnmﬁwm alidnsAmuaAduldaundnnisans
AMNLaansie (Device Hardening) Tne g TN zay (Best Practices) AMNATLUZUIAINLEA1TDY
HRRAN LazdANNMNNZANTUNTENII9

L [ <

8.4 fu1eazfpainn1sdaiiu Log 2essvuulalidennda 90 Ju wendafivliRsyuudaifiy

H
vl o

Log A1Nd2UNaN9AINAngzNsey Avua wenwiearnninduldnsaszuuldiflulladned
Use@nsnn
8.5 HatAzFasiNEIANNAUIRININTITNITLT MnAgatinsuddrurnisdsznansand
, A o 8 vw o o 8 v a o ) v e @ %
naimeung vieilidaysidlua auwinliiiarnu@ewisunsianisfounsdilafiniu fauznns

sznamsiA1azfassUR ATaLl

| | AV
adie. 2 2. sranunsasunag asta.... WY NITUNIT AT @f nFFNNT



=7-

8.6 szaizianfulsyin T duanndunlidanaueny

9. STELLAIRT LUNISRINAL

ety 60 §u duannduGuandiunismudayan

10. sreIzaaIN1ssuLlsenu

sreziaInNIssulsen 11

11. ams1A1lsu

o 1

AuueAliuitiusedu ludnsmiesafesas 0.20 aemaianidslilafuney

12. 2adulun1sanda
Aelunedu WwEu 1,300,000.00.-01n (g 1uadsauumdaw) dufusiaifson

MBYRANAN 7% WRa

3 ]
13. LNEUNNITNINTIUN

NTENINNIFFNNUTLINA AzNATOUN ﬁﬂLE@ﬂ‘ﬁ‘ﬂLﬂuﬂ?’]ﬂ’l@’]ﬂLﬂm’ﬁ_ﬁ"]ﬂ’]

14. Raulamsdrsztu

Msdnszdu nsEnsanissinlszmAezdnsy Fuaiaien derdmiiauenalédniiunis
Andauinlazenis lu Licenses U5uusadn Configurations waz Policy A reesruulvianysol
atiefltlazAvanm Sannusuncaansds wienseseuMatigeinEnTeniusfetnalen 2 A% g
wilidaudsnnuuanisausueeensuiou uazanznssunsamaiLlFAuiunisnsaiuuds

NIENgNIgFeLlsemA  aaasudnsasvndyanireiiansengaanigsntsema a5y

]
o

sudszanods  warasindoyaniumelafldmaidiuaumsisglidniusesindyoyitudiiaue

U

=

mAsgaanell azandtwiuiigeiediendnnisauesaeamaii@efls Taglidesiuiaey

Gil dg ] & v rl 2
Tupradenelas Henaasiiausedidnauesaiad

15. MsAUN

o

1
=]

3 2
el 7 Juninistiuanninils@audslfasundy i vell nasasuinaznrzinldsawe

L+

Cd

neenee IAfueyiRRuanaulseannisadnatlszant w.a. 2561 andineudssunaudawingu

(o
| - ] ' o
A4, ... ﬂ/ .......... Uszsnunsssunig asie... MY n99:NNT m%......@? .......... ngIUNNT



) A ar
16. MBUNTURALAY
Autinalulaiansaumeuaznsdenns NsznsaanIseinelseing

aoufinasaiiaransutayaiiaiin wasdsdaiauauus 3a1snl WiauansauAmLfiu
aansndedeRaiuviedaiauauns Jansal Heafusareuiansesuilsn
NTLNIWNTTFNLIEINA
443 nunAFeEEen WY n
LIRSV NINNY 10400
Tnadwil 0 2643 5211
Tneans 0 2643 5213

E-mail : chukiatp@mfa.go.th

a3 a e A A v a i a v w
‘MN'IEJLWE] FRIE1TUTUNADINITEARDLUS 19170 UTANAITU LU mﬂﬁLﬂmLNﬂﬂﬂLLﬂzﬂﬂgmﬂdglﬂ

9 a e A = < v
ABLAUBLUE TRT1TTU UTANAIMNLUNUAE

Fhhkhhhhhhhkhhhhhkhkrhhkhhhkhhhkhkhkhkikhkhkhkhkrhkhkkhxr

=

1 - 1 hM 1]
adde. <2 Usra1unsssNng asle.... NIINNNT ASTD.... T 4 D, NsINNg



