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msudedusiatedndusssy angnssunis szdnsededudeiaussedussnainnisiy
Fiudelaus uazniznsnes asRarsanaddnefdudoiausdandranfugiisnu unsdams
nssumst widedeliigiutaaueredudugiflianusuiledusslsnitonisiansanes
vas1nis wasiilidugsSaliiimsnszvwandn
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Qﬂu%ﬂLﬁuaﬂgﬂaqLﬂuaL@ﬂﬁqiﬂaﬂﬁqUUUN7W3ﬂﬁJn'Uﬂ'ﬁLﬂuai"lﬂ'lw’l\?'iZUUﬂﬂ"iaﬂﬂﬂ'Nﬂ']ﬂiﬁ

[
o f e oA

und AU

LY | ]

o
Unyllienansdaum 1
or = 1 A ] A v a o 2 ] =l
nansmuiydienarsdiudl 1 uazdudl 2 wiouiusesdungndedlutenarsynudy dadl
swazidunsaneluil
1ol
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(n) viwjudumfyvievaiududiia iau (1) dunntidedusesmaavadeu
aa @ d L4 1 2o ) %4 o Y ol
Tyaaa (2) Toylsedevudngdanis (3) fldnnamuay @)
AW 8w a w o w wa ° Y] )
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(n) Wiudundyymdngruiuanidamsidismngy uasmsudwoun
ATISURRTEUTENINGT AN W3egA13N UJoint venture agreement /
Consortium agreement)
(v) fAyananndne Tiduenasmuissylilude 1.6.2.1 (1)
(3) dunlunadounyadifisieluwmuiinsuassminseenlindessusasdiun
gnees
(4) Ummanmimuw 1 mwuﬂwlmtluwsa:unum'il.aua's'uﬂ”umai"wfm‘uaaﬂma
masgmediannseiing Inglisewuvluzuiuy POF File (Portable Document
Format) |
wai L:JawawuaLa‘uaﬁ‘hLﬁunmLuu”LWéLanaﬁmmﬁm%mnmiduuﬁ 1 ATURIU QNABIUAD
mesgawmamﬂi-ﬁmUaLamnmunmuaswwmmanaﬁmuw 1 Iﬁ’lmawaumamua’lmaauuu
UayTienansdaudl 1 sanamlugUuuy PDF File (Portable Document Format)
1622 dwil 2
(1) Tunsdiiutoiausususnaliyanadunsshmsunibiuuumilideusudung
Fallmensuanudaungrine Tnelivdnguuaniionuuasguoudninauasis uuey
g9 el ngFuneudnnaduyarasssumspndudussgifinmeaangane
Tnewiiiy
(2) vdnUseiunsieuesim muswazidenluiave 1.9
(3) dnueazdealasenis uaz dundyandtdie vie wideiusewaruangiang
wsammaqmm’mnmm
(4) TeyTionansdd 2 Wamniiladundausumsiauesiamisszuuiadodaing
mﬂ'sgmval,anmauﬂa 1 Inelaifipawuuluguuuy POF File (Portable Document
Format)
Wil L:JawaumamuammumsLLuulv\IaLanmsmuummanmimum 2 AU
gNADILA? ssuvdntednintaniasgedidnmselindas aayfienansdiud 2 Wilas
Nawamua‘tummuuwm%mnmsmuw 2 fananaluguuy PDF File (Portable Document

Format)
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JoraupynanalalnoAnug
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1.7.1.2 daiauslasanisazrpalsenausig tonansyasuaty (Original) d1uau 1 9a wazduun
[J adday 1 ¢ v o o a v < Lé L]
(Copy) $m7u 9 ¥ lunsdliddounndesznityaiuaduiuyadiuiassesfioynnualy

1Jundn

IIA v v d = v o =l ar
1.7.1.3 ReuvBLauen psBulenansmsUSsufisudenmunlasanise sneastd BAAMANYSIAN

LY L Y o lld‘ L4
(TOR) atuilyndafiudalausvegiudeiaus

1.7.2  dumpunsUszninsmdidnnsaind

WasuiennuAnuiiy

37990 UA9TY (TOR)
T79UsENA LazIIena1Tae
Y ada g a ¢ O 4
AeIoaLanNNIatng (A3 1)

25 - 29 ung1Au 2561

e luszuvansaunesansitlnans
uazulednsensaamsanauseine uazle

Uszmalneidawe o donuiitausznmeves
NIENTNY W30 http://www.mfa.go.th

Wasuilannudauiu

99 UMIA9Y (TOR)
T9UTEMA LAZIILDNATTAN
Y  adcda & a € Y &
Agasalannsaing (ASaN 2)

5~ 7 qUANRUS 2561

wekwsluszvuansauvavensudnylnans
waziuladnsensrsmsaadssineg uazla

Uszmelaedawe o aouiitaussnisves
NIENTNY W39 http://www.mfa.go.th

INELWIUTEMALAZLENA1INY
AEIaUIENIATIAN
didnnsefind fuszneunis
fussasdasdndudoaus
annsoTelend1TUsEnINTIAN
udnmsadndlamoususudu
i Tugainevaan TN uns
Usznnd Lastend@susenan

15 AUAHUS - 5
e 2561

sruuasauAvaensuUyna uaziuled
NTENTNNTANUTSLNA
http://www.mfa.go.th

VD ULYFY/
ArBNEMEIanE (TOR)

s1ABLEnnsatind
val o & |
gEudaiausasuny MElIUN 16 Tuey | daunnuRiuma
| ) . .
MeavLdeaieIny 2561 e-mail : hearings_epp3@mfa.go.th

| Tmensevns294 98U TUUASAUNAYDS

o = a &
nsud@nanstaziivleinszngem aelu
Y
JUh 30 fuau 2561

FULEUDTIAN

9 WwBU 2561
1781 08.30 — 16.30 u.
FunamlusEuy e-GP)

IIIJJ ;2 L2 1
Tigdudatauaiirgseuudszningan
a a A v v
Sinmseiing dudaausuaslviaussnal
a o Y}
meluianinvus Ieeanuisaaussanla

WWERATALAE LY
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fiudaiauoirdaionans
Forauemanaianaa
it vusludaiivun
1A5IN5 518a21B8RRM
fnwaizianig (TOR) uag
suatundnusziunistaus
59A7

10 Wway 2561
11an 08.30 - 16.30 u.

- dindamuasusmminddunsensig
MSANRUIENA DUUATBYEEN
NJUNHUMIUAT

- nsdihdaenansiviaguduiuenans
fandm Tnelvasaeiiodevesiutoiaus
wiouUsziumandrdyvesiiiyana (0nd)
fuluenansiiushe

éﬁuiamuatﬁm’%auﬁuﬁ
oA SauazNAdoy
WSBUgUANSSOUZURNTEUY
(Demonstration and

Benchmark Test)

10 - 16 Wwnegu 2561

o o
U ANTUNVINIENI N NIUURA

fiudoiauerhnsandauas
neaaullSouiBuaLTInuY
99958UY (Demonstration
and Benchmark Test)
wazaNupUmMpEIaLLURY

17 - 18 Wwweu 2561

4 o
A @nTUNINTENITN® ATNUR

UsENIARARYUE MTLAUBSIA

8 N¥AAY 2561

TussuuiesevivansaumavesnsuUyTnan
LAZUBINTENT N

wazUnusznialaeilaLue

o A0 UTITAUTENIAYEINTENT N
wazazuatligiuteiauennsrevsuriumig
aavanedldnnseling (e-mail)

Aw = ¢ o LS [
wuemg 1. @151svuRigeenaueswys 3a1sniiesiuiewauiunty (TOR) $1eUsznA
1 y Yy ada & a 4y = = o v a ¢
wAzTNIENANTANReATBANmseling deulmnevauariiagusalivaiauauuz Ja15al
o 9y = y o & W N a vl
wiolfanandiulaeaunsadededmiiu doiaueuus nseinnsallan
L =) ] ‘J LY
NoWITIEBAUMN NFUNMSNIEA NFENTHINTIANUTZNA Larhl 123 nuuldsinme
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1.8 wédninmugimsnasandaiaus
o &1 o L4 u’j ¥ a w oa [

181 lumasznmadguadhiuiudeauslaiiniinsell nsensies ssRnsansadumumaninam
‘J o Led lllj o Uﬂ) L g 1 4
Afmueluds 1.8 viavun nanssnduvenssnse feduifinne fudeiuessiiosdomie
=~ toa My A 4 ta v v a4 v i a O A A ¢
Sonaudenglag Lildvedu visldRinsundadnen Al aaunazfinisan vl tousslev
wnswnsidudAny

o ved v ) ¢ ood owdl w ol o ¢

18.2  n3enTet wRnsanaTdevienasysudsiauaudased iugdudeiausiinauselow
! v o wd v d o t o o vl v
TufufugButelausmeduvioll uasnsraeundnUsziunisiauesinveadudaiaueyne

1.83  wndninasinisAadenguusnisuseninaidiinvseiing nsznsne sldinusinisusaidiu
AsAninmeaan (Price Performance) laerinnuasasidiuimindaudsssninenanim
1 & W | o wd W v v Y
saTantudnsndm 60: 40 Faddudaiauelirzuuusingeaszitiuguusnisusenmaiaily
Aail hiwidnaguuy el

]
1.83.1 Asiuumaiiiaue 40 Az
v v v v P v e v v
JalausnumMIaiutalausynenknsnurisurmaRveBudaiaua
shumsipzuuuassavsnm dumsasauasmassuiUisudisuaussousadssuy
FanglifumaRiansonaziuLgIn

1.8.3.2 AzuuuAIEAvBAIN 60 Aztuu Ysznaumeazuuuluvinanig 9 demsaelud

s

[ [Y (3
nvVB/ManNLNIUN ALY

(1) wmailan1stasiunisuasuutas (Security Features) seaugeluidamidisda 15
Wunnedlannseding

[ PR P | a 'Y ¥ PR I

- dataveniinaifuinnumbemanafinnsdesiunisussuuasiugaszyagiu

(7] T = o 1 a t —=y Ad [{
t@nans ICAO 9303 atuange. laefidnnunnnitdnnumbenanaias nlledly
O A @ L% o ) A El. du v

wifadeiuvainglutlagtu Lﬂummwmﬂmwmuqaqm oazuu 15 pzuuy
v PR P ' a = s @

- dataueniinnsiuinumbemanaiin Aszysgluienans ICAO 9303 atuaign

o U o 1] T oA A ol a o

Tneddsuruunnnanuuniemana e wﬁaq"luwmﬁamumqlwﬂ‘lu{]faqumﬂu
o t:l a' =3 o et v o o 1 o =Y
FruuiiReTu Wudsusesasn Waunuazwuumudadiu As S1uiuvsanailne
ﬂ‘ 1 o t = A VA ;24 o v
FAUD D IIUIBVBINATAY mﬁc&auwamumﬂummuqqqm AEeIE 15 ABUUY
) A‘L = A e a e Y a ) v

- dotausilidfimatudumaiiag Mdegluniddaitunialneluiagiu 16 o Az

' [ 7] o ] =Y [ Y] 5 A
wanews Lnarimstuiunmbenanaiiansdesiunisuasuiuastugaisey
Tuenans ICAO 9303 adudan il
(1) Basic Features 1 Yszinw tutdudnuau 1 wihe
(2) Additional Features 1 Usstny wutthusnuiu 2 wie
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2) Qﬁuﬁamuav‘hmia'\%mazwmaamﬂ‘%amﬁauammusﬂuaﬁ:w (Demonstration and 45
Benchmark Test) ﬁ'ﬂ‘f’j
(2.1) NUusual,a'uamLauat,amﬂafn,l,a“amaumamuamﬂmmmu 50 1 faldly -
msimNammwmﬁamumoaLanmauna sveedl 3 Ansanudariamuayndeludaudn i
- Security Features
- Unnin
- Unwiad
- Data page
- i
- Mty (Inlay)
- U
- msidulau
- aeAUsEnevdy 9 veudumikdaiAumi
wemg . fedradafidmeulinssmaie wgnldiduiuuuy (Golden Sample)
WemsiSsuiieuiuidufiardweuliingsnsnem sassengdyan winldiy
mafmdenlidugiuing
NI UNNTANAY :

Y aaLUULawmaamuwwLamUmwauum wSauinlukunssuIung
Personalization fidnweiznisesnuuuwasi Security Features gnma\'l ATULIU ATIRIY
‘z’J'aLauavmmﬂﬁﬂ‘uaqcﬁu'ﬁmaua winlinsuiuuazgneies Badaliiunsaniauazvngeau

(2.2) f§Buterausvhmsnaaeunisloudne (Migration) i (Import) deyaviiide 0

Wunn uazdnadnegiudeyaviiidaiiunns (Passport Data Center : PPDC)
TududmhelenasusznIngIa NTENTIN azuauﬁaadm’iay’amaﬁaﬁa
(JPEG 512 x 512 Pixels) 10 7 #ioya §1u7u 10 gn amlumih UPEG 768 x
1024 Pixels) ¥1uau 10 d wazdeyanisdoidumaluguuuy Text S
10 71013 Wiguderauslfiludeyasuwuulumsfauszuugwdeyauay
SEUVATAULNA |

- TuTudmmseunisasn NIsNINT %mauﬁa:ﬂaawﬁuﬁa awlumi wazdeya
widsiAuniluguLuy Text Wadudn 1 HaAUTIBNNT weldlumsdmadn
mu‘uauawmaamuwmwamimﬁm wauawwum maﬂﬂgnﬁwhﬂ{ﬂu
’mﬂﬂiuamau uay maumamqmﬁmnsuuumaawauwmauamaauaﬂ
nsumumimﬁmn'\eﬂmm‘amnmmnivwsfm"1 vt Nawamua%nn
FaAviEInnNsLaLesIA

- {iudelausszieniiausaninenisuves PPDC, Database Design,
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o

1 o Led = Q‘ Yo
‘VIﬂﬁE]Uﬂ’J’HJLﬁElUL‘VHﬂU‘U’eN‘U’OHﬁMUQaE)Lﬂ‘lJVIN‘VI‘lﬂiU"U’] ANIENTNY

Y O v o va v v o X
ﬂUTaHﬂWUQﬁ@LﬂUV"N ‘LUEW'U‘UaHaWNUUﬂJ@LaU@ﬂﬂ‘W’]‘UU nasnagoy

.Uv
v oo d

. L . . < = [y v
Data Integrity s28) Application #iasnatuienisBenldunugiudeya
- lusswinmisandan nasnsien wzdmelesdeyanideiiuvn 8n 10 s1ens
= Y aly o vwd v ' v o gv
Tugduuuidenfivdoya 1 waumemsiilduouligudeiusluneunth tieli
yd v a o v o/ o 17 ] v
Abudaiaueadanniiayamideiiune Ligszuuguteyavos
UA 2/
ENGEIETE
v v v ) a4 A o o a v
- fiufaausszdeuniouaioslolumsiiausiieRgailinszninen
wiuagdaaulalinisind: (import) deyavdsdenumauas
Jnadregrudoyamivdoidune asudu gnaeslasanysal aansodwn
Tlunssurunsdavhmisdeifumald

NN IUNTTAN ALY
wval v o v W Y] ' Y
- diudelausawnsavidrieyalaauysal HAUNSNARDUAMLAB UMY

uae Data Integrity gnéfas Asudauia 1 wausnens ¢ 5 Az
- fiudeiaueannsadirdoyaldauysal dhunmageuaraniisuwiniu
was Data Integrity gneae Asudau 8n 10 18015 101 5 Azl
- nsdlhiaunsnddndeya onedauauifieuinfulas Data  Integrity
Ieigndins Asutinu lagauysalynaensle 0 azuuu

vl ° < 1w 3 @ 1 Y o
(2.3) FBudoiausvihmnegeunsilieuseteyalifumienuneuenuaznisliuinig

Jayamiledaiauma

WNTTIUNSAREY
vel w v a o | VW « a v
- Qﬂufual,aua%mmmﬁm‘lmﬁmammswauma‘uaqawuaﬁamumﬂw

fumienunisuansiu Dedicate Communication Link tileshaaimse
fayauuu Online Real-time iufiflindayawiideiumslu PPDC Tagadng
foyadrasaiionsds 100 18ms Weduaievwdeall Acknowledgement
Wetudurudiivasnmadsazuuunudiaasuihuia 100 iems
16 2.5 Azuuu

- fiudeiausszdaintalagdassnsliuinadeyaunmbenumeusnay
suuuuiiimuslasdrinvedounans nsumsunases Jadumbemunan
Tun1sitealeegdoyaussanmurasdiusums (Population Information
Linkage Center) aymd3alunisdrasansliuinmsdeya 16 2.5 asuuy

- pedllianinsaandanisvheuldasudau gnee Tasauysal 14 0 asuuy

e
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a v o ¥ ° . . A ] o
(2.4) N15A3ATTUUNTEVIUNNTTUAS89lRBN1sdaee (Simulation) nsidausalUds

s

° a val Vo v o
drinusmisnmmzloulneibudelauaduiinnieussuvuastoyanzidousiugsiane

(2.4.1) $1apansFudiFesiidrinauaneitulszme wuu Online

- asrRdaUiugUToyaNTUNSUNATEY

- TTARUYARRTIREIRTISRTIRABUNBURENWIREBIR U (Watch List)

- \iudoyameiiiiowuy 4-0-2

- psrvdeumeihfetdiuuy 1:1 uay 1N tilems Verification ua
Identification

- iiudeyagUlumihaunsey ICAO wuudnluila

- prandulundeuuy 11 uag TN Lilenns Verification uaz
identification

- fiunmsdaum (ris) wasnsldnuiensnssaeusyana

- mansrndoumsvenivdeifiune

nNUFTUNTARTY :
ANNQNABITBINITNAADY 10 FIBE fetnsay 1 ATUUY

(2.4.2) $raoamsfudfesiianiendassuys/dounsaatvefinelushasaney
drinaumsmuasasygiaive wuu Offline

- asvadpuiugutayansuNsUNATEs

- rAsUyARaTFosRinsanaTIsaauieueonvildalEum (Watch List)

- \fiudayameiiaiiowuy 4-4-2

- pyradeuaeiiafiediuuy 1:1 uaz 1:N ienns Verification was
Identification

- iivdeyazulumihmunseu ICAO wyudmlulla

- mrvndeulunteuuy 11 uas 1N Wien1s Verification uaz
Identification

- iunwainumn (ris) wazmsldeuiiensmsisseusinyana

- manvivasumsTentdoiiunaen

naUFlUNITARAY :
ATINGNABIYEINTTAGRY 5 1D MIBENay 1 AU

15
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(2.5) adanszuIumIsendumiiidaldun1e (Personalization)
(2.5.1) adean1suimsadwiedaifumaduan (nventory) waznisdnld
(2.5.2) $rasimsaenduniidaiunsandeya laglieanidumideifiumes
yaraillfidudedrdlunisiudfeslunsruumsaidadiediu wuy Online
wazhuy Offline audmu 10 Law
- AnwaYyIalYes Personalization
- A1UGNFBIYeN Data page
- punmeanuasdavesglunihidafianias Data page (@nitdniiy
lunsgumsiudiied)
- AUATNWYBY Security Features
- mysnudeyaludu mygwdeya MRZ

nlUNIAREY :
v o1 o a < 2 o v o 2
Ihaumideipuneiiasudau gndes finmnuanysainssmuderimunynde
5 at a 2 . . a v v | 2
Mnsumdesuuu Online waz Offline lunssuaunsadathaiy theldidy
r Vv ot 1 A 2/as 2/ ] as ¥ e o I
wnsunuulumswisuidsufuianngFuiszdaweulumsiudainey
w4 a o < v 1 ]
widapumedidnmsedndszesdl 3 mnugndamaamivadey 10 1au Lauaz
1 azuuu (nsdivhldligndedlasanysalyndunsu 16 0 Azwuw)

(2.6) adaduLUUgUdAIUAN ATRdBURaTRnn1l nTsuIUMsdaimisdeiiiume
(e-Passport Operations Control and Monitoring Center)
- MINTINAOUAANIILAZEENTIBNUTIUIUAITBIY
- AIRTITABURAAINLALEONTIBNUANUEAIIBI"
- MInsREeUfnmLazsenTIeURAN IR TIRdeuU s TviTsdatiiuma
- mMInTIedeufinmunazeenseeuMInandunidaAuna
- MseTIedeufnnuiareensienugteyamilidaiiung

athatfesmenuiestszneudedeyaussandeielul Ao
- $1nudmfesiiindulundasdisnaiiden
- $unuiarneasfenddedisudumsldaiedu
- $mnuarneasdenddesiidudunsldlietedu wastiym
- wan1sesndeulsE v iU RauuluAMITILATIUUIE LAWY
- Srunudimiidaiunfinaaldlusiazdinaaifiden
- $UUMFBI UUNITREAEN TIUIUMTENBULAY LazdUIUNIINELEN
fifitguvteddmiouaivg luusdastsaniiden

10




18

NI UNITAAFY ;
ANNGNABITBINITIIUBITs UL Aan M sALdunuLaE M Ta8N T8N

dayanaaay 10 segn feteas 0.5 AvLUL

Tunssuumsandauaznagouisuisuanssauzvatszuy fiudeiauasian

- Azfasdaiienalsusznaun1sadng S1uau 15 ya delinsznaas
Aouusdunisaisay lutesdivinisanson

- fafuivanisandn dwaulaiiesndt 15 ya luusasdupewdu POF
ua Hardcopy tiledwmeuliingznsne efugansaidng

- \@na3 Hardcopy fuatiunnududasssviunsiiiynnauedutaiaus
wasfanedudfitlazunisueumnalidugiiiumsansa

- \anans Hardcopy #ealiusnseedadey 1 atu wardwuiludiuiivie

Videmg MsasanaznadeulUIsuiisuduTIousYeIszuY (Demonstration and Benchmark Test)
= o < 2 = = ¥ 0 = ¥
finmvuanialuluanude 1.7.2 waslineazdeanmaudadmuanisadauasuadevludes 3.9

] Y

a v Vas b oo 1 =) U A &
1.83.3 IUﬂ‘ifNVINIZJIEJU @LﬂualﬂillﬂgLLUUE?NQQQ@W|’]ﬂUll'lﬂﬂ’J’l'ﬂU\ﬁ'lEl ARGUINANUN

v
a =]

AIEMU ALl

(1) filldFunsuuumszansamganindufrusmasznaasmedel

(2) mnazwuumssaniamindy Tillduasuuusalumsadauasnageu
\Wiguliguanssnusvesszuu (Demonstration and Benchmark Test) genin

[

Wudrusmuszmasmassil
(3) winazuuuAUssAvEMwLasaziu N lunsaSauazvadeulUSsuLsuauTTous
¥8953UU (Demonstration and Benchmark Test) winfiu Wiglé3uasuuumada
mitesiumsuasuudas (Security Features) sedugaluiaumifsdaiiums
Sidnmsatindgenin WWudrusnmisuszmasmadel
184  nssumsedndviiuteiauslunsussnmanandd i

- fudeiaueiiauaniBlinsinude 1.4

- Sawauadrumeadadoladonds vionareda lidulunudatmun

- fiutarausildnsmuliruinasitusihdasas 75 vesnsuuudsyansam

1.9  wanUszAunIsEUasIAl
v v ) @ Y Y] W o d o v W
Heutal@uaisImandsziuMIaue AT wieNium siauesa mMessuudadedadninaly

gedidnnseiind (e - Govermment Procurement : e-GP) $1wiudesar 5 284293 uUYITL
(12,450,000,000 Uw) laglduanussiuagelaagranilsdwalul
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101 Weantenmvisunandudidne dadudaviensmiaciudfldidandensiiiu dhsede
it videnauwiudhiliiiu 3 Auwihms
19.2  wildemusefudidnnseindunssunasmelulsymalnemunuuiieaenssunisulsunsdmue
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muﬂmanwmmmmmﬂaanumsﬂaamﬂaqLLasL'\JaauLLUaﬂmammUsuawﬁnﬂw
TnedonnapInuIRIgILYed ICAO
2.3.1.4 JUuwvuremthdeyayaadioaiulumunnasgiuves ICAO
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2.3.1.5 Contactless IC spsfinndnunzidulumuunsgiuees ICAO
2.3.1.6 fFuindesdnliiinmessuidumdoidumdidnmsetind smnmbesnuitifunaruas
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AspuAgutludena Benienm Welwih/Bldnnseiind uasdenulinalasndelag
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» Frartun siail fFuinediasiufinraulumsesndilddne
232  mandmdudmidoiuniidnseindliuinsensan fosdduneudiiifusdnalion
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dwiunildenumedidnseiindliduluauarudeinisuasdermunreansensien
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2.3.2.5 fffuinadpsimimenueanisdn seanislin uassesmisdaifumanan savenids
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iswghalve
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(1) msfusdesdnaslusnauseme
(5) msduFdaslugtuuy uag anuAidug muiinsznas fmun Wy nssudiios
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2.4.1.1 fureunsnTivdevenansuazdoya
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=

(1) ﬁﬁuﬁﬁ'aaﬁﬂﬁmsﬂiwzmjuﬁmiw?aaaﬁmé\’aﬁqmLLaﬂwiaLé’mﬁwﬁUsvﬁwﬂmtﬁdﬁ
sevudunsofsdayafiudndengudeyansousugs nsunisunases
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- Usgfinmsveoniadeaifunnaninguteyareanssn e
2.4.1.2 ‘E?umaum’imamaauuaxﬁ’uﬁﬂﬁagamaﬁaﬁa
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drunanefinsumsnaga WUFoRdadusei
(1) visiadutayaieg uasdmivadlusyuuuinisviesiiu (Local Server / Local Machine) 15
e nannends
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2.5.2 N9EUaUNTTIAT (Personalization) niihfiayayaaa (Data page) Tuduvifsdeifumedidnnseling
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Wy ISO/IEC 27001 ¥i39fAin1
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2.9.3 AmSunsENTNUMALNG m‘uaNmammmamu‘uu'suu,aumeiqfﬁauaﬁumu‘uaaﬂivmmu
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2.14.10 FFudnasdoslisumsiusasmuiunsinnngensinas amnseuinnsgiu CMMI Level 3 vi3ogsnin
AAOABIEAYITIHER" i

2.14.11 f93dlsyuunIInaoUNITAIYTUATYeYA (Data Integrity) ARBANTEUIUNTS

2.14.12 §lszuun19nTITany Watch List flanunsanmaeunsazdoavesiiudisaiuseaziden
lugutoya Watch List TneseandnvesmsnsivaeuLaskadnsTungfuuuvmansUfoa
204n5ENT197 wazdnsasiumsudemanisnsisaeudeya Watch List lnefiussAninmlunis
ASIVEDUAIHYNABAAZAINTIAG?

2.14.13 #ioseanuuniadosisitrefiuuuy High Availability Tusaulitiesniidoras 99.9 TnsiaTaausiane
3zngAn1Ivieu (Downtime) Temuiuliinnndy 43.2 uitdaieu

2.15 msuszfiunisandunuesiudnuasnisgunsaszuunidaiauni
2.15.1 §uhedesdnliimsussfiuanuasiuinlaemhsnumeusniensznsie wiureudu
Uszdmnd sheiifFudnesunsganlidng uasmniivsuiusoauBeuuda disndu Neaiua
Uaonforamfedeifiunie SEuuansaume uasnIsuIunIsnan gEuinapaduaNunuLes
UsuidedaghiRnailddedinin nelunseunanfivmnzanfinssysie wiueu

(9_/./



38
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3.4.5 Fayaildineadanunszuaunsude 3.4.1 wfemssinmeluiag nswasuadesnsshmelusaan

3.4.6 Yapnnldvihaanszuiunislude 3.4.1 ssfesdlammumumu uasdiongnisldemnds 15 Wuly

3.4.7 Sanfburldivihaunssuiunslude 3.4.1 ssfemunuseanmemenuAouwauasmmudeuas

3.4.8 Sammhinlhaunszuaumslude 3.4.1 wwdomuseanufeulutig 20 sswwaidea fa 60 e

waidedldliuetalon
.t o o Y o ked v ! @
3.4.9 Jaaiunldvimunseuiunisiude 3.4.1 asdamusiausaneiu (Stress Tolerant)

3.5 walulad Public Key Infrastructure (PKI)
seuy PK Mauadaadulumudeiwunues ICAO Doc 9303, Seventh Edition (2015)

Machine Readable Travel Documents, Part 10: Logical Data Structure (LDS) for Storage of Biometrics
and Other Data in the Contactless Integrated Circuit (IC), Part 11: Secunty Mechanisms for MRTDs uag
Part 12: Public Key Infrastructure for MRTDs LLaummnﬂmauumamammu
351 s.xuumsamquLLﬂaLanmauna (Key Generation System) dm3u Country Signing CA wag
Document Signer fiduualiitfasndafi ICAO recommendation Fafesiinsdusznavatelion
sameluil
(1) Hardware uag Software fiAendadlunisaingua fesdissuunsdnifivethaasadit
(2) myainnmua ﬁaqn‘sxﬁﬂuamuﬁﬁﬁmﬁnmmmﬂaaﬂﬁaaa'wm’fmfsﬂ
(3) msafenyuedidnnsedndezsudunislaensensen vioyanaiinsznsaet dvua
352 JEUUMIUINISARILE (Key Management System) fpsissdusznavattioy fameluil
(1) nayuanIsaziing Roll Over Asl ICAO Recommendation Liteammudssrionisiinguaszgn
Compromise
(2) AuEeITRINYLe (Key Length) aunsnflazvhnsivduouauenvenyualilusuen
ierflumsusul s deuislieuasnfanndeu witusgiuvateds (Life Time) vo9
neyuatiimunliiazifiuluai 1ICAO recommendation lakinaeld algorithm talumsidnava
(3) wesiliunauadiuyana (Private Key) Sidmiiinsznsaes sdados 3 auifenguadeviasd
unauwadauyaea wazdaddinauas 3 nenwieufulumsaviesiiiunguadiyana
3.5.3 A1TUIMITIANSasn1InsEane Certificate (Certificate Management and Distribution ) it
U3M13§An13 Country Signing CA Certificate waz Document Signer Certificate 18fB3a13150
(1) ¥ Certificates mu Profile wagnmsgufiimusuazawsaUFulaeu Certificates Profile
14 ICAO recommendation luawnan
(2) Hsvuunisdenau Certificates aqlugiasyuy Inspection system uaz Public Key Directory

(PKD) 204 ICAO patnauasaduuaviiuss@ndnw
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3) lunsdinise Certificate WUy Online Process aaeiinisasoninuludnuusves encrypted
v a o 1 ] A @ P i
message LaABdaUaIBNIIAAABLALATINADUINTEUUNALIY Certificate guduszuurnd
USEMAITS LaLsEuUNTSae Certificate U9efaausnannszuunmseanialatafneia

(Independent and Separate process)

(@) Tunsdinsds Certificate LU Offline process nFSUIIFBUAUBNTLUIUNTUATTTULUR
fagliiulaléiuaende .

(5) fssuudnms Certificate Revocation yiwthflsnidntuusesiilasoonuuds vinsaing
Certification Revocation Lists (CRLs) lunsiifingyuagniliaie Tasmsudeliussmaiisauiy
s ICAO gl 48 9l wide Imavindulszdredradesnn 90 Judwiumsuandne
CRLs THifuuszinedug

(6) Registration Authority (RA) ¥iwwhflvelususes Document Signer Certificate ApiilusunTy

o ] . a o
n15veluiusealanizueni1aIngIn Certificate vilndu
35.4 $995995U SAC w30 PACE (Password Authenticated Connection Establishment) dwiuntiade
a o= = ‘J = -4 ‘1" Q'I L 1.4 o =Y
Wumedidnnselindfindalulasanisil ensensaen abigiudnsnuiunis

ueannil fiudeiauedoniausumumsaiiuay wieusasBunisnism 4 MPurmsniu
iy Tudiuvesszuy Key Management uag Certificate Distribution Tnetanizeenadaludnmes
Certificate Distribution Wfjfutaiauatauaurumssniiumsdwiuvmbesrumelulssma wendronnain
wunsALuNsd M UmhsnuMeLenUsEna Wl f3uieeedesiuinveusliielunisesnuuuisuy
$avn s wazquagUnIniueIsEUY PKI yaszuu wavswaldaneludimes PKD uazmsilessariu ICAO

3.6 3ugUnIalimauRanesuazgUnInidovITumM
wal v v w a & ed o v oo v o W
fButeiauenzfesamuinmuasiintsgunsniduiulunsliuing lasasdoslinistngednw

waynaunulindouldaegiane SneaviBenvesgunaltus il
3.6.1 gunsaldanlvuimeventiadoiiunie wadu 2 Yssam e
- ¥ 1w o . . g
3.6.1.1 Usuinmanstagiui (Fixed Unit) Usznaumig

(1)

\desmpufimes (PO) viaiiui
ndesRavaniaunsoreldeuazaumulatiedoneiane’
gunsafaunuasiiile (Fingerprint Scannen) viln 4 ih dwsufvondedoiiuma
gunsafdisnumpiifie (Fingerprint Scanner) vfin 1 fdmdudming
gunInlaununwaium (Iris Scanner)

\ATasaLnuLeNnans (Document Scanner) JuA Ad

\nSasiuvilaies un Ad

\n3essulingussvvudidnnseind

napResla (CCTV)
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3.6.1.2 ﬂsxquﬂnizﬁﬁmﬁauﬁ (Mobile Unit) Ussnaume

(1)

(2)
(3)
(4)
(5)
(6)
7
(8)
)

indoanaufatmasuuunnm (Notebook) v3e indesnenfiumesianunsaussqadlu CASE
ipdouitls

External Keyboard and Mouse
ndasdviafianunsodeideuasaunslnsiniasneufimes

gunsafaunumeiiafie (Fingerprint Scanner) wiln 4 thdmiufvoniadaifiuna
gunsaiaunuaeiifle (Fingerprint Scannen) wiin 1 fdwiudmiii
gunsaiaununwalum (Iris Scanner)

\desauntLanans (Document Scanner) IR Ad

i3asfiituuwnmn (Portable Printen)

irdossuinsuszmudidnnseding

(10) tr¥oatglwiuuuanna (Universal power Supply) wag wumae3

o ) v oo & da . w &
Saugunsalduliudnstuig easduaounaeduludsil

1. noaladOLAUNI NTUNTNGEA DUULINIRIuE 65 -
2. ausmlsdoriunadanga uien a5 -
3, ausmisdaiAunadansn Tundn 42 -
4. ausmisdaiAunetangm fuys 9 -
5. aua.mlsdolAunnadans1a MRT Aaeae 20 -
6. auamladoliuvadang Wosine 10 -
7. auswlidoriumedangn v.aeuuny 11 -
8. aua.madolAumadangm v.udednl 13 -
9. ausmlsdoliumadansy v.a0a0 14 -
10. g sdaiiunednngm 2. fwglan 5 -
11, guamiedaliunednasn 1.uRTaEI5IA 4 -
12. auewilsdotiunietngn 9.903511] 12 -
13, aumlidoduniani s.uasmadun 11 -
14. auamisdoidunsdanm v.quasvsni 6 -
15, gueaiidadiunidanm s.q591egiodl -
16. auamldaiunietiagm 9.4m 5 -
17. guamiedeiiunidnngm 2.0ea0 16 -
18, awsmivdaliundanTn 1.3 -
19. aws.widadoiiunsdansm . ungs -
20. aus.wledaifumelssdguduiniansiuvinan -
AUSEINA NIENTHUINU

21, dEntaADAUN Y ALALTIUNNT 5

22. wheuimaviisdaiiumnanioud ya 1 - 20
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23, whpusmavtlideiiumandoud g 2 - 20

24, anuendnITIvYA dotunsgatvellng - 200
Tusnsussne uazgdiinaunsiuasiasygialng

25. guaatfadaiiunsdansiluouien 177

- ﬁ]”l‘u’.l‘uaﬂﬂ‘imLLUUUT‘T\]’Wla’]u’l'mVlﬂLW]‘Lﬂ.ﬂﬂ’JEI Kiosk $uZasuuuuimsauedls liliundt 1/3 iy
any) mmmmuaﬂnimLLUUUivmwmwm wagldiundmiialuany (1/3) ‘uaumaumm IﬂEJN’i‘Uﬁi’N
a.umawm’twumwmmaEﬂ.'vxmLLuummﬂmmLmU'a“m*uu Uszdneg w anuRAARI Kiosk
melulseme mnnsensen dans |

- NENTN mmmé"anfﬁlﬁaﬂé?a Wuvidean Kiosk Jusdasuuuuinsaueslugonufifidmusmuuleune

YDINTENITN
- ‘U‘i%a’Wﬁﬂ’l‘WLLa‘”ﬂ')'llJLTﬂUﬂ’ﬁ!LWU‘Jﬂ’ﬁﬂ'JEJ Kiosk $UR1304 Cﬂ@ﬁ‘luuaEJﬂ’.l']ﬂ"li‘L‘VlUﬁﬂ’]’iﬂ']EJE]Uﬂ'imLLUU

Uszdi
_ granamslriuinisves Kiosk Suddaauuudnsnuiesarssgueniniiedannaujianuiumiseie

1 o A
guUNINILUUYIEIM

3.6.2 In3fwyinuy IP (IP PHONE)
mmuaﬂn'icumu'l*wusm‘imummmmm‘luamuwmqE]L‘Uuiﬂ Hadl

caudbims |  duw IP PHONE

. nETAEDLAUN ﬂ'illﬂ’ﬁﬂdaﬁ AUULIYIIUY 10

. ﬂUG.MUQﬁSLﬂUVIN?}QﬂiTJ ﬂi‘ldﬂi'u‘ﬂ'i

| gus ldsRumatias T Junan

. aua wiladaliumetinsm Tyl

g nisdaifuniedansm Weaiwen

 AULMTARAUNNTIAT T R UDULNY

gud yladaiunietingn . 3edlvd

1
2
3
q
5. ausvtladetRunedans MRT AaedAy
6
7
8
9

. AU vilsdaiRun1etingil a.aean

10. guamiledaiAunetnnsm 2./vnlan

11, gu yilsdalAun1atinTg 2. UASAITIA

12, audmilsdaiun1atins? ‘\].Qﬂiﬁ’]ﬁ

13, AW M HDAUNINTIAT 2.UATIIVAU

14. auswiledaifunetingm a.guansd

15. s mlsdoRunitinim v.giugiond

GitmlnnimjltnnjnfLrinnGrbn|on v O N

16. auq.wﬁaﬁalﬁuma’fhmw ‘\I.J:]Lﬁﬂ




55

17. aua. misEoliunNtinT 3.09a7 5
18. AU vl nLiun1etaAs 9.W@ee5e 5
19. g miadalAuN1IAT1I 2.3uMy3 5
20. auamladaldunaussiguduinignisiuviney 5
ANUTEINA NTENTITNUY
' a Vs a a A
21. mheuinvikdslpumanioun ya 1 1
' a vl a a =
22, whpuinamtidaiumandoudn ua 2 1
23, gnune anndgalusnsdssing 200
24. g mivdEsiAun1atiasiluaunan 20

3.6.3 gunsniefethonsuiomes Suaudus
gunsaiiedateeuiameslutormunt Wusoudu giudesdoniinsinmei
DONUUY AmummnaLaz 1y (Sizing) TvsnzauAunsuiRnuifdmangian aunseussezm
TunsTuinismuderimun Tnednnugunsoiiasnadnusuesgunanl (Specification) Aitusnly
Foraue dodlatosniiseyliluderiuund
3.6.3.1 insuMsnega

(1) gunsainssaredyamean (Core Switch) 2 90

(2) gunsainseanedyyn (Distribution Switch) dwiu Server 4 m

(3) aunsninszaedygyind (Distribution Switch) dwiy Front office, Back Office y

@) gunsninssane Tyaadwiudeusetuiisuite (Access Switch) 10 4

(5) gunsainseaedyyrndmiudousofugld (Access Switch) 12 4

(6) guUNsIAUMILEUNY (WAN Router) 2 9

(7) aunsaiinwianuasnsiuseru Server Farm (Firewall IPS uaz 2 94
Malware Protection)

(8) guUnsnshwAuUaeniesedu Internet Gateway (Firewall IPS wag 2 9Ym
Malware Protection)

(9) gunsaishwianuUasadesziu VPN Gateway and Lease Line 2 4m
(Firewall IPSiazMalware Protection)

(10) VPN Gateway 2 %Yo

(11) IP-PBX 1 90

i ¢ o w a 1 o
3.6.3.2 Mudniinntiadaiauniawvad 2

(1) gunsainszedygiamdn (Core Switch) 290
(2) aunseinszanedayia (Distribution Switch) dwfu Server 4 9
(3) aunsainssatwdnyaed (Distribution Switch) dwiu Back Office 3 9
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[

¢ o @ Voo < ' R
a;LJnsmnismaammmmmw‘ifamanumaummﬂ (Access Switch)

L]

s

qﬂn‘scﬁnismaatymwmﬁw%’urﬁauﬁiaﬁucﬁi (Access Switch)
gunsaifuMIduN (WAN Router)

gunsaisnwAIaaeniB sy Server Farm (Firewall IPS uae
Malware Protection)

gunsnisnwmaaeniseRy internet Gateway (Firewall IPS uas
Malware Protection)

gunsalinuAuUasniysEaU VPN Gateway and Lease Line

(Firewall IPS wazMalware Protection)

(10) VPN Gateway
(11) IP-PBX

oo o o a Y
3.6.3.3 fidinaumbdeiuniadongm
(1) gunsalfumidune (WAN Router)
) qﬂnmlnixmaé’mmﬂmﬁm%m%miaﬁ’u{{lw (Access Switch)

2/

gunsalinwiniUaensis (Firewall)

36.4 \ioenpuRameiisite St
iwosnauiumefuiteludesmuni] Wusuudush ffuinasdenhnsinsey senuuy
fvusALazs L (Sizing) AvaneaufunsufiRmuiifdmangean amnseussbziaalunis
Trsnsaudermun Tnesuiu uazaudnunzveunissrsufiunesustie (Specification) sl

3 [ K% & v o E1

foraue setlitosninfszyliludeimueil
=

3.6.4.1 ‘V]n'ilm'ﬁﬂ\‘lf!a

(5)
(6)
)
(8)
(9)

i3 switnemdndwmiuiiudeyaduerhmilsdoiiums
\ASaaitnedmiy Fingerprint Matching
\A30euTBd MU Face Matching

\AFpauitned U Iris Matching

\PpaUitne MO! Broker/Cache

\iSeausdang Front Office Applications

\Apaui®e Back Office Applications

\AFBauLiTB WEB SERVICE

\A3paustne CA wiou Hardware Security Module(HSM)

(10) \A3pauaee DOC SIGN wax Hardware Security Module(HSM)
(11) ww5oadanedmsu Process Tracking and Monitoring System

(12) ieSeamitiedmiy Enterprise System Monitor and Management

(13) wn3oausdtiedwiu Network Management System

(14) 1pSaawitned iy Centralized Log Analyzer

1 98UyY
1 3yuu
1 33yy
1 98Uy
1 92U
1 93uu
1 38U
1 98uu
1 93Uy
1 3%uy
1 5¥uy
1 98Uy
1 33UV
1 93Uy
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(15) ipfoauidhedmsy Backup System 1 53Uy
(16) iedpautitnedmiy Integrity Checker 1 53UU
(17) i oausidedmsy Watch List Application Server C19suv
(18) in¥pauslredmiudeuse fumissumenen 1 53Uy
(19) ipdpsusdtnedmiuaiooulal 1 53Uy

< § o ‘er & A v <
3.6.4.2 VIQIUEINﬁﬁIWUQﬂ@LﬂUV]'NLLW\W! 2

(1) Lﬂ%'mu;i‘zhwé’ne‘im%’uLﬁuﬁagaémaﬁwﬂ’ﬁmﬁumq 1 580U
2) ipdausigdmdy Fingerprint Matching 1 53Uy
(3) \A3pauaitnedmiy Face Matching 1 58Uy
(@) nTesuitredwy Iris Matching 1 szuu
(5) iA3pausitng MOI Broker/Cache 1 58Uy
(6) \adoauside Back Office Applications 1 s¥uu
(7) \iDauithe WEB SERVICE 1 58Uy
(8) iA3pauaite CA wiou Hardware Security Module(HSM) 1 s¥UU
(9) 1Adpausiing DOC SIGN wiay Hardware Security Module(HSM) 1 s3Uu
(10) iA3paaithedmsy Process Tracking and Monitoring System 1 s¥uu
(11) indpamaithedmiy Enterprise System Monitor and Management 1 szuu
(12) p3aausitredmsy Network Management System 1 52Uy
(13) 1nSeausitnedmiy Centralized Log Analyzer RATY
(14) Tusided iy Backup System , 1 53Uy
(15) iAFesutitnedmiy Integrity Checker 1 szuu
(16) \Adpausitredmiu Watch List Application Server 1 szuv
(17) indpawitedmiudousofumhsnunsuen 1 33Uy
(18) w3naulthedmsuiieeulal : 1 58UV

A o o ° a’ _ ﬂll
3.6.4.3 NAMINIUNTIEDLAUNITIATI '
= W o @ .
(1)  AIDAUIBEIMTU Front Office 20 S¥uU

365 Unsaidug Swoudius
3.6.5.1 insumsnaga dfneumilideidunedansn doyes ULazANIULONDATIVYA
aounsgalualnglusassme wazdiinaunsiuasiasegiaing
(1) gunsnifivdeyandn (Storage Area Network: SAN) ﬁn’mm‘snaqa 1 3zuu
(2) gunsaiiuteyadises (Network Backup Storage) finsun1snega 1 58UU
(3) ipSpandaviiadaifiuns (Passport Personalization Machine) ﬁnsumimqa
maudsmandalaiiosndh 7,500 dusiotu (0 drlsnmainliiiu 1 4l

/%W
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(4) Lﬂiadwamwuaﬁamumd (Passport Personalization Machine) ‘UmﬂLaﬂ
Anemilideduma mdansiarhitesnd 5 idusedalue s 2 1309

(5) ia3esgumbadeifunadidnnsedind (Passport Reader)
finsumsnega wazantuendrsienn aounsgalvafingluriessne
wazdiinaunsmuasiAsegialng

(6) irdpsRunifinsumsnga drinaumilsdedumedonsm dyes
wazamuandaswym anunsgalngilvelusizing
wazdninaunsAuazAsugialng

7) wiossuanvinieriia 4 f1 Ansunisnaga

8) IAsesenuTnsUITYY Smart Card finTunisnsga

(9) wieineuRmes (PO) dWSUTEUUATIIABULAYTUATTBITINANIUSINA
finsumsnega

(10) iosnonfiawmes (PO) dwiuszuuasivapuuazoylfynnadeviiu
finTunnanega

(11) inSesnaufiawed (PC) dmsuszuuinnsiay (Book Management)
finsun1sniga

(12) \ntoeroufinmed (PO) dwdussuuasiaaounumm (QC/QA) wilsdioiiun
finsunsneda

(13) \panauiawed (PO) dmiunmsasvasuuazihRnmussuy
(Process Tracking and Monitoring) ﬁn’ium‘sn\‘lqa

(14) wissmauiiames (PO) dmsusruuiamsiaudanisdoifumanilusudld
Ainsumsnaga

(15) s¥UURD FeUszneusie feear (Kiosk) Uainuammuneiaufiypas 2 Uain
AauRnAes (PC) w3pgunIaiifipuivn wiaufureWAwITATUALAY
Ainsumsnega wardinenimidediumedangm

3.6.5.2 wmuawamwuﬁamummmw 2

(1) aﬂn'st:ut,nusuauawan (Storage Area Network: SAN) ‘wnsnminaaa

2 aUnianU‘uauamim (Network Backup Storage) wnimmimaa

3) peadmmidaiiunn mufdanisnaaldtesndy 7,500 wuRey

@ wisseumisdaiunedidnnseiind (Passport Reader)

(5) LAToefiun

6) Raseuainiiovia 4 i

(7) LedeegulinsUsznau Smart Card

8) 1A3smeUiumes (PO) AMTUSEUURTIRABULAYSUAN 39 NEaUsELNA
9) ioerpuinmes (PO dmiustuunsavdeviazeyiiypnanoniiu
(10) \w3psmauAames (PC) dmsusyuuianalas (Book Management)

40 ym

180

1 ¥uvu
1 syuu

10 yn
4 9m
10 Y»
10 YA
10 Ym
10 4@
2 %0
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< a < o  w ooy a
(11) nspeapNImDT (PC) EMSUTEUUATIIABUAMAN (QC/QA) MINEBLAUNTY 10 4

: < a ¢ o w a
(12) iFssppuiinnes (PO) dmdumsanaasukasiihinaussuy 15 9m

(Process Tracking and Monitoring) ,
= a ¢ 0w Y o o a o«
(13) insepauiiaees (PO) dwmdussuuianmsiaudamisdainumansusudld 5 4

3.7 AaaudRvasgunInivan
gunsalndn ludarmuail st §Fuiesdonimslinsizi senuuy fuuswin
wazs (Sizing) MnzaniumsudReiirdmangean smunseuszeznailumsliuinsa
o s wasandnuazveigunsaivan (Specification) tuuludeiaue dedlitdfesnd
ey iludoriun '
3.7.1 gunsainszaedyanamin (Core Switch) lud'e 3.6.3 qnuantidusgail
(1) L%qﬂnmﬁﬁﬁ’sﬂqmﬁqmmLmU High Availability
@ fugunsal switch Afllassadradunuu Modular Chassis uazannsasasiulugauuy 40
Gigabit Ethernet uae sipsaniudyuwasauuy FCoE (Fiber Channel over Ethernet) Lazfaadl
wosn 40 GE viaAndnunlivinfusauideddlunisidends
(3) 1l Performance Throughput liitiseinan 450 M packet/sec %38 1l Switch Fabric capacity
Taisindn 12 Thps
(@ fhmiheusznara Processor Engine Laz Switching Fabric #1389 flanunsaviaumaunuiulsiviui
) lunsdfldaugunsoladudygamdndmiuiniesisidnesiuig 2 ya Weusiody gunsaladu
dyauiundeusio aunsold Port Aggregation WUy IEEEB02.3ad Smfugunsait ¥ia 2 Y0
Tnegunsaia s 2 geagyinenniiu Port Aggregation nusnfunasdetoyaluynawesn
(6) awuayus¥ Ipvd Routing LA RIP, OSPF, I1S-1S , BGP ldiiluseetios wasaduayuniavi
Ipvé leln OSPFv3, BGP for Ipvé laldupeinatio
(7) ansadaiudeyaaifniildauaisieg (P Flow Usage Statistic #38 NetFlow %38 Jflow
vi3e Sflow 1lus) Tuusag Interface Module Tasaunsaidonuiinues Flow fifean1sdniiy
wasudmNa mudaya MAC, VLAN, Ipvd, Ipvé uas Port lélduedhatiae
3.7.2 gunsninsvaredtygn (Distribution Switch) dwm3u Server Tudia 3.6.3 fnauauiRtusail
(1) Lﬂuqﬂnizﬁﬁmmmﬁmumu High Availability
(2) Wugunsal switch flamnsnsasiulugauuy 40 Gigabit Ethemnet uas fovaifuayunainuuy
FCOE (Fiber Channel over Ethernet), FC (Fiber Channel) uazsaaiinasn 40 GE u3adninun
Tinfusuuidedluniadeuse
(3) il Throughput Forwarding %38 Switch Fabric capacity litfosndn 500 Gbps
(4) alfuanu IEEE Data Center Bridging (IEEE 802.1Qbb uay IEEE 802.1Qaz) e lvisaadunnsld
nuuuguiwite (Data Center) leiluet1ed

@/./
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Iuﬂit:u‘lﬂmuaﬂnimaauammﬂmwanmmumsmtmmﬂf\nmu 2 YR \Joudariu aﬂmmaau
ammmwmwama annsaldl Port Aggregation WUU IEEE802.3ad ﬂun'ua'ﬂn'im'ﬂ ‘VN 2 Y@
Imﬂaﬂnsm'ﬂ Wa 2 ‘Umvvm’lurdu Port Aggregation naum&nnuua awaua’luwnq‘waim
auuauu Spanning Tree Protocol WUy IEEE 802.1s uay IEEE 802.1w Weliannsaldanu
52UV Spanning Tree lrataiiuseansnimgsgn

3.7.3 gunsainszaedynas (Distribution Switch) dmiu Front office, Back Office Tute 3.6.3 lnuauin

v
[

(1)
2)
(3)

(4)

(6)

« 9 0 Y| | § o . v wa o 6w X
3.7.4 QUﬂ‘imnizﬁﬂﬂﬁmmﬂmﬂ’lwﬁm‘uaumaﬂULﬂ%ENLLlJ’U'lH (Access Switch) 'L'U“UE] 3.6.3 ﬁﬂmaﬂUﬂ?}umqﬂﬂu

(1)
(2)

(3)
(4)

JuRIfIll

\ugunsalfiewnsavinamuuuy High Availability
Lﬂuaﬂﬂsmﬂsumaamnnmwaiaqsumsﬁjaumnaﬂnimnivmaammmﬂmama
a'dn'immamwasmmu 40 Gigabit Ethernet #iin QSFP+ a8neton 2 wasn wavhauduy

Uplink Port
v = 4 N [J 1 oar A L g b 1 LY «
gunsnlneasiinesauuy 10 Gigabit Ethernet Tnewauosuauvinfuiideddidendedtugunsel

NITABAYYIUYAIBNI
i1 Troughtput Forwarding laitfosndn 60 M packet/sec #3e Fabric Switch litiosndn 128

Gbps
gunsaifosatiuayu Ipva Routing laln RIP, OSPF, BGPv4, IS-Isvd uaz Policy Based Routing
wawatiuayy lpve liuA Static Routing, RIPng, OSPFV3 uaw MLDv2 laillusdhetos

L

LUuaUnmwmmmmmme High Avaltabmty
uwasmw‘u 10GE %38 FCoE tasasiunsideusoaniadesuidieg snnupsliiosninaie

LL&J‘U'\EWIU']LﬁUE)

3 Throughput Forwardlng ‘Wia Switch Fabrlc capacsty laitioanda 500 Gbps
maaauuauumimmuwumawammamﬂLﬂiaaLmeLﬂiadLﬂm 2 anedyeynd Tnent 2
mﬂat;ycuﬂmaumammiiwagawmunu‘lm (Active/Active)

« [ ° o o 1w » , v wa o & o X
3.7.5 gunsainszanednygadmiuidoureiudld (Access Switch) ludie 3.6.3 finuauiRdusisail

(1)

(2)

(3)
(4)

Hugunsainsenedygifinesauuy 10/100/1000 Base-T afuayunisiielimenasgu
IEEE 802.3af, IEEE 802.3at $1urusliitiosndt 24 wada

gunsaifeiwesmuuy 10 Gigabit Ethernet 4lln SFP+ atelios 2 wasn wlovianudu
Uplink Port

il Throughput Forwarding %38 Switch Fabric capacity liitfosndn 80 Gbps
atiuayuNIsYineu Virtual LAN (VLANS) maannsgnu IEEE 802.1Q 0
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(5) qﬂﬂiiﬂmmsnﬁ’l Access Control Lists luszau Layer 2/3/4 syl source and/or destination
MAC address, Ethertype, source/destination IP address, TCP source/destination port,
UDP source/destination port 16 uazeanansafinum Access Control List (ACL) muaanlel
(Time based ACL)

(6) gunsalfosansaldnuiunszudlwibhadululssnelnels

3.7.6 gunsalfiumuduma (WAN Router) Tudie 3.6.3 fnaaudidusiasad

(1) Lﬂuqﬂnmﬁﬁmmmﬁmmwu High Availability

(2 hugunsalfumiduvng Wunuu Modular fadenanunsalddumesitanunisidonulé

(3) fiwesmiuu Ethernet tailandeifussuuiasatanisluld

(4) aifuayy IPvA Routing lAlLn Static, OSPF, BGP, 15-IS uas PBR (Pollcy besed Routing)

(5) au'uauurﬂmammmummﬂaamnawumumm‘lﬂu
- vh Policing v3e Rate Limit vas dayafliirlug Control Plane w3a CPU 14 itetlasiunis

Taufuuy Dos attacks Agunsal
- wdudiou Wefimsldnu CPU uaz Memory vasgunsaliuditimunly
- Routing Protection 6ilA MD5 neighbor authentication wag TTL Security Check
- Access Control List (ACL) ua# IP Options Selective Drop
- aunsnldesiunai Reconnaissance gunsnilel
- Unicast Reverse Path Forwarding (URPF), Role-Based CLI Access, SSHv2 Lag SNMPv3

3.7.7 gunsalinnanudasaiuseAu Server Farm (Firewall IPSwasMalware Protection) ludie 3.6.3
fnnasniAdusiwed
(1) Wugunsalfiaunsovhemuuy High Availability
(2) il Firewall Throughput litfeenia 20 Gbps wazil Connection per sec laltiaendt 200,000
AU
(3) #1PS Throughput laitfesnin 3 Gbps teevinududass Liasveumuawnsodlevhau
31U Firewall .
(@) dwesmuwuy 10/100/1000 Litieendt 16 wosn wazwasnuuy 10G lifeanin 2 weosn
(65) wereawansovasgunInilaliteenit 20 Gbps Firewall throughput wag 5 Gbps IPS
throughput Taglideauasy Chassis
(6) ugunsal Firewall IPS az Malware Protection ausglugunsalifisafuvisusngunsalasn
AINAUIY
3.7.8 gunsalinwAuUaeniEsEeiu Interet Gateway (Firewall IPS uaz Malware Protection) Tudie
3.6.3 naiauiiAdundail
(1) Lﬂuqﬂnizﬁﬁmmmﬁwmmmu High Availability
(2) # Firewall Throughput hiitfaeinia 2 Gbps waxil Connection per sec lsltaenia 50,000 AeTunil

o

/%‘/
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fiwasmuuu 10/100/1000 liitiesnin 8 woin
\Jugunsal Firewall IPS waz Malware Protection seglugunsalifeniunieusngunsel

9ONIINNIINNIY

3.7.9 aﬂn‘iminmmmﬂaaﬂmﬁ gl VPN Gateway and Lease Line (Firewall IPS uaz Malware
Protection) lutia 3.6.3 mmanumummu
(1) LﬂuaUnimwmmmmmuLmu High Availability
(2) 1l Firewall Throughput litisenin 5 Gbps wawil Connection per sec liviaenin 100,000 Ao
(3) fiwesauuy 10/100/1000 hitfosndn 8 wesn
(4) Lﬂuaﬂnim Firewall IPS waz Malware Protection iauaaluaﬂnmmmnwiatwnaﬂrﬁmaan

INAUNNY

[ V|
wa v o @

3.7.10 IP PBX Tude 3.6.3 InnauUadun deat

(1)
(2)

5893V SIP Protocol

finuasdfves PBX ATY 1y IVR, Voice Mail and recording, Call forward, Calt Waiting, Call
Transfer, Call Co-nference, Call Video

s995un3ee IP Phone laitiaendn 1,000 3o

sosdunsaunundeusulitosndi 20 gane

annsnideusoiu Analog tine ldtiaenda 8 FXO, 4 FXS

annsoretuinios FAX lalaomse Tneatiuayu T.30/7.38 Fax Mode

avfuayun sy Ipva/ Ipve

3.7.11 IP Phone Tude 3.6.2 ﬁ@mauﬂ’ﬁ‘&”’uﬁﬁﬁaﬁ

(1)
(2)
(3)
(@)
(5)

37.12 \iesudtiendndmiuiuteyadueyimideiums ludie 3.6.4 Tmaudfvunisl

(1)
(2)

(3)

AnsnEunuIne Video Call usad LCD
$895UN15¥IN91U SIP Protocol
atluayumsviney Ipvd/ Ipvé
$945UNSYUNeSR 10/100/1000 Mbps
39950151974 PoE (Power-over-Ethernet)

2

L‘l‘juLﬂ‘%a\‘lLL‘J,J"U'”lUﬁﬁf\hu?uqﬂﬂiCﬁLﬁBﬁN’]ULLUU High Availability

CPU WUy 64 Svitaiindn melufisiuau Processor Core liltfpandn 8 Core/CPU vinamusiie
auddyaauninthitiesnit 2.0 GHz i Cache aulaidosndy 25 MB/CPU druubives
N1 2 @9

fvearuduuy ECC aunesbitioundn 128 GB

flgnsARafLUY SAS ATIEITeU 10,000 rpm muAulag RAID-1 sunsaliiiesnd 500 GB

&

nEFINDS WM
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4 1 at (4 [:] [ Y 1 4
(5) annsalaumeiuNeIALUU 10 GbE swnulitdasndt 2 wasn
6) amnsaieusauneiauUY Fiber Channel (FC) s1inulitioand 4 wesn

3.7.13 \adpaualtned w3y Fingerprint Matching lud 3.6.4 fanuautifdusdsd

Wue3saudidreuuy Blade ﬁﬁﬁ‘hmuqﬂnmhﬁaﬁwmuuuu High Availability

# Blade (Enclosure) aansnfnausiiieuiia Blade laifosnds 8 g

i Interconnect Module #l#lumsidlaurauuy 10 GbE liitiasnh 2 404 1 GbE liitipandy
2 994 uae Fiber Channel (FC) liitfosnd 2 o

us2easUAie 1ile Blade Sruauliitioondt 4 wis urnzunsdnaasTRTuF

(1)
(2)
(3)

(4)

CPU wuy 64 dwwsennidt aelufldruau Processor Core Liltipenda 10 Core/CPU vinanu
memnusdyaunintbitesndt 2.0 GHz §i Cache sabitipendt 24 MB/CPU $uau
laitioandn 2 M

Tnreanudwuy ECC vunsaulaitonnin 64 GB

flandmRaAuuu SAS mMEI38Y 10,000 rpm muallag RAID-1 suiasauliitiosndt 500
GB wdaasuum vie fensmfanuuy Solid-State wunmliitanndn 50 GB $1uu 2 e
NULUY RAID-1

anunsaidausefunesawuy 10 GbE $wnuldifeendt 2 wesa

annsalieurafiunesauuy Fiber Channel (FC) saunulaitiosnin 2 wase

3.7.14 in¥esusihed w3y Face Matching lude 3.6.4 SianiaudAdusidat]

' {JuiAdpausivnsuuy Blade ﬁﬁa"wmuqﬂnaaﬁaﬁwmmmu High Availability

% Blade (Enclosure) anninfnnusitneviin Blade Litioun 6 1

1 Interconnect Module #ldlumsideusauuy 10 Gbe laitlesnda 2 9eq 1 GbE hitfesnin
2 994 uaz Fiber Channet (FC) hiitfosndn 2 daa

urereasalthe wiln Blade S1uanlidosnd 3 wna ustazumiinaiRdusdil

(1)
(2)
3

4)

CPU wuy 64 Onvsesnin neluilsruau Processor Core lidtiaanin 6 Core/CPU ¥inau
msanusdygauinildidesnd 3.0 GHz # Cache saulsdtiosnd 12 MB/CPU d1uu
laivoanin 2 67

fmhsaudwuy ECC sumsaulidtieenin 64 GB

flandanaAuuy SAS A1U5258Y 10,000 rpm muawlae RAID-1 suasailiitdesndy 500
GB ndmasuum vse dansafanuuy Solid-State vunmlaitioandn 50 GB §1u2u 2 wiae
Y1ULUU RAID-1

aunsaldeuReiunesaLuY 10 GbE snuliteendt 2 wasn

annsaidendoiunesauuy Fiber Channel (FO) snnulaitiosnd 2 weda
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3.7.15 \3pawaitredmiu iris Matching Tudie 3.6.4 finuaudRdumeiil

(1)
(2)
(3)

(4)

% Blade (Enclosure) anunsoRanaliltnevin Blade hitfoundt 8 daq

Huirdeausitneuuy Blade Aifisuaugunsaiilevnaruuuy High Availability

1 Interconnect Module Aldlumsi@eureowuy 10 GbE liltiounin 2 ¥ee 1 GbE litieendn

2 94 waz Fiber Channel (FC) laitioendn 2 Y89

WH9993e 1R Blade Sruanilsiforndn 3 uas usazuneiuANTRTUA

- CPU wuv 64 dyvsenni aeluiisiuau Processor Core hidasnin 6 Core/CPU vinau
e idyraunibidesndt 3.0 GHz § Cache yuilitaunia 12 MB/CPU 31uau
luvisenin 2 ¢

- fiwbeanusuuy ECC sunsalidesnii 64 GB

- fisneRaAuu SAS A1SaTBY 10,000 rpm Aausulag RAID-1 vumsaliitosndt 500
GB wdmasuuv vie fenfaRariuu Solid-State vunalitiosnd 50 GB 1uu 2 wie
19Ul UU RAID-1

- gunsodeusefunesmuuy 10 GbE Sruaubiteenin 2 wosn

- anunsoeurafuneIalUU Fiber Channel (FO) dhuaubitosndn 2 wadn

- Pt I ~t wad b w X
3.7.16 \A3asudvievuanas lude 3.6.4 uﬂmﬂuumummﬁ

(1)
2

(3)

(4)

(5)
(6)

LﬂuLﬂ‘%@QLLﬂ‘d’]EJﬁﬁﬁﬂuquqﬂﬂiﬂﬁLﬁaﬁﬂﬂﬂutLUU High Availability

CPU wuv 64 Jvwidanndn nelufisuau Processor Core ladtiaenda 8 Core/CPU vinusiig
auSidaauninilitiosndn 3.0 GHz 1 Cache sailitiaendn 15 MB/CPU duau
Lidesnin 2 M

Svthsausiuy ECC vunnswlidaendn 64 GB

flndmRanuuy SAS AIaNEI58U 10,000 rpm AUANlAE RAID-1 vuasliidosndt 500 GB
AN UM |
ansadeurofunesauuy 10 GbE uauliidpenit 2 wesn

ansodeusefuwesauuy Fiber Channel (FO) S1umlitosnin 2 wase

dl 1t o o v =l e lll.l’ Ill as ¥
3.7.17 LﬂSBQLLﬂJ‘UWU‘UU'}ﬂLéﬂ ﬂ’WI‘i‘Ui%UUxT]UELU‘UE] 3.6.4 NﬂmﬂMUGl‘UUﬂﬂﬂdﬁ

(1)
(2)

(3)

(4)

L‘TJuLﬂflsaothhUﬁ:ﬁ'fﬁ’wmuqﬂniiﬁlﬁaﬁmuuw High Availability
fiutolaueenaauailuumasiiiie vin Blade wio Huiesawitouuy RACK 16
Enauaiiu Blade WY Enclosure fifinuautifuiieniude 3.6.12

CPU uuv 64 Dvmdemndn naeluiisiuau Processor Core Wiviaenin 6 Core/CPU ¥1naTu
Fronnudadyrnuanlaidesnit 2.2 GHz § Cache swhitfesndn 15 MB/CPU 41u3u
litfesnn 2 6

fmheanuswuy ECC vunasalitiosndt 32 GB

@/
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(6)
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fieninfaAuuy SAS A213258U 10,000 rpm AruAulay RAID-1 auinsalitfesndt 500 GB
NAINDSUNY

aunsodaurefunesauuy 10 GbE S1uailitesnit 2 wedn

annsndendefunesauuy Fiber Channel (FC) Sruanliitiosnd 2 wesa

- 1 o w . de w U A a ) v wa
3.7.18 LﬂﬁaﬂLLN‘(ﬂU‘Uu"lﬂLﬁﬂ #1130 Front Office MAIUNIUNINADLAUNIITIATIN ll.‘l.l‘U'E] 3.6.4 ﬁﬂmaNUm

AN SV |
YURIPIU

(1)
(2)

Wuedsawmiheiidaugunsalifeviuuuy High Avaitability

CPU wuv 64 Dvmsednin aelufidruiu Processor Core Tiltiosndn 6 Core/CPU vy
merddyaauRnlifeendt 2.2 GHz 1 Cache suilitiosnda 15 MB/CPU $1um
laitipands 2 i

Hwaanuiuuy ECC aunsauhidasndt 32 GB

fignsananLuy

SAS Hot-plug mumslae RAID-1 vuiasanliitiosndt 500 GB wdsaiuam
annIndusefunesmuLuy 10 GbE smaulitieendt 2 wesn

'
[ -

3.7.19 gunsalifudayandn (Storage Area Network: SAN) Tudia 3.6.5 Slnasautifdusdad

(1)
(2)

(3)
(4)

(5)

ﬁﬁ'}’ﬂmqunixﬁLﬁ‘av‘i’muLmu High Availability

fendaRaduuu Hot-plug SAS wie FC amu§asevlismnin 10,000 rpm AruALNISra
WUU RAID-5 %38 RAID-6 wunasaufiuiavuslaiannda 200 T8 udenasuum

il Cache saunuliiasnin 8 GB '
annsodefulaiauitiende Virtual Machines lunsdiiifilassatranuy HO élitaend

100 1A304
HfeRaluy Fiber Channel (FC) 38 FCof w38 IP dquaubitesnin 4 4as

3.7.20 gunsnlifiutieyadisns (Network Backup Storage) Tutin 3.6.5 fnniaiAdusiasail

(1)
(2)

(3)
(4)

ﬁﬁwuauqﬂnmﬁﬁaﬁﬂmmmu High Avaitability

flsrsaRafiuy Hot-plug muRUMIIMLUY RAID swnasaufuhmuslidesnd 200 T8
neanesuun

3l Cache vauiulidtdiosnin 8 GB

ffoamauuy 1 GbE w3afin s1unulidssndt 2 4ed

3.7.21 \n5eawianiladeiiiuna lute 3.6.5 Tnaautfdussail
v o . ) ) - a 8 o a v v 1
(1) Mmalulad Laser Engraving TafumalulaBnsfinmidugedu Tumsamintidoyaadluwsiu

(2)
(3)
(4)

Polycarbonate

anusalunsiusliainga 7,500 i/ 8 dalus
auazdesluntsiuwlidesndn 450 dpi

anunsnfisudeyaadly Contactless IC lamalasaasis aumnmsgu ICAO
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(5) ansonsiadeuAugnies Tnsmssnutoyalu MRZ was Contactless IC wWibuiiigury
sudeyals
(6) Tidastantisdaiiuns (Passport Input Module) fildldlsifaundn 100 v

3.7.22 \papssunilddeiiunedidnnsednd (Passport Reader) lutie 3.6.5 ﬁqmauﬁﬁ%uﬁﬂﬁaﬁ
(1) Fosannsosuondtsfi Compliant AuLMAsEIU ICAO 9303 Specification
(2) 1wiasrpsamnsneutioya OCR lu MRZ uaw Contactless IC waswSuuiiieuiiu 1nsn139
wildoRumaiiveaiuien
(3) awnsneudeyatu Contactless IC WUU EAC w30 SAC (PACE) wazanunsaldauld melu
1§ uudnssnanes dsmslisifiunisudsuudas uily
(@) Tunaernianasuuy White Light, IR wag UV
3.7.23 edpeeuasihileniin 4 m lude 3.6. 5 mmamumwummﬁ
(1) Hurdassuaneiiiienvy 4 i
2 ﬂmmwwaqmwmBummﬂu‘lﬂmnﬁaﬁwuﬂmm FBV's IAFIS Appx F
3) anwazideslunmsawnulidesndi 500 ppi
@ vaililunmsaunuindensuidviafedsiinnnit 15 Junil

3.7.24 \ieanaNiumei U os ﬁﬂmauﬁa%uﬁﬁaﬁ
(1) mieusgnananans (CPU) Sannunddyanaunimbivesnit 3.0 GHz i 6 Core
12 Thread LLaywﬁaﬂmmﬁﬂqu Cache Memory L3 wu1n 8 MB
(2) vpuasminw LCD 1w 19 i fianwaden 1920 x 1080 pixels
(3) yheAuEman 16 GB (RAM) wiln DDR4 AN3L57 2400 MHz
(4) WU’JEJRW]LHU‘UBME] (Hard Disk) #fian SATA3 fiau 1 TB uay £AI5IT0V 7,200 F0U/UT
(5) Joudouroszuuiaetienuy Gigabit Ethernet LAN100/1000
(6) fivaa USB Verion 3.0 litfesnin 2 ve4
)
)
)

(7

3.7.25 gunsaidaufiu Log File s3UuLAZoUY
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3.8 danvunvussvandnag
Foaimuverdnfitesasiunisesnniidoiiumedidnnseing warliauans Source Code

wazganAwsanidurenszvsne Tneddarmunnisviuresssuy fai aenndeanute 2,17

3.8.1 F¥UVTUAISDY RIEBUAITEY Lasdavilumidas
(1) ﬁaaﬁiﬂﬁLmiuﬁmuTsnﬁﬂﬁm'iﬁwwlu‘ﬁ"’umaumﬂﬂaauuazé’mﬁﬂuﬁw%’aw‘hmuiﬁaeﬁwﬁ

Usz@nsmmaninsnduAies msnmdsurias uasdailudides 1 s9en1s Whasedulgnely
10 Wi uawsee3y Concurrent Load Tawieufuainaniuiifudnieasie g Mlan luteandd
15,000 F¥paratu (8 dalu) ilasauidm@nvesiy Main Site uay Remote Site

3.8.2 nMsudeyadanns
3.8.2.1 mafivdeyagdlumih
(1) amdnefidmiuszdosiiaaiautinm ICAO uae ISO/IEC 19794-5 fmua
(2) awnsameaeudoyauazgunimlvnsaiu
(3) dpsennsadeglumililuiiiuasanunsouansguniniidnen
@ dosmnsatuiingUlumifidneld
5 seeduringunmduwuud
6) awnsnfiufeyagulumihuasmunmissean
(1) FowmnIadmuaduoniingamensianmuerUiussdy sumimwsandosly
wanzan Tagssuuiamnduuuusalus
(8) (;llﬂx'lﬁjLﬂ%miﬁﬂuwﬁ’lﬁﬁ’luﬂiﬂiﬁﬂuwﬁﬂLLﬁSL'U?EJ‘ULﬁEJUgUIUMﬁ’]‘UENQﬂﬂaLaEJ’J‘Lu
n3ali
- gluwhiBssninguntihasdalidenndn +/- 10 e 91nuuaRa
- wuuvssLazIIAR I MIURsUL A
- ldwdumen (eniuniudviewiufuuan)
- 'Lei'wmnﬁlu’ﬁmiﬂmﬂ’al.ﬁaﬁdaulwnj‘uaﬂuwﬁ'}
9 fowunsafumuazimuaiuvsomuulunhls wiouisoygaliv
mstAsuuUasiuals
(10) ﬁaaﬁfnawﬁLm‘ﬁmmmmmaaUn'wamw'Lﬁﬁqmamﬁﬁmm‘if@ﬁmuﬂ ICAO
(11) Widulumumesgiunisuanudeudoyadunes 1ISO/EC 19794 uagldfumsdn
sugulieglu 10 Suduusn lushusesmsnsrndeunnugnsoausiudraesdaya
Tunmsasaaeudayamunisdndudiuuns NIST (Accuracy Across Provider
1ng819899NN1IMAdBY Face Recognition Vendor Test (FRVT) NIST Interagency
Report 8009 vi3aatudiga)

3822 mafumeiiile
nnu I JU L3 = ey o
(1) mamuammLﬁuazmaquqmauummu ICAO uag ISO/IEC 19794 nuus

() Ikdmfiuia 10 §2 wuu 442
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(3) ¥ samnsnguasiielsluuiinasannsauansaeiniionsuld

@) Fosaunsatufinansiiiefiotuls

(5) dosamnsaimunuuuasasiiiefie il

(6) ﬁaqmmina’numaﬁaﬁauamﬁﬂﬂunizﬁﬁiwuv‘i’mu'l,uamunmﬁﬁiwmﬁﬂﬁﬂvﬁaa

(7) gesaningesiumaasuidasasszuuluouan

©® Wulununasgunsuanidsutoyadaungs ISO/IEC 19794 uazldiunisdn
susiulvaglu 10 dusuusn TufiuueInsnTIsEpUATIIgNFeIiuEwaTeya
Tunmsnaaeudeyanmunisdndufures NIST (Relative Accuracy and Number of
Finger Class C ﬁy’amimwaamwu Ten-Finger Plain to Plain, Ten-Finger Rolled to
Rolled and Ten-Finger Plain to Rolled Tnea19999nn1snagay NIST Fingerprint
Vendor Technology Evaluation Report NISIR 8034 Wy0aATtUaIn)

3.8.2.3 mafiudeyanwiium
(1) Fosanunsndafummhunuazyfunumnesnnlfesnsdnlulffluvas Surise
wiladaiiun Imeanunsn Zoom way Focus MWausuuy Automatic Real-time
(2) hihilumuanasgunsuansudeyadaanes 1ISO/IEC 19794-6 (iris Image
Interchange Formats for Biometric Enrollment, Verification and ldentification
Systems)
(3) dlansensnem smusliiinsnssaeuiuiudeyaynnauasteyavideiiun
Tnewelulad Iris Recognition waz Iris Matching f3uiisazsesduiunisdamsen
\dasile guUnsal svuuaTIAUINe wazauq Wensiinan Tudnasaneluszeziom
Ly 6 WeuthuusTuRlATuLdRInnsEnsen

383 msiaAuduasssufeunideiundidnnsedngd
(1) TWswnsunsdavidndmsiiiuasssuidey
@) Tusunsudavihigdnnsifuemdadysumd
(3) Tsunsunuvluadadutuuarluivay

3 8.4 msedmidemunndidnmsedndnialusudld
(1) spailusunsutuiinauluswdldfndu
v w 1 LY a | ° |
(2) $psiilusunsudnfuiaunidsiuniaiesevinaneay

385 nssslauntedamunedlannioling
(1) FoaiTusunsuduiinmsyuiduandnendadadaiunedidnnseindlaeiiswazidoaniu
AIUABINISVBINTZNTIN
2) #olusunsutufinnseasiaeiiseaidenmunuAsINITVBINIENTN
(3) foulusunsufienunsonsreaeuiudeyafieglupudoyavasnssnim
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v ey - v et v a A »
(@ desdlusunsufiaansaduindeyainislugideyaveansensiee
(5) spsdilusunsudevihaneiaunidsiiunig
(6) easfilusunsuUSMNSIANITIENAT

3.8.6 MInTIREBUANGNABMBTaYaLarnsKAnELmideIiuneBiEnvsednd
3.8.6.1 MINTIVABUANYNABBITBYA
(1) fodllusunsufisasiumsmireasunisasysainmdeya (Data Integrity) Taednlusii
3.8.6.2 mnAsduviideiiunedidnnseiind
(1) sodilusunsudwiumsvasudayanelumideldunndidinnseindiugudeyaiunms
(2 dedllusunsutuiinseasdeanmndenideiiundildnnseiindlaeiswazidon
AMUAUABINITYDINTENTN]
(3) deadilusunsudmiviiufinneazdennsdanisisn (Book Management) ialdinauns
mMIeLasan '
(4) seafilusunsuMIoNaNAILNIAIFI ICAO
3.8.6.3 MsnsIadeUANLgNADMmBaLhdsAuansainliTuLdnTsseunsUasuuUa
Mo
(1) fasillusunsuuazinesilofigainnugnioseadumivdaifumg
3.8.6.4 MInTIaBUYTEIR
(1) siosiflusunsudamsssuugudeyamiedoiiuns uasdoyayanaiifesiionsan
- Asdedeudeyanfum
- dawfuienans wiu aeu uily uasusuupdoya
- hdedeyalinumhsanuniely wasatsuenasdnsle
- dmusAvsuazasiegeumslinuesdidszuy
- Uimsdamsynuyglulusunsula
- panTeanlaynussny

3/ < . < v a
(2) fRelllUsinTUAINEBULARRNABIRA TN
1 L3 o ”_s 4‘ (=g
FUUAININANTIRdR UAIEINBLaTsEIRIIENTU wasTe-ana YNIenInngadl

- @unsaesideunazinsandeyadiios uazenaisUsznay
- ANTnAuUsEIRNITRRNANY waztenalsusznau
- AUIIRAUILATLEAMTUIUA1RIUTEI T wazsIunURARSIERUUS SR

- dansnesnagaulannussan

L& =t o v :J i
(3) AAllUSUNTUATIVABUTIBNUANTBININYATEINTIT
° o dd o v
- AITDUAAINUIUAINEUATIDY

Ao o v o
B TR R L W LR Ty
Al 2% o s Q)
- awsauansidesvdsulziRvendnineu uazdnas
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- ansouansgadsnsIaeuyse IR wu anf yniudides 3lef. uazdhenian
- eunsneensplasEnm
3.8.6.5 mimwaa‘ummanmmmmgumaLLausvLUH‘U'Wmi'l‘umi‘ummiaanwmﬁamuma
msUfiaovioiiuds wagmseniEnmilsdedunlagimiinfinssmae

- FasiTusunsunsredevanuzA3es Yssnoumenmuasiusiossaludimsiiv
awiidiouazsinum

- Feulusunsumsaedeudss Tinsvimididatiiuma (Tusen Tunumeny uasaniuziay)

- foadilusunsuienerend1susznouAieg

- eadilusunsuiSongnisenidnmisdeiiumia (@vnnisenian, Lanaﬁmsaumn’ﬁamﬁn)

- Foallusunsumsaudiiesiidndes aumnnsdades du AnsL ihan Amsuduiiey
A"

- ﬁadﬁiﬂmniumwaaU‘z’iau‘,a%mmﬁﬂ‘ﬁmﬁy’q 1:1 uag LN

~ Feaiusunsuiiannsolidminddhengmneviefifedesannsonsvdoudoyadn
wmsvesifesidndald

387 58UV Enterprise System Monitoring and Management weldlumsnsvaeunisinausasssuy
TasannsauanianuzTesssuugudeyaassruuAsetie nsudanndades uasiiszuuloi
nsunsnszatevetlisame Ineausns19dannu Monitoring System Access and Use 310
11MS§ ISO/IEC 27000 n3BAnTY syuvnplnesTATLansalunTTuRin 205 wazdnvih
'iwmumaam'svnmumaasku'imiwuaaamumaaLanmauné'lumumumaf] Ingansalv
A mihinsensaen ‘lmwmwamnaauumnﬂnU@LLannfuumau mall
3.8.7.1 Physical Monitoring

(1) UuwnLLameauamauamsvu*fl‘umu Station WazgUNIalAnag youdmihfiuay
UAAINTANIY fieads

@ Uuwnu,am%auawauanman’tmmu Station wargUnTnlReg voudmihiluay
YARINTAN et

(3) Uuninuaz mLaua‘uauamiLm'l.‘u\'nuwuw,awvaa\‘lm'vxmw

3.8.7.2 Operation Monitoring

(1) Foyauummsidilduimsveies

(2) FoyauIuuAIveuios

(3 Hoyansliu3nsf Station A

(@) doya Transaction AW Andemiiuay

(5) ‘uauamsﬁau‘uagaama

(6) mauaﬂimmmﬁawamauamnwmamuauf] fhendes 19U MO

(7) deyadnnuz msvhauresusiaz Station lan abAmsteudoyaduis svesan

w'L‘tmu”Lunflsﬂau‘uaua'lmml.iaﬂmal,aaEJ*uaaLLma.u Station
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3.8.7.3 System Monitoring
(1) sousveeTEULNIUANNY WU ssuunugiudeys ssuu Web Service
2) aouzresnsldnuszuuiaions Taessmuuimunsldnuadetelusuuuures
uwkufamadlousessuy
(3) daruzmsldan CPU, Memory, Network, Disk Space vssgunsalusiazsh
(@) S3EEIBININDUAUBIVBIUINITANNY TuTEUY WU Web Server, Database Server
sy
3.8.7.4 Incident Monitoring
(1) deyauSiaumanisalfinunfneg
(2) doyansiindgmarnuiaunisneg lussuu

3.8.8 s¥UUTLUIMITIANIT
3881 ssuumsidunpdadesiimihufifinmsausoundaliamenag WIKAKATEUY LA
Aguaszuvannsanevldneunududame e
3882 svuuhsylmuinunadiiedy wieududeudieifnmanisaifegludedhse s Tag
s‘u*uLs’Jﬁzi’qﬁﬁqLLasxu'Uma,mnélu’amﬁmuxﬁl,ﬂﬁs%lﬁimEl'lﬁﬂt'fa;gavgnﬁ”sﬁiﬁlﬁui&gaﬁ
Tuszuu Monitoring
3883 szuuinuinnuUasasiiue
(1) syuumsdasiumsnszanevealifalussuuy
(2)
(3) s%¥uU Load Balancer
(@) syuurTRduguninvnaaiatie

¥UU Bandwidth Management

3.8.9 syuuRamNaniue naiiunsdaymisdsiuniaminanssuiumssusidesauiadneay Teely
7 v A = v a =9 wa dv
WMWITYBINIENSN annsodanslazasivdeulannenssasiandfiuns dnndudci
L2 2 A a’ 1 L] a’
3.8.9.1 WMNNYBINTININ a0 uensnTswye anunsgalvgiinelusidssme wazdninam
nMsAuaAsygialneg asnsanmvgevaniuslun1sndn n3iaiv wasnsdndomns
ud (nsdldusinessine) wee e-Passport leynati
3.8.9.2 518U e-Passport Tulsazaauzluusazdraanle
CJ ] [ 7] v [l 1
3.8.9.3 T1091UsEEEIATY e-Passport usazaltiudvegluaoiuzsg
o % aaa o » w @
Inemeavideanisthausdayannadaniieadefiunanssuansmansuuunesu
o - v @ o e ) wa o v o =
e el Iﬂﬂmagaﬂmu%uamnsnwmsuﬂu;qamiuumnnq 5 Wil dayasieifiau wazsied
'Y P ) v v o Y PRI v Y ¥ o
szrpiiseasduandenadesiuianuauasdayanliinerdasiuunuiiem Idausluguves
% ‘ L 2 A | 7
MIIANGUYBLARU Data Element wau‘lmiﬂ
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3.8.10 wuuu%mié’fﬂmﬂﬂ?mhaﬂauﬁmaé (Network Management System) ﬁﬂmauﬁaﬁaﬁ
3.8.10.1 mauawmmmwauaua"mm (Configuration) maqaUnimiuummamwmmualﬂ
3.8.10.2 #as@1u1sn Upgrade software (Firmware) Wy uhily Usuwdeu Configuration 370

munmﬂ,ﬂﬂaqﬂnmwuumiamwmmudﬂ
38103  awnsauansnmnsidensogunsaiirsetield (Topology view)

3.8.11 gowawIsnsdiasteya
3.8.11.1 fantnonssuuuuwivie-gnane (Client-Server)
3.8.11.2 annsndnsadlin File wae grudeya vaesvuuUfjiRnis Windows uas Linux
38.113 mmme‘hiw’ﬁagauw Snapshot %38 CDP (Continuous Data Protection)
Iniuetaiay
3.8.11.4 aunsndisosdeyauuy Full uas Incremental Wuagados

3 9 NSNS ARATNIAEEUSTUULAz N SHARMTsdaIRueBannsatind (Benchmark Test)
391  YumounIseIELMI
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dloldgwuuda NEI‘LJ‘UEJLﬂuaﬁluﬂaLUaUumﬂUlﬂﬂ Eﬂ,mlummsnmﬁmmmunmmuamnlﬂ
azfonldrunisanse
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Laifendn 24 dalus |
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3.9.2 nsase
a 1 UA 14 = n..l 1=t a
(1) mIadavewmazEBueldus 9siinan 8 dhlus aghifinisweevin

v vl v ° v P 1 .
(2) vugpudaiaueih vieldgunsnidula wu Mobile phone, Tablet, Notebook, Computer
L d AQ 5 L t & L4 v = ] =
sy venmiternidassliududunluiesansalusewinamsada
o a ' o Y 1 o v = § a ,
(3) gunsainsnandeliduiudeaduiunasiomuiaue vavensldgunsaliadu (Option)
1y G v
tseniiiauald
’JIIA L4 ) s = Ad 2 ¥ =l b od
(@) Wigbudeiauadmauniidoifumenfiniadoyaynnaasuunih Data Page 13audas
P ) . % v o o o v e
URnNaN¥NY UaY Security Features asunaumudarivua 99uay 10 wwutie iy Golden

- oo a
Sample Tuiusvinnsandn

3.9.3  JURDUNISATER
wal v ° . o wa ¢
3.9.3.1 yauvBlEUe Ul NaUB (Presentation) NMWTINUBRTZUULALD Iﬂeﬂﬂjaaqﬂmmﬂismw

lamvierudan (Audio Visual Materials) wianauiames urblmsiauaiiu 60 uil
3.9.3.2 fiudolauarinaueniidoliunuduia) wisusenuanismassuEimideuma
dlnmselind Fedusedlasuitmduanian aunnasgiu ICAO wavdweufethadua
1 50 1w Mezldlumssuindmimilderunsdidnmselin svesit 3 fmsamy
Jorwmuaynde ludiudn q il Ao
- Security Features
- ~dnwih
- Unuds
- Data page
- i
- mItledd (nlay)
- UMWY
- maduiay
- pefusznevdu q vesdunisdaliuma |
- fedrasafidweuliinszmsaet asgnldiiufuuuy Golden Sample) iilans
Wisuifisuiuauiinzdweulinsenset aaonoedygmnldumsdmdenl iy
HTORN
3.9.3.3 nsdanisleudne (Migration) uazthdn (Import) deyantideliumussdnaingudoya
ilsdoLAiunna (PPDC: Passport Data Center)
3.9.3.4 manadeunsideusedeyalifumisnumsusnuasmsliuinmstoyantisdaiiume
3.9.3.5 A1IaNBRsTUUNTEUIUMISUA3adlaenisTians (Simulation) nadeudelugidinuims
manafou Tnefiudormauffasiassuunasdogansfousugsdians
3.9.3.6 MIEBanIszUINITEsnEUnsEaAun N (Personalization)
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3.9.3.7 NIAGARMUUUAUEAIUAN RIIIAOT wagARRuNIEUIUMSIRiaIadeLiiunie (e-Passport

Operations Control and Monitoring Center)

|
@/

o !/!-’dl Lol 1 a ll‘/ t A e o d’-' =3
394 fmuabifiudeiaueudassie adameluim 8 Giludeilies Iadlifivgain fivil saudae

R Y ° ] v .

ffudaiauaeralilunininausdoyalinasunis (Presentation)
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1 o/ a a o o  ac
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¢ a o a <
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4.23  apunemsyaansilaue
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424  ayumenmiiaIsinewInesuazgunIaaue
a ] <
4.25  apusemIlusunsupeuianesnies Adue
Y <
4.2.6  ajuvangmInITBuTLLEUe
1Y) v = v < Y] a o a o w u
4.3 Forauesumnaia Jafiutermaiiefureuin wuvne Bmsuasszesnaiiumsdiiiuny lneivde
dAty Al
4.3.1 MANNTUALIMANA
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4.3.3 VDU
ao 6 = v o = Y ot ada o A dwd v o
4.3.4 Fminufiunlegliedursieasidensndaauidismdndunungbudeiauassinnldly
Tasans lngeeilosUsznausie |
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NI
s } 9 o [ [s d =4 1
(2) msdanImuUsEUUABIRIADS gunsel uazinTesilas1a (Hardware) Insuansaniilnenss
5¥UU (Application / System Architecture) wasszuudjuRnis
A o a o
(3) szuvnURiILELD LABLARNUNTNLAZEEUIBTIEASIB AN TYINTUYBITEUURY
< o ’
anlmensTuitnaue
@ msdansalysunsudniagy (Software Package)
(5) msdanmseuszuueIetg Insnamanidnenssy wisueduieseazidenvsatszuy
(6) WHUMIUABULUINNNITARAILATNAZDUTEULIY
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s a a a eal P
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(9) msbivimslunsguatnrgeinmssuy waensuinmanisinm
e o 4 o b X A g a a wa oS d v o
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Electronic Passport (e-Passport)

wilsdaiRunedidnnsetind

Personalization

nsdAYauMIa BRI

Issuance

N159ONLANNTNADLAUNI

Automatic Border Control Gate (Autogate)

ATURTITAULT LI DIDR LU R

Biodata Page

wihdeyaynna

Security Features

AudnvazsuAIaoAY

Public Key Infrastructure (PKI)

AT IR U LY T UUN YA T T

Public Key

NLIANT VIO

Private Key
Public Key Directory (PKD)

NOUIEIUYARA
YILAATISVNRLIANE T

Digital Certificate

Tususaavedidnnseiing

Digital Signature

& o s d a ¢
NITaNaT8LRYNINLENNIBUNE

Watch List

L7 4 L4 )
Uaﬁﬂa%aqﬂﬂawmaawmimmwaau
NOUPBNVMUIABLAUNNG

international Civit Aviation Organization
(ICAO)

2aANIIMIVUNaaUTENINNUTEINA

e-Passport Booklet Serial Number

e RULaNnTIdaRunedidnnseiind

National ID Number

wueaUsEIRIus s

Perforation

500Uy

Fingerprint Reader

A 1 Qy <4
LAENTUANEUIUD

e-Passport ID

PR Lo = a o [
Lﬁ?WILﬁNWU\??‘iE)LV]UW’N@Lﬁﬂ"l/l'ia'Uﬂa

BAC (Basic Access Control)

nMsFuANMSideauUURugIY

EAC (Extended Access Control)

M3AUANNTSEIRTEYALUULRLLAY

Contactless IC

gunsnidwiududenandlunisiuiindeya
dalunilsdaiiun Tnodeyafituiinady
Contactless IC loiun Foya MRZ juwthAdvia
(Digital Face Image) Fadulumumatadiu
(Mandatory) wazmeilile (Fingerprint) oN
Wudeyanaden (Optional) amunasgiy
P9 ICAO

LDS2 (Logical Data Structure)
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Elements

Basic features

Additional features

Substrate materials
(A5.1)

Paper substrates
(A5.1.1)

— controlled UV response

- two-tone watermark

- chemical sensitizers

- appropriate absorbency and

surface characteristics

- registered watermark

- different watermark on the
data page and visa page

- cylinder mould watermark

- invisible fluorescent fibres

- visible (fluorescent) fibres

- security thread

- tageant

- laser-perforated security

feature

Paper or other
substrate in the form of
a label

(A5.1.2)

— controlled UV response
— chemical sensitizers

— invisible florescent fibres
- visible (florescent) fibres

- system of adhesives

— security thread

- watermark

~ laser-perforated security
feature

- die cut security pattern

Synthetic substrates
(A.5.1.4)

- construction resistant to splitting

- optically dull material

- secure incorporation of data page

- optically variable features
- see 5.2 - 5.5, as appropriate

- window or transparent
feature
- tactile feature

- laser-perforated feature

Security printing
(A5.2)

Background and text
printing (A.5.2.1)

- two-colour guilloche background

- rainbow printing
— microprinted text

— unique data page design

- intaglio printing

- latent ima'ge

- anti-scan pattern

- duplex security pattern

- relief design feature

— front-to-back register feature
— deliberate error

- unique design on every page

— tactile feature

@/\/
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— unique font(s)
Inks — UV florescent ink - ink with optically variable
(A.5.2.2) — reactive ink properties
- metallic ink
~ penetrating numbering ink
— metameric ink
— infrared drop-out ink
- infrared absorbent ink
- phosphorescent ink
- tageed ink
- invisible ink
Numbering - numbering on all sheets — laser-perforated document
(A.5.2.3) — printed and/or perforated number number
- special typeface numbering for - special typeface
labels
- identical technique for applying
numbering and biographical data on
synthetic substrates and cards

Personalization technique
(A5.49)

Protection against
photo substitution and
alteration (A.5.4.4)

- integrated biographical dat

- security background merged within
portrait area

~ reactive inks and chemical
sensitizers in paper

— visible security device overlapping
portrait area

- heat-sealed secure laminate or

equivalent

— displayed signature

- steganographic image

~ additional portrait image(s)

— biometric feature as per
Part 9

Additional security
measures for passport
books

(A.5.5)

- secure sewing technology

~ UV fluorescent sewing thread

- unique data page design

- page numbers integrated into
security design

— serial number on every sheet

- mutti-colour sewing thread

- programmable sewing
pattern

~ UV cured glue to stitching

~ index marks on every page

- laser-perforated security
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feature

- biographical data on inside

pase

Security control of production and product

(A.5.7)

Protection against theft
and abuse
(A5.7.1)

~ good physical security

~ full audit trail

- serial numbers on blank
documents, as applicable

— tracking and control numbers of
components, as applicable

- secure transport of blank
documents

- international information exchange
on lost and stolen documents

— internal fraud protection
procedures

— security vetting of staff

- CCTV in production areas
- centralized storage and

personalization
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